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oLV S LTV ET,

public interface Principal {
public String getName();

public final class Subject {
public Set getPrincipals()

class Principal {
public:
std::string getName() const=0;}
class Subject {
public:
Principal::set& getPrincipals();
}

H— EXT_H-7 Tzl }‘7534{&% uwuuﬁéﬂé& 7)///\/1/ﬁ)"j-7 /3:7}‘ \_%'ﬂj‘]éﬂ
F9, MEREX2 VT 20 E LARWEERE I, A —CiEEZEH T4
b FHA,

TV r—2aryarTX ALY TV DTV UV BT
getCallerPrincipal ZfEHAL £,

Mo HF 7o a AZBRL TWA 7 v v, b7y armNo7 ) v orm
BT AL TS5 LI TEEEA,

ol |

Er0tXa )T 4 BEEOBMEE YT Y =7 MBI B5ANL. RAEERE IS
JAAS OFReR L 9, BREEERIT. SAT RS —GEHELHEL L9 ICAH
Ox=2) T BERHET, POoXoA 7 =7 K THHEE fﬁ?&@l‘i‘élkﬂf“é“éf:
O, BEOIEABEFRC A Y AT —3 3 v % JAAS i%’vﬁﬂ“é kﬁ\’(%iﬂ“o Eio
FET — 2 ROV —N—F 7 TIDDON—R T = TIRFET D5 PEEEEHm E L TE

DORFET —F~DV 7 7L > ABFFT HE0TT, t&ziJNﬁ%ﬁﬁﬁnik
X2 VT4 =R —F—%HPR—-FTExET,

A BARREEIEIR & M F RELIE R
meﬁmnMﬁmm‘“%kﬂa®2@%ﬂ%@iﬁ Aﬁﬁ&%ﬁi?&tzﬁ
A AEMEL L EHAN, //j’: ZRR IFJ%&VC Xt 2T 4T = 7N gTﬂA INEC L
&%ﬁ ITABX =72 82 AND Z ENTE, WERGEEHRICITME S —, BEE1b

BBEBARAU—-R Rl R AND I ENTEET, ROV TV FERTLLES
wo

public final class Subject {

public Set getPublicCredentials()

class Subject {
public:
Credential::set& getPrivateCredentials();

}
YTV =7 b ARRBREEHREZ IR HIHE. ROBEZRNTT 7 B AFANIIARE T,
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JAAS DEREE

Java public final class Subject {

ic;.ublic Set getPrivateCredentials()

C++ class Subject {
public:
Credential::set& getPrivateCredentials();

}

Java Tk, 2—RFB3 YTV =7 N OMERBIEGERICT 7 BRAT D207 7 8 RFFRIDL
BETY, cpp TiE, T RTHOa—RiIn—hL R TEESNET, ABREEERB LW
REEILEROLE B HILT 7B AT 2560 T 7 AFIIARETT, Java DT 7 & XFF
A OFEHNZ OV T, Sun Microsystems @ JAAS (LA 2B L T &0,

EIF R 27



S AHD=X L& LoginModule

SREE XN A& LoginModule

FEAEA ) = XA, ¥ 2 VT 4P TV AT DOKFED 3 R —F 2 b HORFE O il
Boxra—ReFa—RohEerRLET, &xiE, 28— ? [LoginModules] 73
CDOAD=ALLBETSHE, BEOR1o07 0w A0 A D =X LBHOT 0¥ ZADR
LA = AN EBETDHIEERLET,

VisiSecure IZ1%, $—/—& 27T 47 F OFBFEZ 33 ~2—? [Borland LoginModules], 5 &
U Java & C++ @ SPI (Security Provider Interface) @27 7 ANEENET, D7 T R

XoT, BAFELFBOEF 2V T 4= RTa XM EDA T Y ATV a vk [F
FUAr) TEET,

Sl PELS
AR AR 1—%—%%%@&?—ﬁy—x%ﬁ4yh¢éio IHAZ<A XS T
//7/VJ_'H: ;:u;E)ljJ X‘A%%Lijﬁo _Zh N mhuﬂi)‘jjw*x Aﬁ‘%yzo):‘_

47“%7 HR—=ZINGHNLTBHDT, RIUEIEA = XA%:*JLT N EED 22—V —
T A R—=2ARFEHTED L I FT, & xiE, LDAP 2T Lo icithEh
TRBREEY 2 — WL, BIOBREED LDAP T 4L 7 F U LXFECTE DL DT, BEEA T =X L
DEXELLLEDOLIETIH Y £ A,

utquFEi‘ﬁ (:L‘_"ﬁ‘ ]\ %4/) @ui"flﬂ ;’Db\’ﬂi\ r_{Zﬂ\:ﬂ— U :7:40)1:&%%J @ 33 Af‘-“‘/dv
[Borland LoginModules] % ZRL T 72X,

LoginModules

LoginModule I3F8FEA =X L& EHKL . FEOTHDRIEA N =X L EXFET DD D
a— Rz L £9, 4 LoginModule | :t’—f‘ffE@T**é? Y —R%KRA kL, LoginModule D1E
REPERT DEOMD I AL~ A A REREEEZ T 24 7Y a v &2fioTH R
A ARTEET,

%wamwmiﬁm®mpEW(NT%%4/&&@Mﬁ@$wOi@M@7mA4y)
%muuﬂib iﬁ‘ uththET]Ei‘i j: JAAS 7 /?E7 7/1)11/0) /:F_I/ MU iofﬁéﬂiﬁ‘
JAAS BRTE= > b Ui, fEIA R ”E?“étbb@j’?‘/a CHRBEMT B2 1oL ko
LoginModule = k U 7)>7\o TWET, FEHIZ OV T, 31 ~X—Y® [LoginModule & A
BB T ] 2B RL TIZE W,
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LoginContext ¥R & LoginModule 41 24—Jx—X

LoginContext 22X & LoginModule 1 89— 1 —X

VisiSecure TlE, BFE7 L — AU —27 D2—H%— APl & L T LoginContext 7 7 A % {if ]
L ¥£7, LoginContext 7 7 A%, JAASRET 7 A NEL > TERIEDT ) r—a v
TEDRAY —ECRET T T AT HNEREL ET,
Java public final class LoginContext {

public LoginContext(String name)

public void login()

public void logout()

public Subject getSubject()

C++ class LoginContext{
public:

LoginContext(const std::string& name, Subject *subject=0, CallbackHandler

*handler=0);
void login();
void logout();
Subject &getSubject() const;

}

FWEFY—E 2 HiKIE, LoginModule A > Z —7 = — R & fifi > TRAEJ 5 ER3E A 4T L £,

Java public interface LoginModule {
boolean login();
boolean commit();
boolean abort();
boolean logout();

C++ class LoginModule {
public:
virtual bool login()=0;
virtual bool logout()=0;
virtual bool commit()=0;
virtual bool abort()=0;

}

LoginModules # 2 % v 7 LT, 1ODH 72 =7 F HEEHOY—v 2125 L CTRIIFICERE
THZELTEET,
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LoginContext ¥ X & LoginModule 412 42—Jx—X

st & XS w2 UTZ LoginModule

AR Lt LoginModules 23X TCakth (F/13kM) T2 X9, BiEx2 >0
7 =R CEITERET,

1 RO 7 =—RF e/ 427 x2—X] T, LoginContext Ri%E SN TW\BHT T
® LoginModules iZxf L T login(Q) MM L, ZNEAUTRRIEEITWVET,

E31 ayq4r72z—X

login()

LoginContext

true/false

2 XF7e LoginModule DT RTORFENHETe &L, 2FDD (2 Iy F 7 =2—X ) B[S
hiﬁ“o Z 2T, LoginContext 734 LoginModule | iﬂ/f commit() MO L
THRIAEZITVET, 207 =—XDOM, LoginModules 12 & - T, 1EEDOMkRIZ LI
Fitx uEfﬁ%&%wuuﬂE{ﬁ%‘7 D) ///\/1/75)'&7 /17 k x_*%-ﬂ*.léi}’bi@‘

E32 azyhro7z—X

commit()

LoginContext

Y7

Ui
FUT AN %‘;’fﬁjﬁ ws

FUrw Al

ZERE

FE O WVWThDT = —XREMT B L. LoginContext (34 LoginModule (Z%f L T
abortQ ZMOMH L TT R TORFEEET L ET,
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LoginModule &$81g M BR&E (1

LoginModule CREIZMBIEN T

*E

Borland VisiBroker Server Ti%, JAAS iR E 7 7 A /L% ff > T LoginModule % % O &Ik B
HA T THREZEAL 9, JAASRIET 7 A /VITid, FRBAEREKDO = kU2 A - T
F9, WICIAASRET b U OBlERL £7,

MyLDAPRealm {

com.borland.security.provider.authn.LDAPModule required URL=Idap://

directory.borland.com:389

}
WDKK TIE, JAASTHET 7 A MIZH A= N OBERE/RL THET,
3.3 JAAS BREDMEEIV MY

= E LoginModule PHEH#H IS
D232 45

BeorlandVahdaton|{
[ comborand. secunty provider. authn JDSLogimblodule Lequn’ed
DRIVEE="com borland datastore jdbc DataStereDriver”
TERL="jdbc borland dslocal/Secuntyfjava/prodiuserauthinfo1 jds" Realm="TCMCAT"
LOGIMUSERID="Create Tx" LOGIMNPASSWORD="" USERTABLE="UserTable"
TSEEMANMEFIELD="TTSERIANME" PASSWORDFIELD="PASSWORD"
GROUPHAMEFIELD="GROUPNAME" GROUPTARLE="UserGroupTable",

i

LoginModule
BEHOION T

=R FEEOEEE PR — N TEE, ZThICEY., 77472 MIUEEDOHEEOR
MEEZTAZ ENTEET, =~k TNETNORETS MY o TH——%35%
ET DI CTEHEOBEKA R —F T&EET, REZV M OARNIERINLTHZRNO
T, 2=V —NRNEXRTZET (I : PayrollDatabase),

FALEM T Z 7 =required DAL, D72 < &£ B 1D LoginModule 23 BT,

EIE R 31



LoginModule &#E3E; M RRE T 1+

MWIFET Y ' DEX

FHEE T b VI, BN ENORESNI LTS BERH Y £, ROV T ra—RT
X, H2EHRT MY THEHL TW IR A RL THET,

//server-side realms for clients to authenticate against
realm-name {
loginModule-class-name required|sufficient/requisiteloptional
[floginModule-properties];

5
A%  LoginModule ®%-T> h U DITERIZ, BEIzamy () THRLET,
O N VIR, RO 4ODEHENH Y T,
= SEIRA - %% LoginModule 3% 7 A3 FREAF SR D 3R FEAL
= |oginModule Name - {5 9% LoginModule D52 2f&ffi 7 7 24,

= BAEHT TS - D7 F27IE, required. requisite, sufficient, BLV
optional ® 4 SOENRH Y £7°, fElK= kU D LoginModule = &2, 7 F /%5
ETDMEND Y E9, RALREBEET D DI1E, required B LV requisite ®
LoginModule 733X TkEh L 723567217 T3, sufficient LoginModule % 3% & L T#2
ARSI L 72856, sufficient LoginModule O RTIZFEEH S 47z required 5 L O
requisite ® LoginModule 2319 % 721 TREGEEEBKII L 3, 77V r— 3
R L T required £721% requisite O H 5 O LoginModule & 32 E &AL TU e
WG, D7 < &b sufficient 7213 optional OV 34172 LoginModule 23F87iE
WHRTARERH Y £, ZD4507 T TEOERITRO LBV T,

" required - FEAEDALINIZ M7 LoginModule TF, ZAUAAKEIL TH AL TH, &
AV HEIK D LoginModule UV A R D FIZHDIRDEY a—/L~ Lk L TEITS N
ESpe

= requisite - FRFED N E L LoginModule T, Z OMPRIZAREIT 5 & RART 2
DOFEIR D LoginModule ) 2 kD FIZHDHRDEY 2 — /L~ Lk L TEITSNET,
R 7235 A 3R 12726127 77 r—3 2 VIZIR &4, LoginModule @V A k
ZNEIZFRFEL T < ALER TPl S i E T,

= sufficient - FEFED I LB /20 LoginModule T3, BT L 7235-A 1324 < i 7
TV r—3 3 IZIEE T, LoginModule @ U A k ZNEIZFRGE L TU < LLER A T &
NWET, KL -%A1E. #R3FT LoginModule DU R F D FIZHHRDEY 2—/b
~EHEE L CEITENET,

= optional - FFED M E 72\ LoginModule T3, ZHAAEHIL THERKL T,
#AFEIE LoginModule D U 2 N D FIZH HDIRDEY 2 — /L~ EfE L TEITSNET,

= LoginModule B DT 2 35 4 - AT L - Tk, — S—FHE 4% LoginModule 7

aRT A ERELTH DI LERH Y £9°, KiL, Borland M2 L T 5%
LoginModule (24 F 72 7 a7 4 IZOW TR L £,
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Borland LoginModules

Borland LoginModules

Borland (%, ¥——L 7 J 47 hOFFETE <MFH S DR D LoginModule Z 2k L
9, ThbHo LoglnModuIe X, 2747 FORBFEE, OSIZxl4 5 37 X—V D [H—
W=l 74T N0 oG THERLET,

T TOD LoginModule 23[R C 7' 1 37 ¢ #RFOD T Tldd Y FH A, Floax—F—DIERK
L 7z LoginModule & $72 5 7" m /35 4 R O%E0 & W £97, VisiBroker I8 £ 5 4%
LoginModule 8 X OO E 7 a8 F 4 IZOWTHAL, M= MY o7 ra—
FHaRLET,

= Basic LoginModule - = @ LoginModule i, =—W—{EHROHM & BUGICImE o 5%
AL TWET, EH#EIDBC 2T L —a AT —FX—R T —FEHML £
T, Fiz. TOFY 2—/L1% Tomeat IDBC fHI CHEMA SN TV 2B FRIZH 3t L
TWET,

= JDBC LoginModule - Z ® LoginModule Ti%, 1E#® JDBC T — X X—AAf L ¥ —T = —
AEBAL T, FAT AT T —EN—=ZAD2—H—F =T )LIx L Ta—P—%Bi
LET,

= | DAP LoginModule - JDBC LoginModule & £ <fITWET23, ZAUTRGENNy 7 =K
L LT LDAP ZfE L TV ET,

® Host LoginModule - #-—/3—% R X s L TW\W5% OS IZkI9 258GECTHEAL £9,
Zhix, C++ AT R—F SR TV BHE—D LoginModule T,

Basic LoginModule

Z @ LoginModule Ti%, MHEOH R T2—V —HFHROKMN L S 21T 0 E9°, 1% IDBC
EESTIL—va AT —2_X—R 7 — XKML ET, £lo, TOFEY 2—/1d
Tomcat JDBC fEIK CHEA SN TV A M B FRUCH *HEL T ET,

realm-name {
com.borland.security.provider.authn.BasicLoginModule authentication-
requirements-flag
DRIVER=driver-name
URL=database-URL
TYPE=basicltomcat
LOGINUSERID=user-name
LOGINPASSWORD=password
[USERTABLE=user-table-name]
[GROUPTABLE=group-table-name]
[GROUPNAMEFIELD=group-name-field-of-GROUPTABLE]
[PASSWORDFIELD=field-name]
[USERNAMEFIELDINUSERTABLE=field-name]
[USERNAMEFIELDINGROUPTABLE=field-name]
[DIGEST=digest-name]
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Borland LoginModules

777 b1 Iinfb\éﬁf%{iﬂﬁ‘éﬁi Tomcat RS~ DFRFEIC M EE T2
\FC9, Tomcat SIS ~DRGEIZIX, KD DT v T 4121 T4 ’C@“

PA=VAR BTEL

DRIVER WA =R Ry TR CHEHAT LT —F X —ARTANDOFEEERM Y
7 A v < 3 (fF
com.borland.datastore. jdbc.DataStoreDriver),

URL O THEA T T — 2 N—ADFE2EAR URL,

TYPE ZOMER T AT 5 A% —~, Z0 LoginModule {% Tomcat JDBC #E

WCHEA+T A —<2 P R—FLTEY, ZOXF—<a2HHATES

HNZLET, Tomcat AX —<&FHITHITIL., 20T T 0%

[TOMCAT] (ZRELEJ, Borland 2% —~%fFH4+5121%,. =D

TaRT 1% basic |CRELE T, AE: 207137 1% [TOMCAT]

_;&ﬁé@“éiﬁ/\i 7k ([1) NICHBBENOT 3T 44~
RETDVLENHVET,

LOGINUSERID /327»—1\“/\‘\\/7::‘/]\“%“»—&/\“»—2&:77122#57‘:&)ﬁ’
W p o ——4

LOGINPASSWORD 2T —R N/ NP —F N 2| 2T 7 2 57017
,IZ BT —R,

[USERTABLE] PAET A — —4 /RAT =R LD 2 DD R DMEIREL TV
LT —T VA,

[USERNAMEFIELDI  userID %t 32823 C& 2% USERTABLE D7 4 — /L4,
NUSER-TABLE]

[USERNAMEFIELDI  userID ##iA 3243 C& % GROUPTABLE D7 r—/L K4,

N-GROUPTABLE] USERTABLE O 7 ¢—/LR4 LIZ RV ET,

[PASSWORDFIELD] f8ZE+ 52— —4 D SR —R %% ¢ USERTABLE O 74— /LN
o

[GROUPTABLE] 2= DI N —TERERMNT LT —T V4, TYPE zS:
[TOMCAT] IZ3RETDHE, ZOF—T VDO NIRRT
=L TTIHARL, m— LT ET,

[GROUPNAMEFIEL = — 4 — |ZBE#E 157V — 74 %& A CUW% GROUPTABLE @

D] 74—NR4%, TYPEZ% [TOMCAT) IC#ET DL, ZOT—TND
TUNIBRRTBEEZ V=T ELTTERLS, oL TRbIVE
R

[DIGEST] NAT—=ROZAY =AM 27 AV AL, FEARRRERELOT

74 /VME SHA TT 23, TYPE 28 [TOMCAT] IZRESHTWDHE
BEDF 7LV ME MD5 T1,

Premium {
com.borland.security.provider.authn.BasicLoginModule required
DRIVER="com.borland.datastore.jdbc.DataStoreDriver"
URL="jdbc:borland:dslocal:/Security/java/prod/userauthinfo1.jds"
Realm="Basic"
LOGINUSERID="CreateTx"
LOGINPASSWORD="";

b

NRAT—=RZ 7 V7T % AN THRETRETIERVO T, VisiSecure [Z/3A T — R % 449
AAY 2 AR LTCT—F_R—AFEL £7°, digesttype 47 a3 id, TD7RODH
A2 AT AT Y XLEE Liﬁ” T 7 AN TIE, EARY AT DAX—<|ZIL SHA
T X LAMER S, FTOMCATJ A ATDAF—=ITIEIMDS BMEFAESNET, =
X, digesttype # 7' a v ERETHIETERTEXET, WM BRETEX AV =
ANEAT O DU ERHOTDH kﬁ\f%fgb\iw\i MO VIZSHA AL £,
SHA =2 T v b RONE WA, FBIEITEICRBL 7,
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JDBC LoginModule

Z ® LoginModule Ti, #E#IDBC T —HF RX—RA A L X —T = — A% fiio CRIEEITWVE
realm-name {
com.borland.security.provider.authn.JDBCLoginModule authentication-
requirements-flag
DRIVER=driver-name
URL=database-URL
[DBTYPE=type]
USERTABLE=user-table-name
USERNAMEFIELD=user-name-field-of-USERTABLE
ROLETABLE=role-table-name
ROLENAMEFIELD=field-name
USERNAMEFIELDINROLETABLE-=field-name

b

PA=PAY B7L

DRIVER IR CTHEAT DT —F_X—=ARTA D FERER
7 2 4 < 3 (fF
com.borland.datastore. jdbc.DataStoreDr
iver),

URL ZORAT R Ry s E U RCHETHT —F R A0

sE{EH URL,
[DBTYPE=ORACLEISYBASE| HHR—Fr&NTNET —H_X—ADFEIH, ZOA+ S ar
SQLSERVER|INTERBASE] ERRETHET — T AMERITFANCREIND0, I
ETOMENRIRVET, 7L, VAT AT—T v
IZT7 7 BATEDIOIC, 22— —4 /" RT—RITHEE

THVENHOET,
USERTABLE T AR AP = E R TNDT—T A4,
USERNAMEFIELD a2 —W—#%E& T USERTABLE D7 1 — /LR 4,
ROLETABLE F B R AR =Y — DR E AL TNBT—T
IR
ROLENAMEFIELD EENEHRAH AL TS ROLETABLE D7 4 — /LR 4,

USERNAMEFIELDINROLE- ROLETABLE ®—#—47 t—/LRD4 R,
TABLE

USERNAME IRAT =R NI T RF =R N_N—= 2 T 7R AT DT80
\Z B ——4,
PASSWORD ISAT =R NI 2 RF = H_R—=R T IR AT HT80

ISR S AT — R

LIMS {
com.borland.security.provider.authn.JDBCLoginModule required
DRIVER="com.borland.datastore.jdbc.DataStoreDriver"
URL="jdbc:borland:dslocal:/Security/java/prod/userauthinfo.jds"
USERTABLE=myUserTable
USERNAMEFIELD=userNames
ROLETABLE=myRoles
ROLENAMEFIELD=roleNames
USERNAMEFIELDINROLETABLE=userRole
USERNAME="¥n"
PASSWORD="¥n";
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LDAP LoginModule

JDBC LoginModule & X <ITWETHA, ZHITRFENNy 7= K & LTLDAP #fEH L
TWET,

realm-name {
com.borland.security.provider.authn.LDAPLoginModule authentication-
requirements-flag
INITIALCONTEXTFACTORY=connection-factory-name
PROVIDERURL=database-URL
SEARCHBASE=search-start-point
USERATTRIBUTES=attribute1, attribute2, ...
USERNAMEATTRIBUTE=attribute
QUERY=dynamic-query
5

pA=VAG P iR

INITIALCONTEXTFACTOR JNDI 75 LDAP |34 R$A7=012F H4 5

Y InitialContextFactory 77 A4,

PROVIDERURL LDAP H——=0 URL (ldap://
<servername>:<port> ) T,

SEARCHBASE %“4V%U@/»y77y7°@f:&>@$ﬁ;«'f§«°~zfa“o

USERATTRIBUTES ZOFTvak, BESNIc2—F—Z L THS T 58

PEERIELES, 2, BEESN 2 —H —{ TR L CTHUE
BIOREFEENDBIHED o~ TR ELNIZIANTT, Bk
I, 22— =R EINTAFNIRL TODINEIDNEHE
THI=DODAGEN— MFEHTEET,

USERNAMEATTRIBUTE ZOBME. =P —RNa—PF— L LU TANTEIRNAE LR
LET, uld IZRETHE, 2—F—HDANERDBNT-
LEIZuid ZANTEET, mail TR ETHE, 2—HP—
L DANNERDENTZEXITEAFA—NTRL A AN TEE
-é—o DN \—E&/%ETE)&\ :L*“*j- igﬁ@nu;ﬂ}@f_&) :%/ﬂé
72DNEZAFILET,

QUERY Query 7Y arid, LDAP T L CEIIC =) —& 7L
TIIDLOFEREETFL ., FEREZBIEEL CERTTZODOAI=X
LERMLET, HexiE, a—Y— i@§&®7JV—70)%
VR TCWBGERHVET, TOEREKBRN AL
DN—)L T TX5L912 GROUP EMEE L THIH -5 L8
FIcd, Zrudid, 7=V—%fHALET, 7=V—DRX
RO ERBYTY,

query.<suffix>="<attrname>=<Idap filter>";

SUFFiX 1ZZ DT N & — BT A7 DIEEITHR T
L, Z7Z2U—3V KO THIEETEET, 7o —|(l2—H—
@ DN #HE AT 5121%, {0y T ALERHVET,

LDAPLoginModule 1%, {0} 2 —%—DEED DN TE
AR FT, 72ERITE. I —TERELTH B4 GROUP &
PEIZPRAFT AT, ROIIICLET,

query.1="GROUP=(&(ou=groups)(uniquemember={
on)"

ZHUCEY 2—F—=23FFE L. uniquemember JE I —
P —D DN BREENDLZTRCOIV—7 (ou BHEOEN
groups) AEEREFL, —H—0D GROUP EMDfEELL TR
ot~ /“m?l\O) CN Z#RAfFLET, HBEIhDEMEL D
ROLE 4. ZOFE MO 4LEE 1% IDBCLoginModule &
FoKFCICRVEYS, ZOHEIT, 2—F—0%kE %
LDAP (ZRAF T HIobIcfl i TEET,
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Host LoginModule

HostLoginModule 1Z, UNIX 2 NT _X—2 D%y U — 7 OFRFAETHAL 3,

realm-name {

com.borland.security.provider.authn.HostLoginModule authentication-
requirements-flag;
2
Host LoginModule TiX, iBI7 037 (i3 F -7 < MEH Y FH A,

Snoopy {
com.borland.security.provider.authn.HostLoginModule required;

I8

1t A Sk e WA WD) 95

S FIERBES —E RIK U CERIENRLER L DI T AT b ba—F—721F Tk
<. Borland VisiBroker Server H{k%, ID Z/RTMERH Y 5, EF =2V 7 ¢ CRi#ES T
TWBIEND Y — N —0%—E X L if{ET 534, Borland VisiBroker Server |22 @ ID %
E-oCHEIEHL 3, LY, 2OV —_"=0NFINDT T AT s DOhvib 0 I ZEME
LTCWaEE, =V RE—""—b 20— N"—DER LT —va Va2 EHTDHI L
MNCTEET, —IZ, BEX 2V T 4o THRESNTWRBEICITATMELTSINT S
VR BT RTDOY AT ATIR, FOVATFLAEFHEL CWbda—HF— /27547 k
DOIDEZREL TBLIMLERH Y £3, MHARGEIC SSL #2856, —1_"—1F7 7
AT MIHTERRTDTEDICHIEHEEZLE L L E9,

D254 PY awaLDITHDRE D 7 1 JLDRFE

LI BEORETZ 7 ANVEMFHLET, ZOT7 7 ANTIE, VAT LRI TAT b
FRETHY AR — b LTV DFRRE RIS T 28 ENE EFNTWVET,

WRET 7 ANVDGEETERET D121
" vbroker.security.authentication.config 7' v/ X7 ¢ Z3ET 7 A /L D/NRATEF
ELET,

Y AT LDHH!

EX 2T AREIL, TuNNT H ERET T ANEES TV AT AZERTIDEAERL E
T, ZORET 7 AL, 20T 0 ZANKE LT HEEMA~OFIEICHERTXTO
LoginModule 23& i £,

W R L £9,

vbroker.security.login=true t&ZEL F7,
vbroker.security.login.realms=payroll,hr t&EL £79,
vbroker.security.authentication.config=<config-file> (2L >T, 774
NI T 7L AT OEEIER AR E L £
vbroker.security.callbackhandler=<cal Iback-handler> & EL £7°,
<config-file> ILRONEEZREL £9°

payroll {
com.borland.security.provider.authn.HostLoginModule required,;

b

hr{

com.borland.security.provider.authn.BasicLoginModule required
DRIVER=com.borland.datastore.jdbc.DataStoreDriver
URL="jdbc:borland:dslocal:../userdb.jds"

TYPE=BASIC

LOGINUSERID=admin
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Y—R—L054T7 L DFEH

*E

LOGINPASSWORD=admin;
h
OV a—RK Tk

" Tov R, EE’?%.:ME%X DB B DI OV T,
vbroker.security.login.

realms 7o X7 4 @ L TS NLDERESTOET,

" T RiE, FTEINTWD GREIMIZIE fpayrollj I ZRT) AR MR L TR
ZFATL. Z O LoginModule ZIFFONMH T K S ICHH 2 ETHZ L 2Bk L TWET,

= Thr) fEIRICR AT HRMERSH DT EHFEHL TWDHDT, LoginModule |22 D=
VRERELET,

vbroker.security.login.realms {23 S L2 EIRIEHROERIIRD L8 TT,
<authentication Mechanism>#<Authentication Target>

ZoRix. B s— FEFHINET,

ey —o v

(B 1%, FBGEC Y —7 v hOBREZ NV EELET, BRET 7 ANV (VT7A4T b
TrakA, FRIZIAASRET 7 A MVICEH I N TV WGEAER L) BRenGaid s —
7/%£ﬁ%%¢ﬁ&hugfﬁo_ﬂ,\T%ﬁm&~€yh1%ﬁofﬁwifo%
AMer—r7 > boERIFRD LB T,

<authentication mechanism>#<mechanism specific target name>

WICHIZ R L E£79,
Realml, Realm3., GSSUP#Realm4., Certificate#ALL

FRGIE A 1 = X-Aj: ?#1)7"(‘&7 /XTA@%$i@:'/T Z/]\F"j@wuu hﬁ%&@L
Fo B 2R E£9, 72& 201E, LoginModule 282D A =X A LiBET 5 5L, B
FR1LoDT e EZADA D= LRAOT o ZAORED A H =L L BETLHHELH
LET, HADAD=AXLDE =7y VAT, A=A LNIOF—7F > N eRTHEE
~LET,

GSSUP A h=XL

VisiSecure 1%, fliH7p 1 —H —4 RNATU—RBIEAF —LDT=OD AT =X L fiE
L FEF, ZDOAB =X AL, GSSUP EMEIIVET, OMG CSIV2 HEHEIL, Z D AH
SALTHEERATEZAEAZEELET, AV=XLXHFHEET LDOTDOD
LoginModule (X Borland IZ L » TEZSNE T, ZHUE, ZOAD=XLDA LT
AL T —3 a3 o ClE, LoginModule 234292 i #t & CSIv2 % i - TR Cliik
TE LR FFEOERX) ICEBRT DZXLERH LD T,

iR X oiZ, =T FAIFE AT =R LI L > THEZR Y 9, GSSUP )‘73 R IBDH—
Ty MK, X =5y NEEE R TR SUFAITT (B ZEREO JAASRET 7 A

)
L7eRo T, == 1 DOEENERINTHET 7 AV H 586 ([ServerRealm] 72
a\:@%ﬁ@&?%?ybwmﬁﬁi&@kkofﬁ

GSSUP#ServerRealm

GSSUP A 77 =X % VisiBroker CHIZEHTE 5D T, HEH E, #—F v M0 b
[GSSUP| #EMETEEd, 727 L. ZHIEGSSUP A =X LI L TCEITTT, %=
U —v 28 [fE L&2MRT2 LT, EFa—hLDJAASHKET M %
fifi o CHENEA ORI RS ET, THITRT 2 &, KICHERA 2 TGSSUP) &L TV
5ELTHWET,
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*E

*E

H—N—=E054T U DFEF

SIRAZE A Hh=X L

FFHEZEA =A%, GEREIC L DN T2 A= LTT, ZOAH=X 1L

1% GSSUP & 35721 | :w*f»—% LNRRAT =R ObVIGERELEMA L. ID I

11oP )%% L7X D EWL Lo CSIv2 Tid7e< SSLfE# L CEH S ET,

FEBAENT, REBHE R 7 A 2 £ 7213 wallet API % fifi » T VisiSecure (BT & £97,

wallet API FHEATA585A1X, vbsec.h 7 7 (/L ® vbsec: :Wal letFactory 7 7 AT
HITD2ERICL > THEREEZHRETILERD Y £9, FEMIZ OV TIE, [VisiSecure for

C++ APIJ @ class vbsec::WalletFactory Z 21 T &0,

REER A EERT A5, RO TY —F Y MNMEBZIEET A2LERH D £

7T

Certificate#<target>
EREZIRE L 22WEE DT 7 40 T ALL T,
ZITHL EAE S AU AT AN L TERTEDLZ—7 Y MZOWTHAL £

o

Target 5713);|

Certificate#CLIENT  —o>7uv2& 27547 ha— L TRl ES, 2—HF —RNZnF—
TyMTRHLTID 2ET2E, 1ESHIZRERFE ID X207 mix
NITAT U TEMET ABRICERShET, ©FY, ZoiEET
SSL Rt AN T DB I D S e ALY,

Certificate#SERVER =0 7ut 2% — \—a— L CHHILET, 2—F—Niox—+Fy
w) ID Mﬁﬁiﬁéa O aw AL SSL Bkt A % 1 ANDBRIZH I

ROT-DIT, VERRSHI-AFAE ID AL ET,

Certificate#ALL o mtz%ﬁ‘&fﬁm—zbf“%%biﬁ‘o ZoID X, ERomF

DOr—/LTEHSIET,

TavAF T TAT N EV—R—=THERRZ D ZFo)., FIXT I TOe— /L THEH
ENAIDEESZ Lz 4, oF VY., Certificate#CLIENT &
Certificate#ALL ¥ —% v MZFIRFIZ ID #HEETDH I LIETE EHA,

THOL AN S B5A1E. wallet D7 v /X7 ¢ L SSLAPI YR —FENTHDOT, 2D
X oI EN D ID IZ Certificate#ALL & L COHFONET,

M—)U ~ DR

JITAT > N EFEITT DS X2 VT4 VT VAT AT — L xEFE L CRREED 72
DG fﬁ?&%ﬂﬂﬁbi@”o ;ﬂ X, JAASIZK > CEREINDT—NA Ny IR T
AL ET, =770, —3— (Visibroker —_— FH13—F 423 2) B2FT
T 5 LT, BEFF =P — LWEET A Z LI EL < ARWh, IR FRETY, it
B & LT, = 3= R A h OEEIFFICT—E 2 & L CEBIS NS, Floid—H
DOHEULENTZAZ U T I EEBISNIEERH D £7°,

B ME, ZOLIBRBRETEX 2V T 4T AT ATEIMERERIET 5 L 0 108
FEhTnET, K=V EEREF 2V T 4T VAT ACEEER S T nZ &

ICHEBELTLEEY, A= ME, BIZa—P—L Ot 273757200y — /L TT,
Oi@ T_‘/l/]\ intoutEéj/fo_uAuu rﬁ%&%ﬁofb\i“@__h ‘E"’?:—)T/qu-‘—txi ﬁ
@Jﬁﬁ“/\“C@u.u SEEFATLETN, a— RNy IR T ERFET Db IR —/L k)

LIEMAZITERD £9, 2—F — L OMFERMLERND T, R—/L hDF—ZBN+51T%
ETHIUT, BEKR (22— =L L RRT—F) PA-TWLZ EBHY ET, L
WoT, ZDOX I RY—N—OFRGEMERT 2R =V 7 7 AL 77 ANVT 7 RFH
Tfotk@gix FEX 2T 4 AN AL ETNTEOMDFEZED FIEC K - THRH#ET 2 08
WY ET,
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R—JL b DIER
A=V R EERT 212, ENENDA L A —LDbinT 4L 7 M UMb
vaultgen =2~ R I AV — 2L £, HEITROLEEBY TT,

vaultgen [<driver-options>] -config <config.jaas-file> -vault <vault-name>
[<options>] <command>

<driver-options> |34 7> 3 T, IROWVTNNTT,

= _J<option>: -Jlavat 7Y a3 U EEEIVMICEL 7,

= _VBJVersion : VBl X—2 g UERAEHAL £9,

= _VBJDebug : VBl T\ vy 7 IFE#REH L £,

= _VBJClasspath : CLASSPATH BRIEZEEDORICEL 7 T ANRREHREL £7°,
= _VBJProp <name=value> : £l fHOT % VM IZFEL £,

= _VBJjavavm : Java VM |2/ XA Z4REL £9,

= -VBJaddJar <jar-file>:VM % F4T79 A1 JAR 7 7 A /L% CLASSPATH (ZiEHN
LET,

-config <config.jaas-file> (%, R—/L D ID NRGFEZE 2T D HHIELBZA - TN D
config.jaas 7 7 A VOEFiER A L ET, -vault <vault-name> |%, £k
NDR— s DONZATY, BEFOR—/V M EHEL TENICID ZBMT 22 L8 TEE
—a_‘o

<options> IZZF DDA T 2 L DBIET, KOWFTNINTT,

= _?, -h, -help, -usage : fEAHEHREHIL £,

= _driverusage : KT A NF 7y avregiefiAEREHE L £3,

= —interactive : XFFHDOT =V EFNL 5,

<command> i%, vaultgen [ZE[FEHEa <2 KT, ROWVWTANERIRTE £,

= login <realm|formatted-target> : {8E SNk E 3Ly —F v b o
DOR—= D ID ZEKL £F, IDIX. VAT AREIO R 7 A LV BECR—/L b 236
END & XD THERE N E T,

® logout <realm|formatted-target>: f5ES izl 7213y —7 > b D=
HOR—L kD ID ZHIBRL £,

" runas <alias> <realm>: f§E SN /-fEICIEEL S N7~ ID Zfi> Trun-as =V 7 &
PRELET,

=" removealias <alias>: R—/L FMOLERESI N/ run-as = U 7 A& HIBRL £9°,
" realms: ZORETHEH T rHEEE —EFRL £,

" mechanisms : ZOHFETHATELHYLY —7 v DD D A D =X L% —FEHER
LET,

" gliases: A—/LVMNIRESNIZT Y 7T 2% —EFKRL £7°,
" jdentities: A— /L MNIHETEINTID 2= —EFRRL T,
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VaultGen D4l
wIZ, VaultGen (2B 2F12 /R L £9, 22 TiL, base E\WH K A A TEMT S
MyVault WO R —V M E2ERL £9, £7. FAASUBRERT L B2V T 47
0”7y ANEREL, config.jaas 7 7 ANV ESRTDMENRDH Y 3, FAA
® orb.properties 7 7 A /ViZH 5 vbroker.security.profile 7 v/ X7 + ®
EEHERL E£7,

#

ﬁ:.—*f—li‘;"f‘za)t:\’—l'h'%

#TIANETAL—Y—F AL DEF21Y T+ EH/WET D

vbroker.security.profile=default
vbroker.security.vault=${properties.file.path}/../security/scu_vault

X2 VT 47w Ty ANO4FNLdefault T, 2FEDH, a7 ALD

config.jaas 7 7 A L ~D/RZFKD LB Y T,
c:/BDP/vatr/security/profiles/default/config.jaas

ZIT, IDEEET DT BT 7 AR E N TV A ERA R TE ET, A AR—

SObinT 4L 7 MVICBEIL, kDX IZrealms 2w NEFEAL £3,

c:¥BDP¥bin> vaultgen -config ../var/security/profiles/default/config.jaas -vault
myVault realms

vaultgen iZL > T, ROFKEFEHATEDZ LN £7°,

The following realms are available:
- UserRealm
- MikeRealm
- BenRealm

wiz, login 22~ K Zffi> T vaultgen #3TL 77,

c:¥BDP¥bin> vaultgen -config ../var/security/profiles/default/config.jaas -vault
myVault login UserRealm

vaultgen iT UserRealm ® 2 —H—4 L XZT —RDANZERTHDOT, ThbHEA
HLET, FNENOFEKICH L T 0o A% IELET, &a2~r K 0FETH
12, vaultgen ZH LW ID TrZ A L, MyRealm IZAEHTARIFLIZZ L &L £

o

Logged into realm BenRealm
Generating Vault to MyVault

A=V FMIa~r RTHETDST 4L 27 b VIERSH, Z0HEEbinT 4L 27 U T
T, BEOR—IV 7 7 A NVORIFITHE L 72850, IROBFTICHDRE AL D

security 7 4L 7 M U T,
<install-dir>/var/domains/<domain-name>/adm/security/
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D247 FDER!

LRV T LT R Y BEEOMERD HEOFERE 7 T AT R T a AREEo
TWARWEELHY 4., ZOHE. 77 AT MEIFT 740 b CHEFAARERER Y X b
P —"—@ IOR [T\ &b, 22— —4 &2 T — R 23 258k 2 IR T 547
varvEka—HP—IiERLET, " — i 0a—HP—L LRV —NEZHEHAL., BE
SNT-EHROBRET 7 ANVEMRL, 7747 MO IMEL-E@REREINT-
LoginModule 7= D7 —4% & L TEAL £9,

el zIiE, WOE D BV —N—lIFRET 7 AL TiE, WESNEREIT2—F—0A
L 7152 IDBCLoginModulle (2l S Ed,
SecureRealm{
com.borland.security.provider.authn.JDBCLoginModule required
DRIVER=""com.borland.datastore.jdbc.DataStoreDriver"
URL="jdbc:borland:dslocal:../userdb.jds"
USERNAMEFIELD="USERNAME"
GROUPNAMEFIELD="GROUPNAME"
GROUPTABLE="UserGroupTable"
5
TREADT T ) EOEEE, T RANT 4 Efo TERTEET,
vbroker.security.
authentication.retryCount % E+T5 2 & T, HFRfTHEERETCEET, T 74
NME3TY, BREDOTZDDEX 2V T 4 aXT 412Gl Xa VT 7T 4 O—
BBIOWAIIZONTIE, 89—V EXa )7 7 X7 ¢ (Java)] & 95 —TD
X2 U7 47 mT 1 (CH) ] 2L TSI,
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G

Hafid, = —ICBWTER L B EE EIT T OHRE 22— —03Ff> T a0 E 90
EWRT AT RATT, FExE, 7 T9AT R X —T T A X Bean XY v R IZ
TIRATHgGE, TV r—ya == 37 74T b a—W—RT 7 v AT 5
RAEFF > TNANE I DEHERTAVENH Y £, AL, it (=—¥—D ID D
#) DBIAThhET,

ABIZa—Y—ID LT 7 A hr— ) Ak (ACL) ([ZHSWTITWET, ACL &
X, BBEOHREILT VB ATELHBROH D 2—F—D IV AN & TY, @, 77%
Aay ha— L A MIIEIN R ) Y —REHTE 5 —HEOn—LEREELFET, F

2. BHENREDO R — I Tma—V—%IEETHI LT, TOR—LDT I/ a%k
FITTED—F—RHEETLZENTEET,

Borland TlZ. Be—ncHsWri=T7 7 Rxary he— U FREFRALET, T a4 A
NFRZ VTR, Ho F—TF A X Bean AV v RITT 7B AT 5720 DKBEE
TWbHr—A0Dl A N 3MEIEILET, Borland Security Service 13, ©—/L 7 —&# ~X—2

(2—/LDB) %#ffi->Cz—¥%—ID % EIB u— L ICBEAT 3, 2—F—iobia Lt
1oDu—ARNHFAENTHEEMTONTNDEE, AV Y R~AT 7R ATEET,

O—)U DB ##F->2770E223Y FO-ILDFEE

2—/VDBIETFAN T 7 ANT, r—/bE, B—LIIEEMTOLNTNET Z7EXID
PEMENTWET, r—LDBOua—LT Lo, Z—ax2 ; UEiERL TWET,

VisiBroker ® 2 —/L DB 7 7 A /WX, EX =2V T 47 v 7 7 AL E & H IR Borland
Deployment Platform @ > 2 b —/LaEIkIZ &V £9,

<install-dir>/var/security/profiles/<profile-name>/

T 74/ s ®ur—/L DB (default.rolemap) XKOEFIZH Y £7°,
<install-dir>/var/security/profiles/default/default.rolemap

VisiBroker D@ —/L~ > 77 7 A L OBFTIE, vbroker.security.domain.
<authorization-domain>.rolemap_path 7o X7 4 ICk > THRESNET,

2—/ DB 77 ANE, TV (T AT NID) OF 7R AMEERHET DO
FEHALET, 2— A DBICEREINAET—IIZIE, 7F3AT M IDREVYTHNE

T, T BAME, HaxDr 7478 ID Tl va—niZESnWCEzonEzd, =

LZzIE, 7Y — 3 M Sales Clerk 2 — /L 274G A 841%. TRTORFBED2—
#— ID % Sales Clerk @ —/LIZEI V) Y4 TE9,

ZD%IZ Sales Clerk = —/LiZ add_purchase_order A Y v K72 & OREOEIEL F4T
DO DOMHER AL £9, 232k v, Sales Clerk @ — U2 BEEAHT & 7= 702 35
48 add_purchase _order ##E{7T& 5 K 512720 £,

(& 43

"
S
foi



O0—J)L DB {27+ RaVbA—ILDEE

O0-—J)UL DB O8iE

27—/ DB 7 7 ANVEAKLRO XS AT, EEoun— = NI ERETLHIENT
xFE9,

role-name {
assertioni [, assertion2, ... |

[assertion-n]

-

role-name2 {
assertion3 [, assertion4, ... ]

[assertion-n]

=

n—/x b U, m—gl, RN () THAEA—ADY X R DR ST
FT, B—ICE, 1OFERITEEDON—NVERETLILERS Y £, K24 —MT 14T
THER SN, WA T 78X IDZRT A~ TRULNTEZ 7H—> 32D AN A-
TWET, 2FV, FA—NMIE L1 2FRITEREO TV —2 a U E2EETHIHNERNH Y F
T

o—yLT U®%\ﬁ7ﬁ>/b~/kfﬁ“ = E 1 DT oL BIEICHEAA T, WET D
V=V WO BD, WET H/—AB7en TSNS ETRBAEM TN ET, Z
U, %w—wﬁORﬁ%¥TE@%ﬂTP6%QEHLi9_Lﬁﬁiﬂét®T¢
7#~y5/01100)ﬁ ZHv, o< () TR TWES, TH—2 g IEND
E«@Kﬁ#ﬂih\»—»ﬁ%%#émm¢&1®7ﬁ~yaVﬁﬁ%#é%%ﬁ%@
¥, ZhiF, =T —L g BN AND B F TR G TWAERE LR X

IR ARIAENDT2DTT,
BNA—NZIE, FBELESV o 70t Fx 2 U T 4 BEHERICHE2 X 2 U T 1 15H

ZTRTEETAVLERLY £, DFE0., 57V 3 7 OUEIN— LB B/ NRD
e, FEERRS TV AT _RTOBMEALETT, RS BIAIRET 25 &, AR

B £,
PH—I3IDOEX
R E T & \ZMER T 7 A D TR MEO T B —fE Il o TL— L%

?Tfﬁ”é N éiéiiﬁjﬂﬁb DET, Fl2, TANRD—F (*) ZFEALEZT Y
TNIAESNI L Te R o TV — L Z ELIZEHAR L DI THHELH Y £5, ZOMWGTOH
LAEWIZHAL £77,
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O0—)L DB #{#27=7 RV bA—/ILDEE

7#—/3/&mﬁﬁﬁ?wﬁwﬁ
JBYEMEOT HRRETHHE. 2 2OmHEEA VPR TE £,

BEF 5484 HoFN

JB i = i equals : ABLZKhEEHITIT. ZoBMEIIELFE CN=Russ
T DHERHYET, Simmons

JEME 1= fE not equal : KBEZ LTI EAIIL, BESIL—1Lo CNI=Rick
HERIRS>TWDLERHYET, Farber

EDX D RILTFABMEICTE LT, TAVRI—R (%) 3Esa2A@mT T,
Z1E. B E DT O GROUP=* |Z4_XT?D GROUP (- —F L £¥, kD w—/|2i%2
0®»*»ﬂ%£ﬁf%ﬂfbi?

manager {
CN=Kitty, GROUP="
GROUP=SalesForce1, CN=*
!

=)L X=X E 2 DD REET T B TWET, 13FDD/L—/L T,
Kitty & WO ARTO 2 —W—%, KBRFICEEIT TV D 7 —T7 2Bk <,
manager & L CARINET, 2%?&‘)0)/1/~/1/Tli 7' )Vv—7 SalesForcel |ZJ§9 %
2—H— I Th ., common-name (CN) (ZERZ < KB ENET,

JAIVKA—FTF7H— 3>

WM o2 VT A BEBIZe B e, TV N ERETAEDIZLOERZ 2O
BT TIEIARL R GAEN"H Y £9, Borland DX 2V T%I‘k“): = S =l S LVAY/D
GROUP, kIZ ORGANIZATION (O) & ORGANIZATIONAL UNIT (OU) 243 L |
%1% COMMON NAME (CN) 2720 £9,

7ol ziE, WREBEO~R—U X IZAY v REF % 5 % % SalesSupervisor &5 % =Y
T4 u —/1/%: #IDL Li‘é”( f5: T sales| 7% ORGANIZATION G, managers] 7%
ORGANIZATIONAL UNIT), Z 9 L7c#fE& 3T 5 12id, RONL—ILZEHL £,

SalesSupervisor {
GROUP=*, O=sales, OU=managers, CN="

TlX. GROUP ®Ofit, COMMON NAME OfEHIEEL TV EHA (RELBbnsie
272 L, FA—icix, TV VoV ORGEEEAEY O AEE T THEET D44
VET, VAN I—F 7V —>a %L T, DRV AR—XTRUFEHREZ R
HTEET,

Kh—F (*) 279 — a3 OEANICEL &, VANV I—RKTH— 3 %{E
5 ENTEET, YAV RI— F%lo@?%—Va/ww TEL LWV T LT,

B2V 7B ENLZITANLGNDLD, 20X T 4 BEITIT1I SO
T = a b WNEEL TCWDLERDH S EEERLTOET, &9 1 O0OFETIE, F
MCHATE I ~KEO DT —2 g ) A DRI, VALK I—FE2BEXET, 2n
. BV 25X a7 4 BHEIENRBZITANLNDEN, BX 2V T 4 BHEIQIE, FEIR
DOHFIZY AN ENET =2 a BT A->TNDH I EERLTHET,

TANRA—=RTH—=varzffldoL, m—VERko L5220 £7,
SalesSupervisor {
*O=sales, *OU=managers
}
EHEV TN a—RICTDHIELTEET,
SalesSupervisor {
*(O=sales, OU=managers)

}
D3OV T a—KiL, $RCECL— L EFomNN) =—2 3 T,

T (\_'%{'\(.
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RER ALY

ZDMOPY—Y3Y

HHE—NZE o T, IZ2»Oe—VOPEEEEHIREZZ T ET, =z b O—HE
L C. role=existing-role-name 79— 3 V& EL T, ZhETOo—/LE2ILE
THZENTEET,

Fm, v /L DBHEXDONDVIZ, ARBAN=AL L LTI <—T 0 [VisiSecure for C++
AP ICE DI AZ La—REHHTLZ L TEET,

BREOO—ILOBFIA
N—n 7 7L AT H— 3 (role=role-name) #fifH4 5L, BfFOR—
NPHL—VEBZRTEET, XX, BV AERERETH~Y—FTT 17
WHEDT N—THE L 22— T Sales Supervisors & L CEBEZITH &L F7,
SalesSupervisor %7V a—RZFHTUL, kO XS ITHLyr—Lx K
VaERT&E £7,
MarketSales {
role=SalesSupervisor
*(OU=marketing)
1
ZAUT, SalesSupervisor &) m—/LIZJBT S5 2EDY Tmarketing] OU DA%~ 7 L [FIfK
{2, MarketSales &\ 9 o — LV ZFIHTEA X 95270 £,

HEREXA Y

*E

ETNTENOE—/V DB 7 7 A X, AE N A1 ATBEM T SR TWET, KRR A A
1T, 2=/ DB BLUOZFORRBHFAZXYB7-DIHHT I T a2 THART
T, EARYX 2T BT NMIBITDEER AL OFMIZOVWTE, 73—V [+
o2 U7 o OME | 2B TLIEEN,

EBIL, S EARAHFA Lo —NE2FH o TWAEEDEXF 2V T 4arTFAMIT 1
A A NTEET,

HAKBRAAL T, TTuA AT A2 ) 72 TEIBICEEMNTHNET,

PR A A 1L VisiBroker ORB (2GR ENTWABIRY . WS HOTHLHHATAZ LN TEF
T, KHAGER ALK LT, ROBMEEZ FITTHMLERDH D F7°,

= ARIETT D

" FIFRNRNT I RAREBRET D
" o—/LDBA(FETH

" DT RAEHRETD
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*E

*E

ABRA Y

FNICIE, ROT T 4 ZRELET, ROT /37  OFFEMICONTIL, 89 X—T D
(X =2UTs7a 7 ¢ (Java) ] FRIEB =0 X2 T 47 a7 ¢ (C++) |
EHRL TLIEEN,

A= VAL Pt H 1]
vbroker.security.authDomains=<domainl> [, 7&ZERN A4 DY AR
<domain2>, <domain3>, ...]

vbroker.security.domain.<domain- <domain-name> 2372WMEEIZT 74V N TR AA
name>.defaultAccessRole=grant|deny VDT IR AL T ENEINEHRELE
7
vbroker.security.domain.<domain- HKFR R AA > domain-name (ZBd# 95— L
name>.rolemap_path=<path> DB 77 A/VD/RATY, ZHIUTFR A THE
ETEET A, Borland TIXT7 /L 324 T
EXBEIDLET,
vbroker.security.domain.<domain- ZDOT T 4% ST run-as 7—/v (<role-
name>.runas.<role-name>=<alias>|use- name>) @ ID Ztyh7v 7 LEY, alias 1L,
caller-identity AR—/L s DA alias #&#LET, O

L7 ViV &% run-as B—/L D7 YL
sV ID ELTEA T 51X, use-caller-
identity #fEHLET,

run-as L'J PR

C++ Tl run-as =V 7 AIFEHTE 8 A,

run-as — U 7 R IIFEAE ID ZiAT 5 XE%EJT? run-as = U 7 AIAR—/L b TERZI N,
VisiBroker ORB NI A a—7" S Ed, 2OV T R L, FFEDO2—YP—%2EL £7, ID
IZ. class vbsec::Context %ﬁﬂﬁ”%ﬁb\ FEFAR—NV N TERTHIEICL T TR
ey B ENEY, R—/b i, run- asi)?xiock()\%h WX T B REREH DR
FEfE®RO Y A R %J\hé J:75>Té°iﬁ‘o REEE WL ID MR TEITT D720 Jﬁﬁﬁb
35’9‘— EH LD N ntunﬁ@f_&)@munﬂzlﬁi& ¢ ‘*ﬂH\i?ﬁi'??H//]\#%E&?%)
LoginModule /Eéh LoginModule |Z & > TRFES 41, run-as = v 7 OFFEE # 1 _xﬂiﬁ‘
5%3—: \—utuuﬁéﬂf\_ ID k bfg&ﬁéﬂij‘

GRER AL T, FAASOu— O T AL LTETTEDLEYICREESNET, B
RPFBESNTe— L TETTEDLLIIIRDE, 2O THFARD ?S S A AT
xﬂ?@”é run-as =Y 7 AEFETAH LI ICROENFET, run-as v 7 & Té:&b:
Ko T2 7T RZHIET D ID BESESIN, 2O ID B3MEHSIET,

run-as ® ID (%, 2—P—£ AT —=RDID 72T, iFAEID ICRETDHZLL T
XFET,

run-as ¥wv o

C++ Cld, run-as v v B> 73T A,

vbroker .security.domain.<domain-name>.runas.<role-name> 7' 1u /X7 ¢ %%
ETHE, =V T AEEEEIC Bean @ run-as B —/LIlw v B 7 TEET, AGRISHT)
LT7§>%%//I\ EIFOHTETIE, a7 HEAY Y ROBBT Va0 A AL T AT

WHREENTWD run-as B —/L%F = v 7 LET, run-as B —/LAFET DA, =
)7’7\75>Z%>E>75 EIOD bR LET, = U 7 ALHFET D86, Bean DMEEOH L 217
HEEIL, FOYTAOID IV EZ ET,

=L, U T AN fﬁ“éhfb\fm‘%é\ (>F Y. run-as 7 —/L4 7 use-caller-
identity [ZFRE SN TWAHELE) 1E, O LITOT Y o7 La MRS ET,

(ERE 47

"
S
foi



CORBA #&:2

CORBA %

CORBA BEETOARIT. BEF TV =/ FDIEER—NVIZHLID L, FOF TV
M7 7B ATEERA, 727 FOT 78RR —F, REA TV =27 FDERA
FCHEIR—EZTNFT =7 N THEFH (POA) O, R#ENERY) O —THRESHL T
3, T/ BARY U —Z@EATE5D1L, POA L~ULIZEIT T,

CORBAA 7V =7 b OAREFET L, v— N~y T bEATEET, R,
J2EE m—/L & ZDff4A& Yt CORBA BREE T TE £,

CORBA ZAT7Y 1D FDEGRDHE

FT V7 MIERERET DI, ROFIEEZFATLET,

1 ServerQopPolicy Z1Emi+ %,

2 ServerQopConfig 47 Y =7 | %Z{#f - T ServerQopPolicy Z##{bL £,
3 RD L DI AccessPolicyManager f v 4 —7 = — A& FEL £9°,

Java interface AccessPolicyManager {
public java.lang.String domain();
public com.borland.security.csiv2.0bjectAccessPolicy getAccessPolicy(
org.omg.PortableServer.Servant servant, byte[] object_id byte [] adapter_id);

C++ class AccessPolicyManager {
public:

virtual char* domain() =0;

ObjectAccessPolicy_ptr getAccessPolicy(PortableServer_ServantBase* _servant,

const ::PortableServer::Objectld& id,

const::CORBA::OctetSequence& _adapter_id) =0;

}
DA E—T =A%, domain() AV Y RDPOLEBR AL ZIRL, ZOKBERN AA
V&S T ServerQopConfig 47 ¥ =/ DT VA=V ¥ EFREL £9, KR
R A A2, #Egn— -~y I O T DR AL A EBEL £7,
ROEIZTBNRT 4 ZREL T, =~y TOLFT EARTEZRETE £,
vbroker.security.domain.<authorization-domain-name>.<rolemap-path>

Z Z T, <authorization-domain-name> NEH T %57, <rolemap-path> |3z —
N~ T T 7 ANEEAEL LA S AIZ L £9, getAccessPolicy() 2V v i,
PN NDAVRABUA ATV 27 MID, BEOTHF T ZID #ZITHY
ObjectAccessPolicy {1V X —T7 =2—ADA LTIV A T—varwziRLET,

1 WHEOO—LE, FTV2T N AV v RADT 7 & ATSHER run-as 0 —/L & i$
ObjectAccessPolicy > % —7 =—A%FE L £¥, Borland DA > 7V AL T—
v a VT, J2EE @ run-as #—/L & CORBA @ run-as 2= —/L & ORIZEWTIH Y 4
Al ObjectAccessPolicy /% —7 = — A%, RO LY TT,

Java interface ObjectAccessPolicy {
public java.lang.String[] getRequiredRoles(java.lang.String method);
public java.lang,String getRunAsRole(java.lang.String method);

C++ class ObjectAccessPolicy {
public:
getRequiredRoles (const char* _method) =0;
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getRequiredRoles() AV v FiF5I#E L TAY v RAEZITIRD, a—1LDY—4F

A% L £T, getRunAsRole() AV v R, AY vy RDOT 7 & AIZHER run-as = —
ABHDIGEEITZOn—LEIKL £7,

IDiX, T—A RNy IR TaflioTIREL £9, FHMICOVWTIE, 25— D [FEGE]
ZZILTLLIZE N,

EA4E: KB 49
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FXL>VOEFaUT 1
7027 71 JLDERE

Borland VisiBroker 73 > A b — /L ENTWBEE, VAT LDER A A kL CREES
L0 X 2V T 4 RTA—BEERTEET, 07 7 ANEANIT DL, %Y
THERAAL T ORT 4 BZRETIHENHY T, K707 7 AL, @YX
TaTanNT 4, m—vwy T BIXUOREZ 7 A NVICL > THELET, 22Tk &
X2 T 4707 7 ANEREL., VisiSecure N7 7V r—arobvxa ) T HRiE
T DD T — X BT 2 FIEIZ O T L £7,

L2« 7O 7PT1I

VisiSecure Tl, 27 742405 EXa U T A IFHROV RS N ERETCXFET, 7
077 A, BREAO 25 =T 0 [F85E) 2 E#£KT H7-H0 config.jaas 7 7 (/L
BIO#EGEr— L~y F43 =D K BDA>TWET, a7 7 A ica—HF—
T—HERX—ABLOARIT VTR T 7 ANVBAS>TWDILEELH D £,

T 7 ANEA A =IO security T4 L7 Y OROBFTICTERSNET,
<install_dir>/var/security/profiles/<profile_name>

K77 7 ANMIAE—BOLARIEITHZ LA TExET, <profile_name>7 (L 7 b
VIZiE, 2 &b RDT 7 A NVBRETT,

= config.jaas : LoginModule % 3 % JAAS FRIERET 7 A /L,
= <role_db>_rolemap : 7GR 7T — X N A>T\ % RoleDB 7 7 A /L,

" security.properties : VisiSecure —t AOEEEZ E#ET DX 2V T 4 7
TADOFRDOYKR N,

TaZyAME, BFHar Y =L EFo TRARBLIORETH b TEET, BHar
V= NEFoTEX 2T 47 v 7 7 A NERRTDHIZIE, WOTFMEIZLIZBAWET,

[Hubs] & =—7T [Management Hubs] /— R ZJRBIL £,

2 [Agents] /—FZEBL £7,

38 ¥Xa VT 4RI s ANERFTONAA L O—T = FEEIRL F7,
4 Hrx0ex2VT 47077 ANETRLET,

—y
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X aF4FOITFAIL

K51 £XayTF4707714/LDER

§i Borland Management Console - ¥6.0

Console

Miew  Wizards Tools Help

I (=S

FiflfR/SOANLBCEY B

g

Hubs

i

Installations

cA

YisiBroker

= EB IManagement Hubs
= + optihpvtez00
2] f_—,‘% Agents
= # optihpvtezoo

=@ defaul
=3 disabl

=D petstore

= f;g Configurations
03@ corbaSample
o2(2) jzeesample
B «8() My_Petstore

Partitions

= Q Security Profiles

= managemenk

=3 zs|_snabled

(%) Infrastructure

= (=) P1-optibpet
EEI Deployed Mo
£l Hosted Mod| |
o3 Connect
{# &) Ex® Conl
EI(®) 10atash
B (v) Lifecycle
@ Marning 4

[¥]

default

Security Properties
Security is Enabled

Secure Sockets Layer s Disabled

: [ ﬁ Properkies

1 management hub accepted your credentials.

ladmin [42424 [ %A Borland
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tXxaF4FTOI7AIL

RASZ2Eda )T 4 CRET DT, A2EFa VT 47 07 7 AV 2BEMNT D0

ERHVET, BX 2V T 4707 7 ANEFEDNIT DL, IROFIRIZL T80 FET,

1 [Hubs] ©=—7T, WETI7e 7 7 A VIZBEIL £7,

2 FudrANEEZY L, arTHR AR A= 2—)5 [Configure] Z3EIRL £,
[Edit Default Properties] % A 7 1 7 INRRINET,

B 5.2
fi Edit default Properties
General |
=2 default

[Edit Default Properties] #4704

Basic Security Settings
[¥] Security Enabled
[] Secure Socksts Enabled

Lag Level 4 - \Warning

[nuthentication. i ] [nuthorization... ]

oei]|

Cancel ]

3 [Security Enabled] F= v /ARy 7 A% F = 7 LET,

4 [OK] #27 Vv L¥ET,

ES5E: RA(DEXAYTATATF7AILD

D]

axX ;e

53
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SSL HBEMIE

SSL #fE T 2121, EX =2V T 4787 7 A/ TSSLBENNCTHLERHY 9, 7
a7 7 ANDSSL ZHDCTHIIZIE, ROTFNEIZL AN ET,

1 [Hubs] ©=—7T, WETI7e 7 7 A VIZBEIL £7,

2 gy ANEEI) v L, 2 TF AN A= a—05 [Configure] Z3#EIRL £,
[Edit Default Properties] % A 7 1 7 INRRINET,

53 JA774I)LD SSL ODFEHE

fi Edit default Properties x|

General |

=0 default

Biasic Security Settings
[¥] Security Enabled

[~] Secure Sockets Enabled

Log Leve

[Authentication. i ] [Authorization. o0 ]

[ oK ] [ Cancel ]

3 [Secure Sockets Enabled] F=v 7Ry 7 2% F =v 7 L F7,
4 [OK] #7 Vv L%ET,
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tXxaF4FTOI7AIL

Q AN~
O UANILDEETE
X2V T 4T e T A0l L oYL ERET DI, IROTFNEICL AN ET,

1 [Hubs] £ =—T, WETLIV 7 7 A /WIBEIL $7,

2 TudyANELEIY 7L, aTHFANA=a2—)5 [Configure] ZiERL £9°,
[Edit Default Properties] % 1 7 a7 NFRINET,

B54 £%a)TF«707740005LRILDEE

[i Edit default Properties x|

General |

=2 default

[ Basic Security Settings
| [¥] Security Enabled
[] secure Sockets Enabled

| Log Lewvel 4 - Warring -

[Authentication. i ] [Authorization. o0 ]

[ OK ] [ Cancel ]

3 [Loglevel]l w74 oo U X kb BEID RS L~V 48R L £
4 [OK] %20 v 7L %7,

=R)= =]

Susl D52 E

TuT 7 ANDORFAERET HI2IE, config.jaas 7 7 ANV EFEETHERT L. £
7-i% Borland &l v Y — V&AL £,

config.jaas 7 7 1 LDERL

config.jaas 7 7 A /ViZid, 2—%—% 1 DL EOFEWICEIEL 720 . FBREA =
ALEEFRLTZY, FFEOREHEORIEA T =R L EMHFETH b0 a— R 2#4t9 %
DR T — P A>TWET, =& 2L, config.jaas 7 7 A /VTIRD K 5
12720 £9,

UserRealm {
com.borland.security.provider.authn.BasicLoginModule required
DRIVER=com.borland.datastore.jdbc.DataStoreDriver
URL="jdbc:borland:dslocal:${config.jaas.path}/userdb.jds"
TYPE=BASIC
LOGINUSERID=admin

LOGINPASSWORD=admin;

Iy

iUz kv, BasicLoginModule %19 %5 223 & %5 UserRealm &\ 5 FHIR S E R
ENFET, HHTLITF—F_R—2BLUR S A OFECET A HRG ML F,
LoginModule 5 X QMDA 7> ay ZO LD REKT b U OBILOFERIZ OV TIE,
25— [GREE] ZZML TN,

sk L7= config.jaas 7 7 A /WL, 707 7 ANLDT7 3 VFIREFESNET,
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EEOVY—IIZLBRRIEDETE
BH oV Y — NV EFS CRAEERET DI, RO FIEIZL 72BA N ET,
1 [Hubs] £ 2—T, WETIF 07 7 A MBEHL 7,

2 vy ANERIY L, arTR AN A== [Configure] ZIEIRL £,
[Edit Default Properties] % 1 7 0 7/ INF RSN ET,

55 FREDRE
ﬁ: Edit default Properties x|

General |

=0 default

Basic Security Settings
[v] Security Enabled
[] Secure Sackets Enabled

Log Lewvel

[Authentication. o ] [Authorization. i ]

[ [o] 4 ][ Cancel ]
3 [Authentication] %2 V v 27 L £9, [Authentication Settings] % 17 1/ BNERINF
jﬂo
5.6 [Authentication Settings] #4704
fi Authentication Settings x|
SRR RS E
t.lserRealm {

com.borland. security.provider. authn.BasicloginModule required
DRIVER=con.borland, datastore. jdbe.Data%torebriver
TRL="jdbc:borland: dslocal: ${jaas.config.path} fuserdb.jds"
TYPE=EASIC
LOGINUSERID=adnin
LOGINPASSORD =adnin;

|${pr0ﬂIe.path}rconﬂg.jaas i 1:1

o ]

Cancel ]

4 [Authentication Settings] % 1 7 = 7 OftE Y 4 > K vIZ, v 7 7 AL ® config. jaas
77 ANVONERFEREINET, BEIRT ) ERESIEBMNL £3, FECon
TIE, 25 =Y 3R 2B TEE0,

5 #&#TL6, [OK] 227Uy 7L %7,
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EGRDEHIE

ABERET DT, MADEKR e —~y T2 FEETIERT 50, E3EHR=a
Y=L ET,

A—LIyTIT7ALILIZDNT
A —L <y 7L, crolemap 7 7 A VX ¥ IS F v ERET, —KRIC, 2077
ANVTHGER A A NZESWTHFTZAHT £, MEAFHETIES D FEAL (2 x
1%, "default" & vo e Ty A rDv—L~y 7T default.rolemap (272 V) &
T)o B—~ v T T 7 AL RoleDB &b TN, B Da—Y—Dv v T F
Il 7rzt Xz fr— Y X AT, W, T 7R3 b r— Y A MR
BRY Y =AM TEL —#HOr—VEEELEYS, n—wy 7L BUESRED
n— VIl olea——%IBETHI LT, 2O — LV ERETTE L2V —%HE
THIENTEET,
VisiSecure (X, m— 4, BLOr—LZERT L2 —HORHELZIEET 272D D AT =X
LxteftL 9, =& 21X, RoleDB O 7Y 3kd LB TT,
ServerAdministrator {
CN=*, OU=Security, O=Borland, L=San Mateo, S=California, C=US
*(CN=admin)
*(GROUP=administrators)
}

Customer {
role=ServerAdministrator
*(CN=borland)
*(CN=pclare)

*(CN=jeeves)

*(GROUP=RegularUsers)

}

iz kv, ServerAdministrator & Customer @ 2 SO —/LRNERIIL., TID
EHETHEOL— L EREELERINET, =L EERL, HEOE—L~y &
T B HFIEICHONTIR, 483 3—2 D KGR #RL TLIEEn,

SEL7zr—~y 777 AF, config.jJaas 7 7 AL &L bil7a 7 vy A NLDT
N IRIF SN ET,

ESE FAMDEF2AVTATAIT7AILDERE 57
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EEOVY—IICLBERBDHE

[Authorization Settings] 4 A7 v 7 Z AT X, EX =2V 7 14717 7 AL O
ERETEET, ZHICED, KOZENTEET,

KRR — vy T e L DERIR,

" K AASUOEER—L~y 70BN, fwWE, FLOHIBR,

" KRBu— b~y TRNOBr—LOBEN, WE. B LW

" o LNOL— L OB, fRE. 3B K OWIER,

[Authorization Settings] &% A 7 27127 7 AT 5I12iE, IROFIRIZL 2B WET,

1 [Hubs] £ =—7T, METL7a7 7 ANMICBEIL £,

2 TudrANEEIY) L, 2TF AN A= a—05 [Configure] Z3#EIRL £,
[Edit Default Properties] % 1 7 0 7/ NFRINET,

K57 EBRELXA7QTADT7HER

fi Edit default Properties x|

General |

=0 default

Biasic Security Settings

[¥] Security Enabled
[~] Secure Sockets Enabled

Log Leve

[Authentication. i ] [Authorization. o0 ]

[ oK ] [ Cancel ]

3 [Authorization] %27 U v 7 L £9, [Authorization Settings] # 4 7 v/ RNERINE
7T
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X 5.8 EBERTE

ﬁ Authorization Settings ll

E_ default

Domain: default »

[¥] Grant access by default

[#] Make this as the default domain

[ Clone. .. ][ Add... ][ Remove. .. ]

= 5 default.rolemap D o B ) 2
= @ Custorner |‘%Ek M%ﬂ|©
o *Ch=borland |0 |4 =
e FCN=jeaves

# Map user identities to a role.
o *CN=pclare :|# The first (longer) form is used
o *GROUP=Regulal: |4 to map an ¥.509 Certificate DN to the customer
# ROLE =Serverfdi® | ¢ The second form is used to map the username/pass
#
5

= .‘Servirndminist.rator identity to the role.
o *Chi=admin erverhdministrator {|

# —adminid
o» “GROUP=admiris: | py_s gu-gecurity, O=Borlend, Le$an Mateo, $=Cali
o CH=", Oli=Secun © *CH=adunin

*EROUP=aduinistrators

D [ 5 Rolemap Domain

[ Ok ] [ Cancel ]

[Authorization Settings] % A 7 12 7 QDA NZ1E, BRL AR RN A4 Or—/L
BLOENICE#EMT O TWDI L=V DY Y =t a—RNERINET, YI—D/)—FK
EBRRT 2L, /—RICHTLERPFREINET, /—RIL32DL_A0R3H Y 7,

B RAAY IO =R LRI, EKBER AL IR T e — L~y 7 7 A )LD
LHINETRENET, F/—Kigdu—1TY, 2O/ —KRZ2BRRTIHE, n—~vy
T 7 ANVEERNFIRENET,

B59 FASL>/—F
= Edefault.rolemap | 4 3 %I@

= @ Customer
o *CN=horland
e FCN=jeaves
o *CNh=pclare

TR

#
# Map user identities to a role.
:|# The first (longer) form is used
ov *GROUP=Regulal: |# to map an X.509 Certificate DN to the customer r
#
#
5

JROLEf_SEVVEVAd : The second form iz used to map the username/pasay
= @ Serveradministratar identity to the role.

e
o= *CN=admin erveridministrator {

# —adminid :
o» "GROUP=admiris: | py_s gu-gecurity, 0=Borlend, Le$an Mateo, $=Cali
e CH=*, Ol=Secu *CH=adunin

*EROUP=aduinistrators

l

gL D —RiE, RAACOEBEODe—LEZERELET, 0O —RNE2RIRT 5
L. ve—DBoOo— Lz U RERINET, +/—FiIL—1TT,
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E5.10 A—IL/—F

= @ Custarner
o *CN=horland
e FCN=jeaves
o *CNh=pclare
o *GROUP=Requlal :
J ROLE = Serveradr :

= @ Serveradministratar
o~ *CN=admin

J—)v . ZDJ—FKIE,

=] default.rolemap | & &

|88 S % | =

o *GROUP=adminis :
e CH=*, Ol=Secu

Customer |

*CH=borland
*CH=pclare
*CH="eeves
*GROUP=Feqularlsers

ROLE = Serverddministrator

Bo—nLoT7T s 2L—LVEELET,

-
—

LHe, T srr—Lzr DL —Lxr U RFRENET,
511 L—JL/—F

= 5 default. rolemap
= @ Custorner
o *CN=horland

e FCN=jeaves
o *CNh=pclare

= @ Serveradministratar
o *CN=admin

CH[ @ %[

D J— K EFERT

o *GROUP=Requlal:
J ROLE = Serveradn :

o *GROUP=adminis :
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EAEO—LIvTERF ALV DER

AR u— L~y T EHFEET DX, WOTFINRIZL 72BNV ET,

1 [Authorization Settings] % A7 a7/ Zl X £,

2 EROSRAL TR ALY ) —RERIRLET, AGBn—N~v 77 7 AABRERENE

o

38 WEVALYRUTTZ 7 ANVEREL ET,

4 Tz, [OK] 2270y 7L FET,

FLWEAR e —/L~y T ZBINT 21203, ROFIEICL B WVET,

1 [Authorization Settings] # 4 7 v 7 %[l & £9,

[Add] RZ> %27V v 27 LET, [AddDomain] ¥ A7 a2 Ry 7 ARFRENET,
L —nL<y7RETHIHLNVR AL DL4ARTEAL £T,

FH L —~ > 7% [Authorization Settings] % A 7 e 7\ FrSnEd, V4 Ky
OEMCHBIR Ry T Xy U RN EERATL, Zhorn—n~y IV EZ S
ZENTEET,

5 MHEISU T, m——L&2BEnL £9,

6 TL~EL, [OK] #27 Y7 LET,

MFEOr— L=y 7O u—r BT 21213, ROFIRIZL 720 ET,

1 [Authorization Settings] # 4 7 a7 [ % £7,

[Clone] #7VU v 7 L %7, [CloneDomain] # A7 B/ Ry 7 ARERENET,
ru—r L LUTHER SO R — A~y TR T 2L WK AL DA4HTZ AL £7,

FHLvve—b~< w72 [Authorization Settings] # 4 7 e 7 IZERENET, VA Ry
DEFIZHLNny TFHE T X NEERTUL, EZror—L~y A2 R 5
ZEMNTEET,

VETRU T, B— L e — a2 BMEITREL £,

#wrLks, [OK] 22V vy 7L ET,

KB AL exOr =L~y T ZART 51203, ROFIEIZL 280V ET,
[Authorization Settings] % 4 7 127 #B % 7,
UAYRUDERIZHLIRr Yy TE TRy I ANHHEIBRT DR AL EBRIRL 77,
[Remove] KX %27V w7 LET, RALUDHEIBRENET,

#wrLks, [OK] 22V vy 7L ET,

S~ wo PN

B w N

5
6

—_

S WP
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BErOO—ILORE
BEFOAR a— /L O/ — L ERET B2, WOFIRIZL 7N NET,

1 [Authorization Settings] % 47 a7/ Zl X £,

2 ERORATA— ) =R &2 @R £7, WESA NIV —AERBRERINET,
3 [Edit] "&%> %27V v 27 L%F, [EditRuleinRole] ¥ A7 urRFrEnNET,
E5.12 20 O—ILO&ESE

fi Edit Rule in Role |

= Rule

CIEEY RSN

*CH=borland

|ROIe: Customer i 1:1

[Z] Match all conditions belav exactly and nothing else

Attribute Cond Yalue

[en [ |= = [porang

[<< Fewer Conditions] |More Conditions == |

[ Ok ][ Cancel ][ Preview ]

4 TRINLRy 7 ATREME, KA. BIUOLV— L OEEZREL £

5 JL— L& Z2BINd 58541%. [More Conditions] Z 27 U~ 7 L ¥4, FHLVVTHRE
REINET,

K 5.13 [A—IDIL—IEE] FA4705Ry IR

fi Edit Rule in Role |

= Rule

CIEEY RSN

*CH=borland

|ROIe: Customer i 1:1

[Z] Match all conditions belav exactly and nothing else

Attribute Cond Yalue
[en [ |= = [porang |
[en | {1= = [microson |

[<< Fewer Conditions] [More Conditions >>]

[ Ok ][ Cancel ][ Preview ]

6 MEISUT, B, HETS BLIOEZEBML £3, &EORME2HIRT 5513,
[Fewer Conditions] R"¥ > %27V v 7L %7,

7T V=TSV R T 7 A & 53546 1%. [Match all conditions below exactly
and nothingelse] F¥=v 7Ry 7 2%F v 7 LET,

8 MWELI-N—NEFRRT DL, [preview] 27V v 7L E9,
9 KTLESL, [OK] 227V vy 7 L%,
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O—JLDEMNE &K UHEIER
FlLne—za—/~<y FIZBMT2I1ZiE, WOTFNEIZL 7280 ET,

1
2

3
4

[Authorization Settings] % 4 7 12 #B % 7,

O—LVEBMNTIR AL ) —FRELHIZ )y 7 LET, IUTFAN A==
[New Role] ##IRL 4, [NewRole] A7 a /Ry 7 ANFRENET,

LV —LIERBR A A NT—BEOL4RIZT T, [OK] 227V v 7 L%ET,

L — RN —ra X FREINET, KT LG, [OK] 22V v 7
L%,

0—b~y T LEEFEO e — L EZEHIBRT 521X, ROFIAIZL 7220830 F7,

1
2

[Authorization Settings] % 4 7 a7 % & £7°,

Hifgg s —NV /) —R&ahE7 YUy 27 LET, 2> TF AR A==2—/5 [Delete Role]
BN £,

n—L<y 77 ANNEu—LRHRENET, KTLEL, [OK] 227Uy 7 L%
D

L—ILDEINE & THIRR
=N r—xy b VGBI 51, ROFIEIC L 2nvET,

1
2

[Authorization Settings] % 4 7 a7 B & £9°,

N—NEBMT 20—V /) —REHE7 Vv 7 LET, A THFANA=a—05 [New
Rule] Z#RL £4, [NewRuleinRole] # A4 7 uZ RFErENET,

B 5.14 JL—ILOiRE

fi Edit Rule in Role |

= Rule

B & B |6 G |

*CH=borland

|ROIe: Customer i 1:1

[Z] Match all conditions belav exactly and nothing else

Attribute Cond Yalue
CH = v | |horland

More Conditions >>

[ Ok ][ Cancel ][ Preview ]

3 FREINDIRy 7 ATREME, FHHET, BIOW—1LOEEZREL 7,
4 JL— LIS A BN B340, [More Conditions] 227 U > 7 L E4, HLWTHFE

IRENET,

ESE FAMDEFAVTATAIT7AILDERE 63



B 5.15 JL—ILADEEDIEMN

7
8
9

fi Edit Rule in Role |

= Rule

B & B |6 G |

*CH=borland

|ROIe: Customer i 1:1

[Z] Match all conditions belav exactly and nothing else

Attribute Cond Yalue
[en [ |= = [porang |
[en | {1= = [microson |

[<< Fewer Conditions] [More Conditions >>]

[ Ok ][ Cancel ][ Preview ]

VBN U T, EE, A, BIOMEZBML £, &EOLLZ2HIBRT 2561,
[Fewer Conditions] "¥ > %27V v 7L %7,

= AZFEDW TR T 7 B A& AT 286 1%, [Match all conditions below exactly
and nothingelse] F=v 7Ry 7 2%F v 7 LET,

MEL TV — &R T H121%, [preview] 227 U v 7 L ET,
#TL7ze, [OK]l 227V vy 7 LET, HLWA—ARY ) —ICRRINET,
MTLED, [OK] 227Uy 7LET,

o — LB L— L EHIRT A2, IROFIEIZL =B8N ET,

1
2
3

4

[Authorization Settings] % 14 7 a2 % & £7,
HIBR 20 —NE2H 7Y v 7 L ET,

AT H AN A=a—5 [Delete Rule] ZERL £9, —n3Y U —D05HIERS U
F9,

MTLRED, [OK] 227Uy 7L ET,

VisiSecure 70/ V57 1 DIEE

K707 7 AT, VisiSecure DEIEE B A X~ A X T B0
security.properties 7 7 A /LB A-> TWET, KIZ, AR T 05 17 7 AL
OFlZRL 7,

HT I TCLI—F—F AL DEF2 T+ EENLET D
vbroker.security.disable=false

# ORB DEBRIREI 7 ANERSA VT D
vbroker.security.login=false
vbroker.security.authentication.config=${profile.path}/config.jaas

#IRESNF-RBR ALV ICRAWEMNTS
vbroker.security.authDomains=default
vbroker.security.authDomains.default=default

#O—LIVTI7ANICEVNAY Y FOBRDOMESE (grant F=(& deny)
vbroker.security.domain.default.defaultAccessRule=grant
vbroker.security.domain.default.rolemap_path=%${profile.path}/
default.rolemap
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7’7"9’7~°/a ViZldava, C++, FRIFZFOMEEZHEAL TWBEAERH Y, ThEND

W&k TRR LT aRT ¢ \ZRR L EEOE LR ﬁ*ﬁéb%ﬁ%@i% D77 A
/I/LEQZE“T%ZD@‘/\“T@TD/\T{&L/DL\T&;t BR=UD (X T T a7 4
(C++)] &89 —2D X2 UTF 7 uT 1 (Java)] #BRBL TLEEV,

TRTCOT /T 4 BRET S L, security.properties 7 7 A AR T 07 7 A )LD
TANE RS NET,

JO2J7AILE R XA Y DORSE T

?#:)747D774Wi TRRT A EBETHI LT, VAT LADSESERF A

WIZBEMIT D Z ENTEET, Ta T s ZRET H &, VisiSecure 13 Z DX E%E
ffofﬁeﬁ@ﬁﬁahfb‘é?%:)747m774’/v75:§fmb RALLDEXF 2T 4 %
1%:.%Liﬂ“ /XTAOD%I\ A A%, orb.properties 7 7 AV EHEAHT H T
WET, ZORET 7 AT, ROGFTIZH Y £7,

<install-dir>/var/domains/<domain name>/adm/properties/orb.properties
TuT 7y ANVBIREOREEZ N A A AZBEHEA T 212
1 R AA2®orb.properties 7 v A V& X ET,

2 RENBEZRN AL NEHT 27 07 7 A VO4TT4% vbroker .security.profile
FaNT LIZEREL T, RICHIERL 97,

vbroker.security.profile=default

ZHT, VisiSecure [ZZ DR A A NZK L TeX 2 U T 1 #BEEZETTH8IC, fEESNn
TeXa 7477 7 AVOREESHRL 97,

FXA VICxT BR—)U ~DEA

A=V bhEHSTURATAID Z#RGETHHEIE. F— VR EFHTELLIICR AL
WZBEEAH T E9, FUTiE, R AL D orb. properties 7 7 A /L0

vbroker security.vault 7 a7 4 ZFELET, ZOTBNT (IZK AL
A= b OGFEREL £9, RIZHZRLET,

vbroker.security.vault=c:/BDP/var/domains/base/adm/security/MyVault

orb.properties T 7 ANTTIZBEL TWBIENrDOT a7 4 bR —L bk ERETT,

THUCE, EX 2 VT s TIRESNTWD Y A S —FR—F, ALy ROEHRRERH Y F
T, —fRIC, BEOT TV r—va r TETEL T u T s ANTF I OT a T 720
ZEMLET, ENLSOT BT 1%, BEURT e AEHDO ORB v T 7 7 A4
NaEffio THREL £7,
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F 21T« TIRESNITEHD
ERX (Java)

Z Z TlX. VisiSecure i~ Clava 7 7 U r—> a U HOYX 2 U 7 THR#EI N8t
EAERT B HIEIZOWCEBI L 97, JSSE (Java Secure Sockets Extension) [ZB5 L CfijH
WAL T, 77U =2 ar0eXa T R#ICET 23R FIEIC W TH
AL £,

JAAS & JSSE

VisiSecure Tlx, REE 7V 7r—3a v CTOIAT v b EY—"— L OMAERIFEIT) 1=
®IZ. JAAS (Java Authentication and Authorization Service) ZfEH L £3., JAAS |3, ==—
P—ZREHE L HEROE D Y TIEAT A7 —L U — 7 8L L X —T = — AL £
9, Borland VisiBroker Server i%, JSSE (Java Secure Socket Extension) 7% fi#i- C SSL % ¥
R TH-DDA D= LEERMEL F9,

JAAS 23V —bE ZDOIMIMH T 2 FREIC W T, FBEEICRE T2 25 X—T 0 [FREE &
HBLTZEN,

JAAS DEXRHE

VisiBroker ORB (%, {27 v k=)L & L T IIOP (Internet Inter-ORB Protocol) #{# L =
4, JSSE (Java Secure Sockets Extension) 1%, ¥ = U F ¢ CIR#EESNIZ A Z—% v I
B AN L ET, ZAESSL E TLS e hadlava A F U A F—3 9T,
F— R DI SACERE, F— =L 74TV MR, BLIOA Y B—V0BEMERH Y
F3, ¥/, ISSEldJava 7TV — g CRBICEBEFEE TE 5 HAREZDLRE| 2 R
7L ET,

JSSEIZ API 7213 TR <, APIL DA T AT — g bt L ThvES, A7 U A
FT—a It YTV RNITA RTARMYR—V ¥, F—~F—T ¥, SSLContexts,
Iy 777 )7L =AU =7 BLOABF—FEHEAPI BH D £9°,

JSSEL. SSLA VTV AT =2 a b D—HTHILEEDNV Ry = A7 AH=A L&Y
AR—=FLTWET, ZOSSLA T Y AT — 3 ilid, b AAf—FhOoRrT v >o—
var, VI3AT U= R=FEE, = —Dky v a VEHE B IUVRSA Data
Security, Inc. D7 A &> Aa—KR3&H Y 9, ISSE I% Java KeyStores % AFHIE: & fb % —
DYRT RV ELUTERL £9, KeyStores DFEHIIZ-DUTIE, Sun Microsystems ¢ JDK K
Fa AU MEZHL TLLEEW, ISSE 7 u T 4 ZHAL T, [FETE % KeyStore & 1D
KeyStore Zf5ET& £,

FBOEE: tXal) T TRESKIEROMAER (Java) 67



TH ) TATRESNIFAT UMY —N—DHRE

TFa )T 1 TRESNCD AP FEY—/N\—DERE

*E
R

H—/\—

Wi, BX 20T 4 CIRESNTZ I TAT 2 bRV — R —% RS 5 - LB R E
’C IIAT Y b EP—R_R—TIHFEL TWDHEHDTT, CORBA 2—H—DF 1 37 1%,
BREZ7 7 ANVEBL REIND Y 7 A NVICTXTRESNET, 7747 FEP—
/\~O){%ﬂ%:&7‘/b%{lﬂ%IJ MHALET, FEF =2 a U RA U THHO ) —REH7 0 v
2 L C [Edit Properties] %&iR$ 25 &, X CTDOF w37 1 % VisiBroker HHl= 2 —/L

THRETEET,
INHOPFNEF, Java & C++ TS U r—2a U TIEFEALERLTY,

RoleDB. LoginModule BE2E DT _RTCOEF 2 U T 4 ERIT, BB Y — L 0i%4d
L270RT 4 X T CTRECEET,

ATFwvT7 1 D DIERE

IDIE, 22— —%, NRAT—F | BLOFEKD 3 2DIFEREMAGDOE DD, 725
EAFATAHZ L TEET, ZHHITIAAS Y 2 — /L ETZIT APl 2> TINEL F
7,

22— = RAT =R EGHT D77 AT b TlE, —"—OM@EKICEL T/ 747
VBB TE ONEIITEOHIRNH Y £, IDEBREL ST IA4T > M,
P R—R PR —F L TV AHEIBICE T 25 LUVMEREFF > T A5E60 . KxficEo 7z
AFEHRBZ2WEELHV FT, Fi2, 79 AT MIV— =2 N CHRIEENDHD T,

HEELTLIEEN,

=P ENRNRAT =R L) ID ZEHL TV — =045, HilIFE M5 T
WA, BRIFTe— LV TCETENET,

FEFAE ID &, KeyStore 2K STV B DH, APl 2 L THRES NIk » T, HiIR
NhHLGELH ET,

Z 9 L7=HIFRIZERE L T, Borland VisiBroker Server Tix, r—_"—F 72137747 b~
D ID DIFRIERT 2RO LS ET NV EYFR—F L TWET,

= BEEIOMICKTL T, JAAS BY o — L EFEHA LIz —V—4 /2T — R O
= APl ZfE L fe—H—4 /2T — N OFEGE

" ST BT AL T KeyStore & L 72 FE EAN— 2O

= APl %z L T KeyStore z i /] L 7 FIEH N — 2 OFEFE

= APl ZflH U 72 RER AN — 2 OFEE

= KeyStore # i L 7= pkesl2 ~<X— A DFEGE

= APl Z{# ] L 7= pkesl2 ~<— 2 DFRF

BEEID4EEIZx L T, JAAS EV a—J)LEFERAL-1—

HY—£& INAT—F ORET

AT MDEGEL X9 & A E B D% 7T AT MO JAAS R ETL
KDL 72BN AEFEAHL £97,

vbroker.security.login=true
vbroker.security.login.realms=<known-realm>
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TX ) TATRESNISMT UMY —N—DRE

APl ZEAL f-a—Y—R //\RXRJ7—F DBSE

ROV Fra—R T, a4 APILOERZY I 2L —hLTWET, 22
X, wallet 2L TWET, PR —hINTWB 42007 A F—KOFFEMIZD
VT, VisiSecure for Java APl 38 X TY 'VisiSecure SPI forJaval ZZ&MR 1L T 72V,

public static void main(String[] args) {

//ORB MFHAE
org.omg.CORBA.ORB orb = org.omg.CORBA.ORB.init(args, null);
com.borland.security.Context ctx = (com.borland.security.Context)
orb.resolve_initial_references("VBSecurityContext");
if(ctx = null) {
com.borland.securty.ldentityWallet wallet =
new com.borland.security.ldentityWallet(<username>,
<password>.toCharArray(), <realm>);
ctx.login(wallet);

}

TONRT4BELEEL T KeyStore AL I-3IAER— DR
H1

vbroker._security.login.realms=Certificate#ALL 7' 0 X7 1 ZRET S
ELIVTAT U NI —ARNTOEMET 7 EAFEROANZROENET, ALME
WZDWTIE, RAEICRET 5 25 2=V [FRGE] #ZML T &0,

APl Z#8 L T KeyStore £ L 7-SEBAEN—X DAL

KeyStores IZ X DFEEE > CTr s A > F512i%, TAPI Z#H L 7o —H—%4 /%
AU —R OGE] THH L7 APL EEU S O L £9, IdentityWallet (28 2 FHIK
401%. CERTIFICATE#ALL 1L TL 72 &V, username |X, 7 7 4/ k @ KeyStore
WZhHh->TKey = bV EBHL TWAH Y 7 ATY, password (X, [FU Key =
VIS L T D MEXF—D/ 2T —R  (KeyStore X AU —R L[FEL) T,

APl ZER L f=3sEBAE N — XA DEEL
KeyStore % B L 72\ 5413, CertificateWal letAPl % ffi > CREIA & & fl
F—HBELET, 20T T RL, pkesl2 7 7 A VAL AR —F L TV ET,
X509Certificate[] certChain = ...list-of-X509-cettificates...
PrivateKey privKey = private-key
com.borland.security.CertificateWallet wallet =
new com.borland.security.CertificateWallet(alias,
certChain, privKey, "password".toCharArray());

L\ CertificateWallet IZE AN DS E A HIUE, D5 5UL KeyStore D=2 Y D= 7
ATY, KeyStore ZfH L 72V EE1E, B1%E null IZEREL TLZ &0,

KeyStore ZfEAL 1= pkcs12 A—XDEREE

pkcs12 KeyStores #{fi~>Tr 7 A 3 5121%, 69 X—T @ [TAPI L fm2—H%—
&/ N2 — R OFEFE] T L7 API LRICH O HL 9, IdentityWallet (28
% A4 (X, CERTIFICATE#ALL (2L TL< 72 &V, username |, 77 4/~ D
KeyStore 2% > T Key =2 h U B CT\W5Hx Y 7 AT, password (%, pkcs 12
T 7 AND Ty JRERICNERNAT — K T3, javax.net.ssl_KeyStore 7' &
RT AL, T—FR—ADGFHEREL £7,

APl Z AL = pkcs12 R—XDEBEE
69 X— D (APl ZfEH L 72REIER—ZADOFEGE] 2L T E W,
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TH ) TATRESNIFAT UMY —N—DHRE

A7y 7 2:TJONT 1 ERERE (QoP) DERFE

B OB NE TR T D720, W00 7 aXT o AL £, B0 S 2K
TEHHEAE, 89—V X2 VT 47 u7 1 (Java)] 2BRLTLEESN, =
ZIE, WBOMEZRTET 25 E1X. SSL ##i0 cipherList 7 u X7 % EL £7,
H—/3—|Z1% ServerQoPConfig APl, 7 7 A4 7 > K IZiZ ClientQoPConfig API % fii
LT, QPRI —%RELET, APl Zflifl+2E, =7y IR (#—F v |
ERIETEMEIM), TR T AR—FRY — (SSLCHNCHEEL =X 2V
TATRESNTND N TV AR— N A=A L EEHTE0E D) ZRETHIEN
TE, P —R—0HAIIE, POALT TV 27 MTT 78 AR Vv —%RET D
RoleDB (27 7 & A4 % AccessPolicyManager & % /& T& £9°, QoP APl DFEAMIZ DOV
Cid. VisiSecure for Java API 5L ONSPI O~ =27 L2 L TS Z S0,

A7y 7 3 EHEDEE

X509TrustManager (> 4 —7 =— A A L7V AT —3 a v B4 51003, %4
XV T 3T XA M APl setTrustManager AL T 72 & W, BIiLEE2% 1)
D MENH L FEBEIL KeyStore IZE X, jJavax.net.ssl.trustStore 7' /37 ¢ &
ML CZOREIEDORELITVET, P TARNTR—I ¥R ROEEIE, BX=2Y 7o
P— ZANEHT DT 7 4L kD X509TrustManager A EHA S E T,

(ZD b7 ARRY 2 —F QoP FRETHREL £, FEMICONTIEZ, 70— [
T2 T aRT g EESE (QOP) DORRTE] AL T IEE N,

ATV T 4 BUSYSTLAES (Pseudo-Random
Number : PRNG) YT RU—YDER5E

SSL iEfE &2 AT 535 1L. PRNG X ET 203 H Y £7°, SecureRandom 47> = 7
h Z{ERR L CTEEL £7°, com.borland.security.Context % —7 = —AD
setSecureRandom A Y v R &AL TZ DA 7Y =7 F% PRNG & L TREL £7-,
com.borland.security.

Context A > % —7 = — ADFEMIZ- S\ TIE, VisiSecure for Java API B L UVSPI D~ ==
TNhEBRRL TSN,

257w T 5 IUBRIBED ID PH—y3aVDEE

TI7AT Y b HREEY— =D AV v REFRHT L, ZOFEROa > TF R N O
T, BB ——BIERNHENET, 74V ETIE, 2947 D IDIE. T
B —NR—=ZX > THECTT =Y a v BMrbivEd, 2o, HEEY)—"—T
getCallerPrincipal ZMF-OMHT &L, 27 AT bOT Y U RNARRINET, ZTh
T, 7947 O IDIEHMEY—A"—=T V- a r¥MrbiEd, IDIT—F—4%4¢&
FEHEOELLTHE N EVERA, EBEX—RAT—RD X707 747 2 b ORGEN
WX, 7= a kLN EIEH Y A, 2T, 0L ) IDITRKE TR
AECEXRNZ EEEWRL £,

A—P=NFT7 AL DO IDTH— gz EESTLIHRE, FEOT Y DT
P—a VIZHHTED APIRZH D £T, 260 APHE, FEOHL O3> 73 A FNIZ
H B — N— ET, FFRTFR RS A GE IS TR S E T, FEic oW T
IX. VisiSecure forJava APl B X ONSPI D~ == T L E B L T Z &V,

70 VisiBroker Z¥ a1 UF 4 HAFK



SSL EBHROFTvY

SSL EE&EBHwRODF T VD

Borland VisiBroker Server Ti%, SSL DR#EFERAFEL <FRSNTHRET H API AL T
*9°, SecureContext APl |Z, Trust Manager X° PRNG D57, SSL B5&{bA A — b D
B, BLOBRL =B S0AEMLICHERL £,

Y7 OFEAEEZ TS I2IE,. getPeerSession() AL T, ¥ —47 v MMCBEEMT S
iz SSLSession A7 =7 F &L £9, T, HFREBUST 24ENE ISSE API % fiff
AT ENTEET,

P— =D 7IEAEE 5121, com.borland.security.Context % - T
SSL ##fe &3 E L. com.borland.security.Current & APl Z{f~->TAL v N |Zpgu
FiF BTV 5 SSLSession #FH~E 9,

NRABNTSTA > DVERK

VisiSecure |ZIZ B AX LT T A HATE LS ESERAV AR =X b BH Y F7,
= | oginModules

B O LNy IR T
" SPIRRHOAR Y —E AT a (K
" SPIEHOTH— 3 DOIEH

LoginModules

jJavax.security.auth.spi.LoginModules Z#:38 L T, M H ¢ LoginModule % 3%
T& %9, LoginModule Z 3 5121%. 132? LoginModule & [AFEIZ, FRIERTET 7 A
NCRETDUENRDY EF, LRI A RASNIZEY 2—/WT, EF2V 74T
REESNTT TV r—r a ML > TEATRHRIZE— R TH0ERH Y £7°,

LR E DRI D LB TT,

<realm-name> {
<class-name-of-customized-LoginModule> <requiredloptional>;
}

CallbackHandlers

jJavax.security.auth._callback.CallBackHandler Z#53E L T, D=2 —/L
Ny P xFETEET, a—ARNy 72T 22T, Er0a—A Ry IV RT LR
BZ, %207 47 m T4 7 740D
vbroker.security.authentication.cal lbackHandler=<custom-handler-
class-name> 7" m /T 4 ZRET HMLERH Y £T, LI ARAF A XINTE
Va—E, X2V T 4 TRESNET T =y a VLo TEITRIZR—R 32544
ERH Y ET,

Rt —EXx7a/N(15

B, BFEDOY Y =20 ?3?1)74’)§$i71i$§5§ HESWTT /BRI b
0—VERET DT D'IZX“CT VisiSeucre 1%, KRB WTT 7 & AFF ] O A %
L £, RolePermission 7 7 A%, Tm—/] %77?%&7&LT%‘%@‘L IZEZRL
ifo&K\%%ﬁ—fzfuﬂ4ﬁm\%@%%E@Uy—xmﬁﬁﬁﬁéu—w77
T AFOREIL 7 arDA T ) AT —y a2t £9,

KBV —E AT BN AZT KRN AL EEEITHIEL TWET, R XA I0FEES
NBERF—E 2T A F T 12T, ORB (Object Request Broker) ®OFJHI{LHIZ
vbroker.security.authDomains (2L > TEZRSINIZERE AL UL S, 0
BUCAERR P —E AT aNA T ATV AT = a DA AR ABMMER S ET,

FBOEE: tXal) T TRESKIEEROMAER Java) 71



HRBLT S5 A4 DIERL

KR —E 22T 77 AT HI2F, ROTun T 4 ZBETDHLEPD Y £,

vbroker.security.auth.domains=MyDomain
vbroker.security.domain.MyDomain.provider=MyProvider
vbroker.security.domain.MyDomain.property 1=xxx
vbroker.security.domain.MyDomain.property2=xxx

vbroker.security.identity.attributeCodecs=MyCodec
vbroker.security.adapter.MyCodec.property 1=xxx
vbroker.security.adapter.MyCodec.property2=xxx

BETDIT /T 213, EERCAD=ANIL IR Ca—HF =T T 7 1 NZESINET,

BRJO/N1S

THh = a U GHAN AL T 7740 FTHZ b TEET, 7Hh—ra v idBHo
Ry T FVATRAET DN, E£2ITH— 32 API 250 L THIRBIZIFOH S v
T, ==, ETREESN T —Y g /%EESZT% HINE D IMERET HIL—
WEBRETEEY, 77NV DDA TV AT = a3, T unT (@ EEH- T
'H_’_‘/\’_"f,ﬁljf'fuﬁaéﬂf_t Té_" H/:E_’L iﬁ‘ =4 T i T?E# L-uu thEkg( %(}Eb T_H-“_‘

arvEERTAEOOEHEMN T HLERDH Y £7, hﬁ7mA45d\?%;U
?4%—6zé¢floﬁf??

TYH = a UV BEAN =R L BT TTATHINE, ROT 0T  RET DHLEND
D ET,

vbroker.security.trust.trustProvider=MyProvider
vbroker.security.trust.trustProvider.MyProvider.property 1=xxx
vbroker.security.trust.trustProvider.MyProvider.property2=xxx

BETDHT T 413, EERC A=A NIL IR Ca—HF =T T 7 SN ET,
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F 21T« TIRESNITEHD
YERY (C++)

Z ZTIL, VisiSecure Zffio CC++ 77V r—va VHDEX 2 U 7 ¢ THRES N HERE
ZAERT 2 FIEICHOWTEBA L £,

TFa )T 1 TRESNZD A PY EY—/N\—DRFE

*E
BE

Wix, BEXx =27 4 TIRESNTZITAT LV b —N"—%B%T 572D I B EE
T, I2I9AT v h P —R_—TH@wL TWVWBE L DT, CORBA 2—H—D7 137 113,
REZ7 7 ANEBL TUHBIND 7 7 ANVICT X TRESNLET, 7747 MW —
N—DFERET NV EMEINCHAL £4, FEF—2a XA THID ) —RE2457 0 v
27 LT [Edit Properties] #8INT 5L, T XTHOT a7 1% BESEH = YV — /L TRE
TE %7,

IHODFEEL, Java & C++ TSV r—2a rTIEEALRLT TY,

RoleDB. LoginModule %E2E DT RTCOEFX 2 U T 4 ERIT, BEaL Y — 1L 0i%4d
HTaRT 4 AT THRETEET,

ATy 71 D DOiERE

a—W—g NRT—F | LN 3ODFERAMAGHOETIDIILIEY, FEHES
T2 Z &N TEET, ZHbiT LoginModule £721% APl Z2ffi» TIVEE SN £,

LB LAY — R BTS2 T AT v h T, P S ORI LT T AT
Vb BB E DN EORIRNRH Y 3, IDEZBRLEME T 7472 M,
PN RP R — b LT BRI T 53 L WERE R > TV A BA L., Rt E -7
CHEMARVEE LB £T, £i2, VIAT Y MEIP—"—T 2 R TRIESNDDT,
HEELTLEEWN,

2P = LNXRT =R L) IDZERAL TWD T — =084, EEITEICMmST
WhHH, BARE e — b L TEITERET,

AEFAE ID &, KeyStore 2K SN TW B DH, APl 24 L THRES NIk » T, HiIR
NdLHEEHH Y E7, VisiSecure for C++ @ KeyStore 1%, fEHEF = AU BN A-TWND
trustpointRepository L [EEEDOT + L 7 b UiEEE S L £,

Z 9 L7=HIBRICHEE L ¢, Borland VisiBroker Tix, #—_—F7/237 747 h~D ID
OFRIERT 2RO L 2 72T v EYR—F L THET,

= BEENIOREIIC R L T, LoginModule Zffi f L 72 = —H—4 /XA T — R OFEGE

BIE X2 T« TRESNEEROMER (C++) 73



TH ) TATRESNIFAT UMY —N—DHRE

" APl B L7 a—Y—4 R A T — R O

T uoRT o BEZE L C KeyStore 2l L 72 RE A — 2 OFRGE
= APl Z @ L T KeyStore % 1] L 72GEBE~— A DFEG

= APl Zffi f] L 7ZRERH A — X OFYFE

= KeyStore Z i L 7= pkesl2 ~— 2 D

= API Zffi L 7z pkesl2 ~— 2 OFFE

EEfNDfEEL =%t L T. LoginModule ZFERL -1 —HF—& ./
AT — K DBEE
UIAT Y NRRFEL LD ETBEBAEMOEE . 7T AT FMUOREIZRD X
IR EEHL £7,

vbroker.security.login=true
vbroker.security.login.realms=<known-realm>

APl ZEAL f-a—¥—8&//\XJ7—F DFBSE

WOV T Na—R Tk, e 7 A APIOERZS I 2 —FLTWET, 22
iZ. wallet ZEHL CWET, FR—FEINTWBH 45007 A F—KOFEMICD
WTIE, 99 ~X—® [VisiSecure for C++ APl L Y121 ~— D [Security SPI for
C++] ML TLEZN,

int main(int argc, char* const* argv) {
// ORB CA&aaza?
CORBA::ORB_var orb = CORBA::ORB_init(argc, argv);
CORBA::Object_var obj = orb->resolve_initial_references("VBSecurityContext");
Context* ¢ = dynamic_cast<Context*> (obj.in());
// walletFactory CAéEiae
CORBA::Object_var o = orb->resolve_initial_references("VBWalletFactory");
vbsec::WalletFactory* wf = dynamic_cast<vbsec::WalletFactory*>(0.in());
vbsec::Wallet* wallet = wf->createldentityWallet( <username>, <password>,
<realm>);
c->login(*wallet);
}

TONRTAHRELEZEL T KeyStore ZERAL F-EIAZER—ANRA
H 3

vbroker.security.login.realms=Certificate#ALL 7' v/ X7  ZRET 5
EL ITAT U NI —ARNTOEMET 7 EAFEROANZROENE T, HLME
WZDOWTIE, RREICET 5 25 X—V 0 [F8GE) 22 L T 7E &0,

APl Zi# L T KeyStore Z{#H L F-iEBAZ N — R DFEGE

KeyStores IZ X ZFEBEE > CTr s A > F5120%, 74— 0 [API 2 H L 7=

A=A SN AT — R OFGE] THBLIZAPI ERIC S DEEHL £,

IdentityWallet =& % fE84 1%, CERTIFICATE#ALL (2L T<L 72 &V, username i3,

F 7 4V kD KeyStore IZH > TKey = b U ZBRL TWHT Y T ATY,

password |, [ILU Key =2 b VIZHIEL TWHREF —D /XA T — R (KeyStore /¥
—RK&FL) T,
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XY TATREENISAT Y —N—DEHRTE

AP| Z{ERL 1=FEBAER— A DEBEL

KeyStore % EL#:# L 22\ 541%, CertificateFactoryAPl % {f - CREE & fik
BX—% A R—bLET, ZD7 T AE, pkesl2 7 7 ANV AR—F L TV E
j_‘o

CORBA::Object_var o = orb-
>resolve_initial_references("VBSecureSocketProvider");
vbsec::SecureSocketProvider* ssp =
dynamic_cast<vbsec::SecureSocketProvider >(o.in());

const vbsec::CertificateFactory& cf = ssp->getCertificateFactory ();

L CertificateWallet IZEFIDO B E 3 H X, Z D514 KeyStore D=2 kU O U 7
ATY, KeyStore Z s L 22V GE1E, 5130 nul L IZRREL TL7Z 30,

KeyStore Z AL 7= pkcs12 R—X DAL

pkcsl2 KeyStores Z#ffi> TR 27 A 3 51201%, 74— ® [TAPI ZfEH L Iz —W—
%/ RAT —R OFEGE] CTHBALZAPI CFRILSO&EFHL 9, IdentityWallet (2%
5 fEI 4 1%, CERTIFICATE#ALL 2L TL 72 &\, username iX, T 7 4/ D
KeyStore (2&H > T Key =2 h U S L TWH= U 7 AT, password (%, pkcs 12
Ty ANDa sy JRERICNE /XA T — K T7, javax.net.ssl._KeyStore 7' m
RTLIZIE, T2 RX—=2ADYHE#HEL £,

API Z{EAL = pkcs12 R—XDEREE
75— [API Z A L 7ZGEWEAS— ADRGE] 2R L TSV,

A7y 7 2:TONNT 1 ERERE (QoP) DERFE

B OB E TR T D720, W00 7 uXT o AL £, B0 S 2K
TLHHEIE, 5= kX2 T 70T 1 (CH)] 23R TLIEEW, 12L&
X, BEOMELRET 561X, SSL #fid cipherList 737 1 2% EL £797,
H—,3—|Z1% ServerQoPConfig API, 7 7 A 7 > hIZix ClientQoPConfig APl % {#
LT, QP RV —%RELET, API 2+ HEL, #—F vy NI (=7 v b
ERAETAMME D), FRICK T AR —FRY — (SSLRBNICHREL 72X =
T4 THRESNTVWE RN TV AR =N AB=RLEHERATE0E D) ZRETHIEN
T, £ ==/, POAF TV 27 MIT 7B ARY —%RET D
RoleDB (27 7 & 2§ % AccessPolicyManager %/ ET& £,

27w 3 EEDEE

{E%1%. vbroker.security.trustpointRepository=Directory:<path to
directory> 7’0 X7 4 o TREL ET, 207 4L 7 F VITIHEEINZZERED
RAESIVET,

WEPDORTARRY U —ILQoP RETHEL £7, sz VX, 753—Y D [#
Ty T2 T anT g LRGEME (QOP) OE] AL TLIZI N,
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SSL EEFERDF VY

2AFwv T 4 WEBFIBED ID PH—I a3 VDEE

TI7AT N SHEEY— =D A Yy REFRHT L, ZOZROaTF A~ O
T, &EBEF—"—=DIERNHENET, 74V ETIE, 72947 D ID L,
Y —N—lC L S TRET T Y =2 a AT E Y, 070, iE ) ——T
getCallerSubject %" -ONHT &, 77 AT FOT ) v NARKRENET, ZHT,
77 AT7 MO IDIZFEEY —R=TH—2 g UM ThbihvEd, IDITx—Y—4 LiEFH
EDOELLTHNENERA, MEXF—CRRAT—=FDL IR T T 47T b OFIEHR
X, 7TH—2a kb nbd 2 b 8A, ZHE, 20X 572 ID ITEKE THRi
TERVWIEEZERL £9,

22—V —NTF TN DID TV —vard EEXTIHAIT. FEOT YV LD T
Y= a VITHATED APIL BV FF, 26D APHE, FFOMH LD 7% 2 FNIZ
HHHMEEY— " — LT, KBl RNH D GA IO I ET,

SSL E&BHmOFT v

Borland VisiBroker Ti%, SSL @%Lfﬁ?ﬁ%uib <TARTERET D API %i‘mfﬁb'@\iﬁ‘
SecureContext API (%, SSL B 51k A A — bk OFAER L OSEIR L =K 5 oAb
LET,

v 7 OFEHE LT~ DI, getPeerSessmn() EHEAL T, ¥—7 v MIBEERMST S
L7z SSLSession A7 ¥ = 7 b &R L £9, T T, HRETUGT 2 HEHE ISSE API A ff
HATsZEmMTExET,

= —fllo T FEHEE I 5 121, com.borland.security.Context %> T
SSL #5#5i 3% € L. com.borland.security.Current & APl #{f-> TAL v (2
7 5TV 5 SSLSession &~ E9,

NRABDNTSTA > DOVERK

VisiSecure IZIEFH A X LT Z 7 A BEATEL2 3 ESEha v R—Rx I BH Y £7°,
" | oginModules

LI S A D /e VA 4

" SPIREOKR Y —E RS a4 K

= SPIREDOT Y — a v DEH

VisiSecure for C++ N2 —H—D A>TV AT = a VERRTEDH L HIT, §X3TOT
Z 7 A %, VisiSecure 23 &Mt 5% REGISTER_CLASS v 7 1 & ffi > 'C"Zﬂ?: VI 4 ¥—

AN T AERGT HMERD Y T, BEKINT 7 T AERET DAL, ARTZEH
LLBICRER I T AL ERET I VLERS Y 7, AaiZEiix, &b MO BTZERD
haED ) F2iE ) TREGNIZLFHE VI B THRET HILERH Y £
T RITBIZRL £75

MyNameSpace {
class MyLoginModule {

ZE, MyNameSpace.MyLoginModule %7-1% MyNameSpace: :MyLoginModule &5
ELET,
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HRBLT ST 4 DIERL

LoginModules

vbsec: :LoginModule % §£3EL T, M H ® LoginModule % 3% T & %4, LoginModule
AT 2120%. 13220 LoginModule & [FAERIZ, FBIERET 7 ANV TRET DMHENRH Y
FT, LI AXTARINIZEY 2—UE, BX 2 ) F 4 CRESNZT TV r—
VAV o TEITHIC R — R T2 RERH Y 7,
R E DB IRD &0 T,
<realm-name> {
<class-name-of-customized-LoginModule> <requiredloptional>;

}

VisiSecure 23FERAGIC ) % T[] IC@EHRL £9,
L7=73- T, com.borland.security.provider.authn.HostLoginModule i3,
com: :borland: :security: :provider: :authn: :HostLoginModule &[f L T,

CallbackHandlers

vbsec: :CallbackHandler Z{LikL C, MBAO I —N Ny J 2 RIECTCEES, a—1
Ny 7 EHHT AT, 1 EDPDOa—A Ry IV RS LB, BX 2T 47Ty
7 7 A /v® vbroker .security.authentication.cal lbackHandler=<custom-
handler-class-name> 7" m/\7 4 ZRET HMERH Y FT, HLIARAZ A XS
NIEEY a— T, X2 )7 CRESNTET TV r—v a ik o TEITREICr—F
TOMENRH Y £,

Rt —EXx7a/N15

BIX. FFEDOV Y —ADTDIZEX 2T 4 @ EIIMERICE SN TT 78R3 b
o—LEIRETH T ak AT, VisiSeucre 1%, AFBIZRBWTT 7 & AFF R O E %
L £, RolePermission 7 7 A, la—/v] 7 78RR &L L TETEDITEREL
F9, WIT, KB —E AT m AL F L, HEREFEDO Y Y — R CEEff I —T 7
T AFOREIL 7 arDAr T ) AT —y a2t £97,

R —E R a A 7L, KB AL EBBICRHEL TOWET, §F A A ICEES
NDERBY—E 274 F121-5CTF, ORB (Object Request Broker) D#JHI{LH(C
vbroker.security.authDomains (2L > TEZRSNIZERE AL UL S, 0
MR —E AT aRNA LA TV AT =2 a DA AB L APMERSNET,
ARV —ECRET T AT DHINE, ROTa T 4R ETILENRDD 7,
vbroker.security.auth.domains=MyDomain
vbroker.security.domain.MyDomain.provider=MyProvider
vbroker.security.domain.MyDomain.property 1=xxx
vbroker.security.domain.MyDomain.property2=xxx

vbroker.security.identity.attributeCodecs=MyCodec
vbroker.security.adapter.MyCodec.property 1=xxx
vbroker.security.adapter.MyCodec.property2=xxx

EBETH57a T 41, FERIC A=A NN Ta—F—F ST A N ESNET,
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EEJO/N1S

TH—va b BEHANZALET T AT HI L TEET, TH—va VTHEHO
By 7 F VA TIRET B0, X7 — 3 v APL 20 L THARMIZEOH S v
T, ==L, BT REEINTT = a VR ERTELNE I NERET H/1—
NEBRECTEET, 774NV DA TV AT —vasid, 7usTF o REEE ST
== TEEINE T EREL £T, ETIEFITRICRIEL AR LEL, 7 —
VarvEART HTEDDOEREEMLT HNERS Y T, BRI eAAALIE BX Y
T 4= AR T L OEIFTT,
T#EVHVEﬁfﬁ:XA%f574V¢5Km\&@fuﬂ%4éﬁﬁﬁéﬁﬁﬁ%
D EY,
vbroker.security.trust.trustProvider=MyProvider
vbroker.security.trust.trustProvider.MyProvider.property 1=xxx
vbroker.security.trust.trustProvider.MyProvider.property2=xxx

HETDH7T T 213, EERIL A=A AL R Ca—P =T 7 SN ET,
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Web 32 ‘I'°—3i’/ D
TFal)r«

Borland VisiBroker Server TiZ, Bf51{b. F8iE. BLOVEROHAIZHEHL T, Web =2
= X/l\%‘h%:a)T%’ﬂ% ‘?“Z) ERTEET,

JREE BIMIC Lo TSN T2 X 2 U 7 o AR EFRRIC, X2 T 13TV 2a—0
VALV THRELET, FERET7 7 ANVATEX 2V T A AW =R LEESTHI LT,
Web 2> FR—R hatXa V7 ¢ CR#ETEET,

Apache Web Server Dt2F+a1J5 «

Apache Web Server TiZ, %= U T 4 D2 T — X kO SLEMi2#HL T\ E
I, TD7=%. VisiBroker 1L, mod_ssl ¥ 2 —L &Y R —FLTWET, ZOFEY 22—
JL1E. Open Source toolkit for SSL/TLS ¢ OpenSSL # #1425 Z & T, Secure Sockets Layer
(SSL v2/v3) 5 & O* Transport Layer Security (TLSv1) 7'& b 2 L& FEEL /- BEE7ZRK5
{bH4fi %2 Apache Web Server ([Z#2fEL =4,

VisiBroker Server [Z, mod_ssl Z#Z#tL 9, OpenSSL /N— = > 0.9.6g HEHLD
mod_ssl 1%, 4 Tl Apache Web — S— BHEgEVR—F L TWET,

mod_ssl I UIZ Apache 587E 0 71 ILIDESE

mod_ssl BT 51Zi%, <install_dir>/var/domains/<domain_name>/
conflguratlons/<conf|gurat|0n name>/mos/
<apache_ManagedObject_name>/conf (2% % httpd.conf 7 7 A /L DIRDITD 3 A
VN ERRT HMENRD D 9,

LoadModule ssl_module <install_dir>/lib/<apache_ManagedObject_name>/
mod_ssl.so

E8E :WebavhR—xybDtXxalyFT« 79



Apache Web Server Ot¥a! 74

mod_ssl i3I, KD LB TT,
<IfModule mod_ssl.c>
SSLEngine on
SSLRandomSeed startup builtin
SSLRandomSeed connect builtin
SSL CertificateFile <install_dir>/var/domains/<domain_name>/configurations/
<configuration_name>/mos/<apache_ManagedObject_name>/conf/ssl.crt/
server.crt
SSL CertificateKeyFile <install_dir>/var/domains/<domain_name>/
configurations/<configuration_name>/mos/<apache_ManagedObject_name>/
conf/ssl.key/server.key
#
#RDAA FEIKXTTE. SSL AHE LBAEBFBMBEMICHEY . Apache BRIEIC
IFXXKR—+rEhd

#SSLOptions +StdEnvVars +ExportCertData

</IfModule>

& KeepAlive #kiA 7 a v %4 (F7 44 F) 2L T mod-ssl Apache £ = —/L & ff
9% L. Apache Web h— N—RARLEIZ/Z2Y £7, ZHUIBEMOMETY, mod-ssl
Apache €Y = —VEENC L - RITEELPLETT,

SSL BH®#HERX L

SSLEngine SSLEngine OFLEIXEETT, hblid, h—/S—L~LLREED
AR ARDONFTICHEE TEET, aiF0He. h—1—k
HTTPS #8fe/2 TIINE L ET, %EFEOHE. FEDOR—INEE (i
W 443) ICBIHEMTAZENTE, THITI > TIEHE HTTP #2fis
HTTPS Bt Dl 52 AP CE E9,

SSLRandomSeed mod_ssl B S HEENFH T2 AR RAIED Y — 2B ELE T,
mod_ssl [T AR ENTEARBAMMETH 4TI, EHMRE
X2 U AR CHEM 51234~ +4C9, /dev/random, /dev/
urandom 72X @ UNIX RIFAT ASAREEHLTIZEN,
SSLRandomSeed f&/ R i%, P— N—L UL TEFEL TLTZEN,

SSLCertificateFi SSlLCertificateFile OEEIIEETT, Zhbli, +——

le L LR EE DB ARDO W T UCH B E CTEET, AiE O5A .
P—/S— X HTTPS i 70 HIGE L ET, BEOLA. HED
A= (B 443) ICBEfTITHIENTE, ZHUTL - THE
HEHTTP Bfck HTTPS Bt D il A CEET, DT 7A/MIZ
IMEBE DL EMTHILENTE, TIBATEDET AL 7N Thiut
EZICTHRIETEET,

SSLCertificateKe ssSLCertificateKeyFile OEEIZEETT, Znbid, P—

yFile IN—=L YL EEFE DR BRARD N T HUCHELE CTEET, Al O
By P A—THTTPS HHtIZ IS ELET, REHEOHE.
FEOR—IES GRRIL 443) ([T AZENTE, Zhick-
THENE HTTP B2 HTTPS BEe O T2 LB C&E 4, 077 A
JNIEBE DL BT HZLINTE, TV RATELT AL Th
WEEZICTHELE CEET,

SSLOptions FIFNNTIZIA T TRESHTWET, 83 ~<—? [Borland Weh

+StdEnvvars TS ADFEHE SR —DE L] BB, ZOfRRL D=

+ExportCertData A Z2fERL. mod_ssl 728 SSL iEHHE B L OF D HE G HRE TS
TY RS THARREICETIONCTIMNERHVET,

EZE  VisiBroker Server i3 key_File & certificate_file 2L TW AW TAEKT 24
ERHOFET, 81—V D [F—7 7 AV EGEEY 7 A VOIER] 28R LS
U,

mod_ssl &EDFEMIONTIX, LTOH A FZZHL TIEI N,
http://iwww.modssl.org/docs
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Apache Web Server D117+«

F—2D 741 )VESEBBED 7 1 )LDIERK

VisiBroker Server i%, Topenssl] =——7 1 U7 4 Z{ 2 Tk V., mod_ssl |[ZHERF—
T 7 ANRHHET 7 AV EERTEET, openssl 2—7 4 U T 4 XROBFFHIZH Y
i—gﬁo

<install_dir>/bin/<apache_ManagedObject_name>/openssl|/

= Windows ®34 . openssl EATHEES R T LEX TN I v I3 H L, avr Ry ¢
VRUNPRRINET,

= UNIX O34, ROFNEICL 720830 F 9,

UNIX D81, v—T 4 Y7 HORRAIT —% YV — 2L METY, /dev/rand 7 /3 A
AMA AR =L EINTWRNGEA, B2 S/ IV EWEETTZ 7 AV E2HEL £,

openssl EfTHREZ v 7T MZ LY £7 IRANDFILE] &5 ARTDOEDEREE D R
RENFET, MRTHMIT. DR L2, OF—=FE2KBMLTIZ7 7 AL TT, B8
BEEH RANDFILE R RON B RWEA, FTAMRET 12 7 AFXF—2T 4L 27 M) DL —
kT, <file_name>.rmd ZHEL £9, THREOND L. ¥ —F 4 v 7 ORI 512 31
NOT—HEBILT-7 7 ANTH D ERRINET, /dev/rand T /34 AN A A

M= ENTELT, ZPORBEZLRMIEINRVGE, GEEOERRITAKRL £,

77 ANEERT HITIE, ROFINAIZL 23V ET,
1 Y= —DFX—2EKL £7,

OpenSSL> genrsa -out <key_fTile>

2 FRREELRZARL £7.
OpenSSL> req -new -key <key_ file> -out <request_file> -config
<install_dir>/bin/<apache_ManagedObject_name>/openssl.cnf

3 —HFRREEAFR L £7,
OpenSSL> req -x509 -key <key file> -in <request_file> -out
<certificate_file> -config <install_dir>/bin/
<apache_ManagedObject_name>/openssl.cnf

WOREEMLAL 7,
<install_dir>/bin/<apache_ManagedObject_name>/openssl.cnf
T OIERMBER S ET,

EREIZH LT (T 74V MEZIEBRLT) (Enter) &4 7210 C—RR8EE2ER T
xFET,

Using configuration from
<install_dir>/bin/<apache_ManagedObject_name>/openssl.cnf

You are about to be asked to enter information that will be incorporated into
your certificate request.

What you are about to enter is what is called a Distinguished Name or a
DN.

There are quite a few fields but you can leave some blank.

For some fields there will be a default value,

If you enter "', the field will be left blank.

Country Name (2 letter code) [AU]:

State or Province Name (full name) [Some-State]:

Locality Name (such as, city) []:

Organization Name (such as, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (such as, section) []:

Common Name (such as, YOUR name) []:

Email Address []:

Please enter the following 'extra’ attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:
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Apache Web Server Ot¥a! 74

Using configuration from
<install_dir>/bin/<apache_ManagedObject_name>/openssl.cnf

4 BT 5% —7 7 A/, SSLCertificateKeyFile TIRELZEAICBEL T2
AN

5 FREEY 7 A /Li%, SSLCertificateFile THELFWATIIBEIL T &V,

AE TAPTHNE, ZITEKSNDT 7ANVTHITT, 2L, EMERETIE, B
N7 RX=UD Tdal T o OME] 2EARBSNEERHELIEL TEI W,

mod_ssl BRI DTSR

mod_ssl AEMEL TW5 Z & & fERT 5 121%, https - T Web ¥— 13— |27 72
L £, HIREe 51513, SSLEngine FiR-L 8L ~—v 0 [F—7 7 AL LAEHIEHT 7
ANVOAER] Z2ZHR) OBRMERITIC L - TR D 7,

= SSLEngine Y —N—L UV TEZINTHEEE, T XTOT—1"—T 7 AN
mod_ssl Z#Mm L £7°,

" SSLEngine 737E A K L~V TERSNTODHE, FEDKANETOT 7 RIF,
ELWR—FEENIP 7 RLATHEL £75

Web 7 706X 2 )7 ¢ TIRES B AITS & Z1X, URL T lhttp) TliEie
< Thttps) #FEAL £9, RICHIZRL £,
https://host.domain.com:443/index.html

% HO Web — N—DEHIZ OV TiE, mod_info 2% EL TRENHEZATL TLEE

VY,

1 mod_info ZGhZT 51C1E, IROELFTIZH 5 httpd.conf 7 7 A VA LTS HNE
BV ET,
<install_dir>/var/domains/<domain_name>/configurations/
<configuration_name>/mos/<apache_ManagedObject_name>/conf

WOITD = A N ZfFEBRL £7,
LoadModule info_module <install_dir>/1ib/
<apache_ManagedObject_name>/mod_info.so
2 X5, ROa—REr7varoary hE@ERLET,
<Location /server-info>
SetHandler server-info
Order deny, allow
# Deny from all
Allow from .your_domain.com
</Location>
BE Deny from all fE/R3LD = A2 MIMERL W TL &,
3 FHOR AL ZHHETAlIIow from _your_domain.com i/ R XA AR L £,
Apache Web $r—/3—(%, D7 =V — LB L TH—"—OREFREERRL 7,
https://<server_name>/server-info

AE oY=, BX 2 VT o CRES N Thitps) #Efa LB L L EHA,
mod_info Of%iEIL, Apache Web Hr— SX—2ME4 257 1 h 2 L B2 L TV ET,
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Borland Web 227+ A~DFEBAE /XXX IL—DEHIE

Borland Web 357 AMDIBAZE/ N\ A Z)L—DBWE

Apache Web —/X—D 79 ~X— D mod_ssl | FELt Apache X E7 7 A/VDOET ] Z &
L ~- T, Thttps (SSL) | ﬂi”@*ﬁf}ué’&&@f%éi 9 Z Web h—/"—%F ﬁi“f%iﬂ“o Z
ﬂ’L & v, Apache Web “b‘*—/\*— 13& 52 SSL R u‘uu Tﬁ?&’%@ﬁﬁ“(é‘é X279,
Borland Web = > 7773 SSL Bk BH T 572912, Apache Web H—/3—& [IOP =2 7
Mi$LMu%ﬁ%BMmMMb:y%féﬁbfﬁﬁﬁgﬁ&@iﬁo

VisiBroker @ [FEAZE S A A )L— | HEREA FEHET 25 L BorlandWeb 2> 7 F ik, 77 o
L Web =227 F @O RIZ Apache Web Hr— N—21FEL TWRWNAD X D12, 77 U nE
92 9T SSL HFHRIC 77ﬁxféi¢oé%m\mmmwm:y%%@$LN%
ZDOARLEHCE £, ZOMEICL > T, 7T ¥ L Borland Web = > 7 F DIz
mmmww%—ﬂ—#ﬁffé%é%\W%?iU&—VameJmtpmt_
AUTHREGEA Y v R &M CTE £,

SSL SIS RKFVZDEEERE [/N\ARI)IV—1 9B
28D Apache DEEE

AEFE S A A= G T D12iE RO 2 OO FINEEFEITL £,

1 770 bEINE SSL RS Z HAREIC=F AR — 3572912, httpd.conf
7 7 AND FERHE A ZL—D 725 O httpd.conf 7 7 A /L mod_ssl €Y = — /L DR E
LE7,

ZOIFBREIZE T, mod_iiop IIOP = k7 L% D% I|Z Borland Web = > 7 F TR
ETHEOOF—FERETE ET,

2 SSL RFE & R 5 728 O hitpd.conf 7 7 A /L0 mod_iiop 1IOP == = 7 % D% E L T SSL
UG % Borland Web =1 > 5 7+ $m_bi‘§“

SIEAZE /R R IL—D =8 ® httpd.conf 7 7 A JILD mod_ssl EL 1 —JLD
|E

<install_dir>/var/domains/<domain_name>/configurations/
<configuration_name>/mos/<apache_ManagedObject _name>/conf (Z®H %
httpd.conf 7 7 A /L2 ZF L Cmod_ssl &7 2> ® sslOptions
+StdEnvVars +ExportCertData fEr~3ld = A b R L £3, RITHlZ L
£75

<IfModule mod_ssl.c>

BrowserMatch *Mozilla/[2345] nokeepalive

SSLENngine on

SSLRandomSeed startup builtin

SSLRandomSeed connect builtin

SSL CertificateFile
C:¥BDP(b414)¥var¥domains¥base¥configurations¥j2eeSample/mos/
ApacheWebServer/conf/ssl.crt/server.crt

SSLCertificateKeyFile
C:¥BDP(b414)¥var¥domains¥base¥configurations¥j2eeSample/mos/
ApacheWebServer/conf/ssl.key/server.key

#ROAAD FEIZTTE, SSL SIAE L BEEERAEDICEHEY . Apache BRIEEIC
IXxZAKR—bEh?D

#SSLOptions +StdEnvVars +ExportCertData

</IfModule>
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Borland Web a5+ A~ADEIBEE/AR IL—DEIE

SSL FEFE8nX I DICHD httpd.conf 7 71 )LD
mod_iiop IIOP RO DKRTE

SERAE S Z Z L —HEREICIE. FT LW IOP 3 EF R BINE N E LT,
1 IopEnabIeSSLExport FERCI, HOP =2 % 7 Z |2 SSL Wk Z#nk 42 L o IcfnL £

o

I IopEnabIeSSLExport BRIXPEHT, 7747 NOERPREF 2 ?41%5%5?&

EINTWDEHE (https &), 1IOP 237 X id— sﬁ@f‘“iﬁ%iﬁ@%%%&b 7,
@iﬂfﬁgiﬁw‘ﬁﬁﬁ”é L. 1IOP = %~ # % Borland Web = > FF 127 — & %%*0)**& &
LTkl £9,

<install_dir>/var/domains/<domain_name>/configurations/
<configuration_ name>/mos/<apache ManagedObject _name>/conf (Z& %
httpd.conf 7 7 A L&A L T2 ZICERBEN TV AMEUI R RTOa AL N 2L
9,

<IfDefine 'ModIIOPNoAutoLoad>

LoadModule iiop2_module C:/BDP(b414)/lib/
<apache_ManagedObject_name>/mod_iiop2.dll

llopLogFile C:¥BDP(b414)¥var¥domains¥base¥configurations¥j2eeSample/
mos/ApacheWebServer/logs/mod_iiop.log

llopLogLevel error

llopClusterConfig
C:¥BDP(b414)¥var¥domains¥base¥configurations¥j2eeSample/mos/
ApacheWebServer/conf/WebClusters.properties

llopMapFile C:¥BDP(b414)¥var¥domains¥base¥configurations¥j2eeSample/
mos/ApacheWebServer/conf/UriMapFile.properties

# $87R3C : llopLookupLocalRefs true | false

#BM: O—AILD doc V) —IT) 7 7LV ANRDHNHT=HE. Apache Hd
UriMapFile TvE S # EEETEH &L S3I1CLFET,

#T A ME: false - T 74Uk TlE. mod_iiop2 IE—EHEH% tomcat [
E4ZNV?T6WED—h»U77b>xiﬁ$b$ﬁho

#
#llopLookupLocalRefs true
#

#

# ¥R : llopChunkedUploading true | false

# B# : mod_iiop2 A POSTed T—4 (FvFTA—F) £5ENTINESHER
£ L EYJ, Borland WebContainer @ IIOP 3% % 4 ® enabledChunking BHI<
HMELET,

#T 74 I HE : false - Mod_iiop2 [&. Zy7A—F &hi=T—4Z458LFtE
Ao

#

#llopChunkedUploading true

#

# ¥57RX : llopUploadBufferSize n

#BH : pBlEh=7yFO—FO—E &L L T Borland Web Container IZ3({§ &
h3F—3% 985804 X% mod_iiop NEIETEZLSIZLET,
llopNoChunkedUploading A¥ true IZRE SN TIVDIHE. COBERXIEEBA S
hEzd,

ﬁi"?t)bFﬁE : 4096

#llopUploadBufferSize 4096
#
# ¥R : llopReapldleConnections n

#HM : TRTOHTTP EROEIZ orb ERT— IS 7 A1 FILKREDEHKE
M EEET 5 &SI VisiBroker orb ITHRLET ., chizkY., Ry b7—%
JY—ZAMNBEENATNWBEVRTFLDINTA—IAREMLELET,
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Borland Web a>F7F+0O+EFxa)7+«

#T74IME : none- T 74+ TlE, mod_iiop2 (X orb IZ7 A FILIREED#E
iﬁ’éﬂ!‘(%?’é&ﬂ:%*bﬁﬁ/\zo

#llopReapldleConnections 50

#ﬁgﬂﬁw:xyhéﬁﬁbtHOP:*79®EM%NXX»—&%éﬁﬂE
LFET,

# *E :mod_ssl Y 2—JLA) SSLOptions ¥RXMD I A2 k., LIETIZEERRL
TWAIETTT,

#llopEnableSSLExport true

</IfDefine>

Borland Web 3> OEF+Fa U5«

Web VY —RADT 7 B AER#ETLHITIL, TNHEDOY Y —2AD®X 2 VT 4 ZiERT DN
ERH Y £7, VisiBroker ZfEHT 5 Web U Y —RAD&F 2 U T ¢ 2RI HITIE, LLF
DFNEIZ L7225 > THEAEL £,

1 BorlandWeb = > FF D&% = U 7 ¢ {5:#
2 Web 77U r—ardvxa )T ¢ iR

Borland Web 3>V 0OtzFa )5 1 1RE

7 #/L T, Borland Web = > 5% Borland 3 = V 5 ¢ #—t Z{El (BSSRealm)
PHERTALOICRESHTOVET, BorlandWeb 2> FF %X 2 VT TIR#ET ST~
HIZ, WONFEFEITTHILERD D F7,

1 X2 VT 054

2 GHGE

3 KR

Web 7T U=y 3a>0zFa )T 1 #IR

VisiBroker Server TlZ, 77U r— a0V YV — 2% BE{1T % URL 2 {f#E+T 5= &

T Web 77V r—varZ ilexa ) T4 2RECEET, Web 77U r— g0
X2V T 4 BHEET DI, FPE#ETSURL 2B £4, URL 2R#T5L. F
N a—P—4 e R2AT—R 2 AL N a—F—ZFDURL 27 7 A TEXRLIRY

F9,

Web VY —2alL 7z (=71, ISP, HTML, Gif72&) L BIEfHT iz
URL IZ2W T, R#ERNRN/IREST-6, LLFOTFIEICL 7223 > THERIEL £,

1 FLEX2Y T 0—LOE#HR: ¥X2U T ro—iia—Y—%%0 Y TET,
AT, Web VY —RET 7 EATELba—F—L Web 77U TWeb VY —2%
RS2 & STAREREMELZ R EL £9

2 FFEDOWeb VY =277 A NDtx YT 4 HllREEL : —EDY—TL v k& ISP
2~y B 7925 URLANY — U 2 REL 7,

8 B AVDRIE URL/RF =T, =T L v F&ISPOT 72 RAEHIET D07 A
VATV arERELET,

7= & %1%, URL X% — jsp/security/servlet/*_jsp # i 7= example.war 7 7

ANDWeb V)Y —=ZA%&T 7 EATED [FARE] X2V T 40— AERETDHEV-TZR
/El\bc\\—a_‘o

FE8E: WebavR—rrvbDEFayT+ 85



IEEDEZBAR

3 FEE DRI

TIAT N7 T 7Y E BorlandWeb 2 718 F 2 U T 4 2R ET D ITIEDIEN,
MeEAGR TR ERET UL, LVEMR 7 T AT b P —"—E1EIC %ﬁmf%iﬁ

IMBOARSLTXTIZ, 7I9AT VT I77Y, Web =55,

BBz 7 %2FIHTE

7,
8} 8.1 3 aKewCA&SiFi°é/&E
Borland J§—T4 a2 Borland J =T 132
M=Fiaptf—Fa F=Frimut—a
EJB
£ 55
= » - 8
A== = "John” = iR R 5= Tdohn EdENh 7
MWeb 1074 15325
v
d-H—="dohn" ——— == Web J2FFIELTET 2= MWeb 2274 1520

Pr——flliz

X 200 RRLaTFAayE—X b RHY) TNENUTEF 2 U T 4 R

H=AXLRHY ET, LB~ T, =2—%— (John) NI/ T7AT7 > FEREEEFETD &
a—Y—pu A ID 2k L T Borland Web =t > 5 L ~ULTEREE L AR TONE T,

EIB 2 7 FHNOD Bean 127 7B AT 572012,
TV BRI TAT Y MERICHEZELET, 2L

Borland Web = > 7 CEEIL T\ 5 —
. BBy TCliia—9—

Mohn] ZWHTEEHA, ZTOEBaryTFTOEXal T 4 EELILET S, 250
JFENRDH Y £,

120%, EIB 27 FICT _RCOa2—V—DIEMRE 525 HETY,

2 OHDOFEIL, FTHO2—H— (run-as) TWeb 22 T T2 BEN S L HETT,
Web 27205 EIB FEOMH L 2MThivad &, Web =7 1%, EIB =22 7 2330
THa—Y— L L THEFT) (run-as) SNFET, Web 77V &r— 3 ik, FEITEO
AP =PHIFOALR—R MIT 7 EATHL S ITRETE ¥, EIB ZFUH
TH—T Ly hEEOWeb 77U — 3 E, EfTHEO—F—0 Web 255
TRELET, TOBE, EBEO2—3—T NJohn) TT A, EIB =T Fida—H¥—
2N [Web =7 &L CREL £,

run-as O—JUDERE

BorlandWeb == > 5 F 1%, Web 77U r—3 9 L DI FEITRORELZ YV R—F L £7°,

Web 77U rr—3ra ik, —H—|

W=y B &N run-as B — /L TRETE £,

FATREDO 22— — 2R ET HI2E, ROFIEIZL =N WET,

1

2
3
4
5

DDEditor ¢ .war 7 7 A V& & £,

T —var AT, war 7 7 AVERBL ET,

=7V b = RFEERL 7,

[Properties] ~A > @ [General] #7127 7t AL £,

[Security Identity] 7 4 —/VRC, Fry XU A=2—)5 [Runas] ZERL F

o

FaE s [ Run] 27 2 > @[ Descriptions] 7 4 —/LK
EATILET,

[Role] 74— /LR T, XTI A=

{2l Runas] OffiEZ2 A

22— U A b en— LB ®RINL $9,
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AE run-as B — L ERETHIED, run-as D — LI~y BT ENBE T oV REL
TLEEY, F#HICOWTIE, 435—T 0 K] 2B8BL TLEEW,
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wA=VAG 1

vbroker

-security.

x5+ 70/VF+1 (Java)

FIAINE

logLevel

HL
ZOTaRTEB o Tay IOV OV EFIEIL E
T, 0lkues AR, 7TIdEKBEROusHh (F
N T Ayt—) ZEWLET,

&
0

vbroker

-security.

secureTransport

ZOTuRT AL, EEOBRAR BT A0 8575‘
%%'Hﬁl]biﬁ“ truel »nxﬁj_ék Rk A E—

W fbEhEd, False ITHETDHE, BB kS
ﬁ’bé LR GEEENET,

true

vbroker.

security.

alwaysSecure

ZD 7 RT3 secureTransport 7w X7 1k
BT TAT U MUDT 7 4V D QoP zﬁ:ﬁ%ﬂfﬁﬂbi
T, M H% true [ ETHE, HEE QoOP |
SECURE_ONLY [ZRXESAL, 74T N :HZ*V:T
FNIUAR—IETEZ T ANET, WTrg
false IZRETDHE, 7747V NINT AR —NE
e 2T & EILER A,

false

vbroker.

security.

server.transport

ZOTNTA1E, Y Sl TH— /S —H#E7E QoP
EERTHEDIHEHSNET, FHETEHMEIT

CLEAR_ONLY., SECURE_ONLY, F7ziX ALL TT,
ZAUZEY, CLEAR_ONLY F7zi% SECURE_ONLY %
WBLTDITAT Y — N — T TED DI
RVET, ZOFuT 1L, secureTransport
TESRTFAD true OBAIIETEL T,

SECURE_O

NLY

vbroker.

security.

disable

true [ZRETHE, TRTCOEF 2T 4P —E AR
e ET,

true

vbroker.

security.

transport.protocol

ZOTaNRT 4R, EFR 2T EE T mhaL AR
TOEOITHMALET, $HETEHMEIF, SSL,
SSLv2, SSLv3, TLS, BXWUTLSV1 CT9, ZD
ZEhUIZ OV T, Sun Microsystem O~ ==7
IV

(http://java.sun.com/products/jsse/
doc/guide/API_users_guide.htmi#SSC) # &R TL7Z&
I/ \

TLSv1

vbroker.

ion

security.

requireAuthenticat

Y= R —DHDT OIRT 41X, IT7AT MG
BZTDUBENRGHLNEIINERRE T HIZOIHEHL
i—gﬁo

FIOE . X2 TF 47O/ T 1 (Java)

false
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t¥al)F470/371 (Java)

wA=VAG 1

HLE

FIAINE
&

vbroker.security.enableAuthenticati
on

PR~ DD TR T ¢, D FHAEHD T 1
XT 41X, PasswordBackEnd DR AEE Y
R—FT27=DIfEHLET, true _E)’%Tf‘é“ék
Iar T AL D O E X =
PasswordBackEnd 5L £7,

false

vbroker.security.authentication.
callbackHandler

2= P = LFREEERIC O W T EET Db ou s A
VEVa— VAT 5= NN RTEIRE
LET, KOWTNOERET D0, FdmE O
HAL D= )L I N RTEFRELET,

com.borland.security.provider.authn.Cmd
LineCallbackHandler
com.borland.security.provider.authn.Host
CallbackHandler

CmdLineCal lbackHandler I/ XATU—RKpD =
a—A#C, HostCallbackHandler |3/ 327U —
F‘®I3*21'7'C“7J‘

%ML

vbroker.
fig

security.authentication.con

WA DR ET 7 AN DA ELET,

IJ‘LA El

null

vbroker.security.authentication.ret
ryCount

Ve— }\WL M C%Eﬁ(bf:%ﬁ@ﬁgﬁﬁﬁlﬁfﬂ‘o

vbroker.security.authentication.
clearCredentialsOnFailure

?%wwfi\%ﬁﬁﬁﬁ@ﬁ@ﬁﬁﬁm\%
FEIR CRREF G BN R IE THAZ LD HBAL -
ORB 7322 &%‘%&%ﬁbi’a“ Eﬁkﬁ.ﬁhﬁlﬁliﬁw)
B IZ, ORB IZERFEA 5 GRAEMEH) ZiHES
BAHEAEIL. 207 e T 4% true ISR ELET,

il

mm

false

vbroker.security.login

ZOF T 4% true ICERETHE, HIHHEEFIC

vbroker.security.login.realms 7m/37 ¢
RSN TV T RTOEBII Y A&l E
j—o

false

vbroker.security.login.realms

0y AT HREIRD T~ TREIGNTZY AR L

E3e RO I IS N S = A S i
vbroker.security. login 7m/37 ¢ (true
\ZERE) F2iX APl uZ 1y (loginQ) %) %
HWUTHEHINET,

ALY

vbroker.security._vault

ZOTaRTA1E, BN T A NDRSREIEET D
HIZHEHLET, 207 e N7 10
vbroker.security.login 7% true F72iX
false DELLITEESILTWAHEEL AR TT,

B

vbroker.security.identity.
reauthenticateOnFailure

true WICRETHE, EF2UT 4P —E 2T
Cal lbackHandler % fif> CRRRENG O FH S %
RAFET, 20T RT4L, @wYRT e T %
T 22y, FAXFATRITE DAY v RE ROV
LCa— oI N\ RIERETDMNENRHVET,

false

vbroker.security.identity.
enableReactivelogin
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true ICRET DL, BXUT 4P —ERAIKDLIS
WCEMELET, — =R —h 355 —47 VT,
BIEEZHATNDEY—7 YD ID D3R OHBIRNE
B, BX2VT 4P —ERIZ—F AT I D
IOR DWW D F—5 hOFRFEE RE TS L L5
kbij‘ 0)& /7/}\ \—X—J‘mj‘émhu Efﬁfﬁ'fﬁﬂq
T%é (:"'_"H— 73)FULAFI rﬁi&%*%f @‘5) iEI/\
D‘_‘jj/l/ L2%)11&4 uiéﬁﬁi—aﬂ

VT I T47 0l A2, W7 v "T &4
B, FAXFATRRCEY) /e A RE RO LT
T VN INCRTERTET HMERHNET,

true



t¥al)F470/871 (Java)

T24NE
pa=VAL P s &
vbroker.security.authDomains FHCEXBEKBERAS L DA~ TREBNT-V AN null

fRELET, WicHlarLET,
vbroker.security.authDomains=<dom1>,<
doma2>..
vbroker.security.domain.<domain_nam k3| {;ﬂiﬁﬁa“m—ﬂ/%ua K92 RoleDB 77 A /LD %472
e>_rolemap_path % AT & 8 & L £ 9, A = — 7 i,
vbroker.security.authDomains IZfEES U
% <domain_name> O#FIFHIZ/ARVET,
vbroker.security.domain.<domain_nam true |23 ET DL, false
e>. vbroker.security.domain.<domain_name
rolemap_enableRefresh >_rolemap_path
7T IR EE 72 RoleDB 7 7 A /LN EhAGIC
n—REET, BRr—RFOMRIE
vbroker.security.domain.<domain_name
>_rolemap_refreshTimelnSeconds “'m
TALESTHRELET,
vbroker.security.domain.<domain_nam w—/L <y 7 DY 7L v 2FREHCEELET, 300
e>.
rolemap_refreshTimelnSeconds
vbroker.security.domain.<domain run-as = — /L& RIEIEELET, BA=YD
name>.runas.<run_as_role_name> ZOfEIE, EONHEL T 7 Vv 70 % run-as 2— /L
W28 ®H5-HZ use-caller-identity (29 %
7, Ffeldrun-as m—1 4 LT run-as 7YoL
0)1972%?ﬁﬁfbi@‘o
vbroker.security. TRRAEE—RARELET, fRETEHMEITRDL  NONE
peerAuthenticationMode j‘ovrcrfo
REQUIRE
REQUIRE_AND_TRUST
REQUEST
REQUEST_AND_TRUST
NONE
JSSE DfilfRIZ&~>T, REQUEST BLT
REQUEST_AND_TRUST E— R CIIETFEHET =
AL EZITRAHTENTEER A,
vbroker.security.trustpointsReposit (EEIIZIFAEL CRL WASTWATFTALIZNID 347310
ory RAEFRTET Dh. [FESNT- Keystore D/3A% g
EF L ¥ 4.2 h b o fE X
TrustedCertificateEntry OA 7 VAT —
A TR ET,
7 7 4/ ME X Directory:<path_to_certs>
DERDOT L 7R), Fizld Keystore:
<path_to_keystore> O Keystore T3,
vbroker.security.defaultJSSETrust true IZFRE9 AL, cacerts, jssecacerts’; Talse

E?DISSE T 7 HNVMEFET 7 A VIS IRE (26556
X, FNEfEoTEEINZiFAEESZo—RLET,

FIOE . X2 TF 47O/ T 1 (Java)
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t¥al)F470/371 (Java)

wA=VAG 1

HLE

FIAINE
&

vbroker.security.assertions.trust.<
n>

ZoTunRT 4k FEIN -V DOYR N
<role>@<authorization_domain> O X T
FRETDEOITHALES, <n> %, BET7H—
Tar b — )V EEEF LTI D7Dl
JALET,

7=z, vbroker.security.assertions.
trust.1=ServerAdmin@default |[Z&ET 5L
ZOF kR x default E\.MF)(%/@
ServerAdmin 2—/L{ZX-> CTAERSNTZTRTO
TH—arEELET,

AL

vbroker.security.assertions.trust.a
1

true ICRET DL, ETHRERTEHTRTOTH—
arEEELET,

false

vbroker.security.server.
requireUPldentity

77/])77/]\0)“4 nE (nﬁaﬂij\'—xmum uIE7j b 975
BIfR72) D= —H =4 /AT — k@ﬁ&A
O EEETHI LA — R —RNUEET D51
true IZHELET, Ziud——fllo7 r:z/\74
<7,

ML

vbroker.security.cipherList

EERFICT 7+ VN TCENCTDHEEE. v~ T
XYLz 5 DOYVANMIERELEY, FHELRITN
X, BB AL — DT 74 VN ANAE IR0 ET,
ZIBIE, BN SSL BB TRT TR ER A,

AL

vbroker.security.controlAdminAccess

TF 2T CRBSN A — S —TH — =~ F—
X DBIEEFMNICT DB AL true CRELE
—9‘_‘0

false

vbroker.security.serverManager.
authDomain

vbroker.security.authDomains [ZRE#H I
72X 2 UT AR AL BRANLET, FEESNTZR
AL, =R =T O — L R—ADT Y
2RI E— L F oo I AENET, RALD
H— Ny T EEET DU ERHVET,

AL

vbroker.security.serverManager.role

all

PN = X =T DT XTCOEEIZT 7 ERAT S
= OIZE R a— VAR ELET,

%ML

vbroker.security.serverManager.role

<method_name>

P R— R =Ty DIRESINTZAY Y RIZT 718 A
FTHEOICLERT— N AR ELET,

%L

vbroker.security.support.gatekeeper

replyForSAS

7T 4%, GateKeeper EHIEX U T 4%
FNCUTHEALET, true [ ETHE, =2—
"j- %&/\XU N imu BE@K_ ;/\/71/1\#‘—
N=ZT V7 — S ERE A,

false

vbroker.security.domain.<domain_nam
e>_defaultAccessRule

BEENTERALL DEX 2T ra— LRV
2y T IANNTRA L ~DT I8 R[50 E
INERELET (grant F-id deny), ZiF AR
AEEZEIL. grant £7zi% deny TY,

grant

vbroker.se.iiop_tp.scm.ssl._listener

trustinClient
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"7‘~/\‘_1E|J0)7°D/\°?4Tfi“ P N—=DTFAT

MIFEREAZR T 55813, true ICRELET,
Fo, b= —F, A —{ITEEO T v T
EEUNCRETDHIET, INLOEHELERTS
woE N DY E T, Mo W TR
vbroker.security.
trustpointsRepository 7' 2/37 1L vbroker .
security.defaultJSSETrust ' m /N7 1% %
ML TL7ESNY,

false



wA=VAG 1

HLE

FIAINE
&

vbroker.security.wallet.type

UALyME B SN — L4 ID DFREY]
EF AV PBASTNDTALIZNOHEETY, ZD
2 = VA S A S el G R O
Directory:<path_to_identities> DA%
AL TTXTDOID DT AL ZMBASTNDT 1
LVIRNERA VN TEET,

AL

vbroker.security.wallet.identity

vbroker.security.wallet.type [ZE &I
TWASRRIZE FAIL, FEED ID DX — LEHEI A 3
WASTNDT AL IR ERAL T D72 AL
FT, AE: ZOT T AOMEITIT/NTFLVE
JATEEHEA,

ALY

vbroker.security.wallet.password

P — DI 5 2 R ER T 27D 9%/ 32D —
RE7ZZn s A ACBEET BT SR — R &5 E
LET,

AL

E9E . X2 UFT 470/ FT 4 Java) 93
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wA=VAG P

TFaUT«T0O/NT« (CH)

B

FIA4IE

vbroker.

security.

logLevel

ZDF T 4 FAE S TS H S DL AL
LET, IROMEZFEE CEE T, LEVEL_WARN,
LEVEL

NOTICE. LEVEL_INFO, LW
LEVEL_DEBUG ¢34,

LEVEL_WARN

vbroker

-security.

logFile

ZOTaRT4h o a1 ET AN E
ALV IZhLET, TTHAIOTTH I RI
std::cerr T,

null

vbroker

-security.

secureTransport

ZOTaRT AN, XTI RR— e
R ENEINERELET, False IZHRE
9BHL, I AR—NME CLEAR_ONLY ZfEAHL
*7,

true

vbroker.

security.

alwaysSecure

X, 24T MIDBO T RT 4T, T

DOFaNNT 41X, X 2T U AR =T E

HF2omEMNERELET,

AE X2 T NIRRT T8
&%, secureTransport 7’2 37 1% true

;Eﬁiﬁ‘éz%#&;@iﬁ“

true

vbroker.

security.

server . transport

i, = "—lloHLOTa T 4T, =
DT NRT lE =N — D% E
CLEAR_ONLY, SECURE_

ONLY. F71Z ALL DWFNnZERLET,
ZO7uxT41E, secureTransport 7'm/N
T4 false IZRESNTWAIGAITEL) T
7,

SECURE_ONLY

vbroker.

security.

disable

true [TRETHE, TRTCOEXF2IT 4 —
E RN ET,

false

vbroker
ation

-security.

requireAuthentic

P AW DH DT T s ITAT
HRAET DN HLENE I EFRELET,

true

FI0E: X2 )FoFOnTF 1 (C++)
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tXal)F470/8571 (C++)

wA=VAG P

FIA4IE

vbroker.security.authentication.c
al IbackHandler

2 — P = LI RIC OV THEE T 5720 Du
TA T a— L DA— LN TN RTRFRE
LET, ROWTNNERTET D0, Foidm
HOHAZ Za— Sy PN RIERELET,
SEANCOWVWTIE, 99 ~X—2 D [VisiSecure for
C++ APl &R TZE3,

com.borland.security.provider.authn.
CmdLineCallbackHandler
com.borland.security.provider.authn.
HostCallbackHandler

CmdLineCal lbackHandler |3/ XAV —RD =
a2 —F T, HostCallbackHandler i3/ &
U—F‘O):E:l~7l‘7f“é‘

HostCal IbackH
andler

vbroker.security.authentication.c

onfig

AT ORET 7 ANDNNAERELE

HLIJ

¥

null

vbroker.security.authentication.r

etryCount

VE—FRFEICRR L2560 FRITHEE T

T;—o

vbroker.security.login

ZOT T 4% true [ICRETHE, WL
IZ vbroker .security.login.realms 7
BT ARSI TN DT R T ORI /A
/é’ui%‘ié—o

true

vbroker.security.login.realms

al AL TAHEBO L~ TREb N AN
HLES, ZOVRMNI, vl AU
vbroker.

security.login 72,351 (true |2
FILAPI v/ Al TEASNET,

=)

AxX A&

ML

vbroker.security.vault

ZOTaRT 41, R—IVRT 7 AN DI A% T
ETDHEDIERLET, 20737 11,
vbroker.

security.login 7’ true /213 false ®
Ebb| :E’jz“fféa”b’(b VO AbARNTY,

AL

vbroker.security.
eLogin

identity.reactiv

true ISRETHE, BX2UT 4 —ERITR
DI @JT’ELiﬂ“O P X— NP IR —FT 5
H—AFy T, BIEERATNDE—7 VRO ID
BEONGRNWGES, X207 0 —E A&
H—lF S AT 27RO IOR DWF DX —
T NORBGEFE HRERSLISELET, Zox—
7 M IR DR FERE I ) ﬁﬁﬁf%é (22—
'H‘ NG rﬁi&%fﬂﬂ ‘?Z)) i a— %)
P%) By PJ‘-E%HT’&%LSE#

VT 0747 ar A%, WY 7T a7 1% ff
FAT 50>, FRITEATRICHE Y /2 A v REIER
HLTa— NI RIERETDLEND
DEF, TI7FNINURTE

HostCal IbackHandler <1,

true

vbroker.security.authDomains

ERTELRBN AL DA~ TREIHNTZY
AMARELEY, KICHIZRLET,

vbroker.security.authDomains=dom
ain1,domain2

BN

vbroker.security.domain.<domain-
name>.rolemap_path
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FKERIAE 32— LA FLak 9% RoleDB 7 7 A
NOYHERELET, Aa— 7 &
vbroker.security.

authDomains (Z#5 & S 415 <domain_name>
DEFIZ2DET,

AL



X a)T4TO/F 1 (C++)

EA=TAT AR e T4 E
vbroker.security.domain.<domain_n true |2 ETHE. false
ame>. vbroker _security.domain.
rolemap_enableRefresh <domain_name>.rolemap_path 7m/%

T AR E ST RoleDB 7 7 A /LN BIYIC 2 —

Fahx3, e —F oK RIx

vbroker.security.domain.

<domain_name>_rolemap_refreshTime

InSeconds 7' RN T AL THRELET,
vbroker.security.domain.<domain_n w—/ <y 7OU7L v aRffEciEELE 300

ame>._
rolemap_refreshTimelnSeconds

’9‘_‘0

vbroker.security.peerAuthenticati
onMode

VT RAEE—RERELET, HE TEAHMEITK
DEBVTT,

REQUIRE - &7 FF I Z X B & e ST 9D 0 22
NHVET, BT D FEAEEIERL2WEG AR,
B EMASNE T, BT RERAEIIREE Z
. BRTRVWEAR, EESERSIET,
WAL, ZOFEAEEF S TR AR —
N ID ZHEST CTEET,

ZOF—RTIE, ETFEHENMEESND M
THVERA,
REQUIRE_AND_TRUST - E'7 FEBH ENMEHES
NHVERHY, T TRWEA T
ENBHZEEERE, REQUIRE T—RERLUTY,
REQUEST - E7FEIENE RSN ET, ETIC
FEAEII L ESH VA, ETICEEHEN 2N
A, MU AR—NID TSN F A, T2
2L, BT REAEA IR U A ISR E N
REEEZT . B TR AR M ER S
F9, LERGAIE. ZOFEHEEH ST
VAR ID ZRESL TEET,

ZOE—RTIE, ETEREMEESND M
EHVERA,
REQUEST_AND_TRUST - &7 ZEB] E AN I &
NHVERHY, I ThRWFA T
SNAHZEEERE, REQUEST £—RERIL T,
NONE - fGEIERETT, NIRz—IREZ,
FEAEER I T G E SR EY A, B
ETICFEHERDH D0 E IR T A
nohEd, BT AR—hID IZHV £
Ao

REQUIRE_AND_T

RUST

vbroker.security.trustpointsRepos
itory

BIESNIZREHER ASTNET AL 7RI DR

2&EELET, Directory:<certs_dir>

DN THELET., RITHIZRLET,
vbroker.security.trustpointsRepository=
Directory:c:¥data¥identities¥Delta

FIWOE: X2 )T4TAIT 1 (C++)
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tXal)F470/8571 (C++)

wA=VAG P

B

FIA4IE

vbroker.security.assertions.trust
-<n>

EEIN=E— LD R
<role>@<authorization_

domain> O X THETH-DIHEHLE
R <n> X, BT —ar L — L riEl
LC— L&B'J‘fét WEHALET,

t&z
vbroker.security.assertions.trust
1=

ServerAdmin@default [ ET DL, 2D
7t R defaul t FAGRR AL D
ServerAdmin 27— /Ll L o TAERBENTZT
TOTH—avZEELET,

ML

vbroker.security.assertions.trust

.all

true [TRETHE, ETNAERTETRTO
TYh—TaraEELET,

false

vbroker.security.
Identity

server.requireUP

PR~ DOBDT T4 TT, IJTAT 2k
OFGE GEHAES—AOTIENEINIZEIFR R
Q) DIE=DIZa—Y =4/ RAT—REEETD
qk%*f*/\wﬁh LT ALANL. true (TR
ELET,
vbroker.security.login.realms %%
ETHE, ZOT T T BN true 1272
Dk, L. TuT 477 AL TR
WETDHELEEETEET,

%L

vbroker.security.cipherList

EENRFIZT 74 VN CHEINCT D5 A1, v
VTE@JI‘QMtHﬁ DVANMIEELET, HE
L0, B5A AL —h DT 7 VF U R
kN BETRY T, bk, FRh7e SSL
BB CRR 72 EH A,

ML

vbroker.security.wallet._type

T4y NI, B A LS — &4 ID OFE
HEF A B A TNDETALINDHEET
T, ZoFuaToizko T,
Directory:<path_to_identities> D
KEFALTT T ID DT AL IR AT
WAT AL TN ERANTEET,

B

vbroker.security.wallet.identity

vbroker.security.wallet._type |ZE%%
SNTWDHRATEEN, FFED ID DF—EFE
HEHRBASTNDT AL TN ERALRLE
j—o

%L

vbroker.security.wallet.password

X — OB B2 fRER T 270 5/32
U—RETIn s A BT Sz AT —
REHRELET,

ALY

vbroker.security.CRLRepository

SEBAERE (CA) ICE-THATSN DR LIZ3EF
B#E (CRL : fEBERZVAN) OITNLER
DIVANEBELT AL 7N EARET D720 H
LET, FOTALINDOTRTOT 7 AL
o—R&Eh, (A% TiERvy) CRL LU THRERRE
NET, CRL 77A/uiL DER B TARITHIT
R0FEH A,

CRL 2Au—FR&XhbL, VisiSecure (IR
T —JREICE T RIEE T HT R TORE EE
FRFET, BT OIFEAEN CRL ITHIA T

B INAERRS I CHERE MBS IV E T, #’rﬂi
ONWTCIE, X271 OME ] O 7 X—T D
X7 OB E] 22 RLTLES,

ML
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—fig AP

VisiSecure for C++ AP

Z ZClE. VisiSecure for C++ N—2 3 U CERINTND APHIZOW T L £9, RO
HTRIa BB £,

= —fiX API

= SSL LFERFE API

= QoP API

= KR API

FTRTCO 7 T AL, BIOFRENZRVRY vbsec 4ETZERICH Y £,

—J% VisiSecure APl Ti%. Current & Context AP IZOWTEHAL ¥4, 22T, 7
UL, BEHER, BLOY TV =7 MMCET 5 APHFRAZREEL £, S51T,
Wallet APl [ZOWTH B L £,

class vbsec..Current

Current i, ALy FEADEX 2V T 42V THFAMDOE 2—%2£L T, —EONFOH
Lid, BRIATO TR AMNETICEHASINET, 2047V ME, ROa—F%
o Tl TEET,
CORBA::Object_var obj = orb->resolve_initial_references("VBSecurityCurrent");
Current* ¢ = dynamic_cast(obj.in());

A2 —F274)
DI T AEEHTHIZIX, vosec.h 7 7 A NVE AL I NV—RTHLERDHD 7,

AVYE
void asserting (const vbsec::Subject* caller)
MOHLIZOID TH 7 V=2 b2 7 —rLET,

N rA—4  HEA
caller Y7 O LT T,
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RYE

RYE
Bl

void clearAssertion ()

Aio asserting @ AP EQNM LIk » TR SN2 T —va &2 U T LES, 7
Y= g UMER S LD EIOFFO LTS IROFOH Lt & L TGS ET, 20 AP
X, asserting & L HIZHEATAIMERDH Y 9, 220 XY v K OMOH LIZR—3
NHDHE, THLARWIFOH LI ID 723 THI L 2WES RN RET 2 Endb D 1,

const vbsec::Subject* getPeerSubject ()
BT TV MIT VAL ET,
V7 &#FT Subject ATV = 7 R A~DERA X,
const vbsec::Subject* getCallerSubject ()
MR LTH 7 Y= MY 7 BAL £,
BEONH Lot & 29 Subject A7 2= 7 h ~DR A H,
const vbsec::SSLSession* getPeerSession (CORBA::Object* peer)

SSLSession 7 #MGL £9, ZOMRHLIZ, ZOFEROIZAT L METO
SSLSession #iXL £9, ZDOAY v FEERO AL TH A NOHBTHERTZ L1XT
X FEHA,

NI A—45  §iA
peer NAVRDSIAF LT peer 47 V=TT,

TEST S 4TV 5 SSLSession ~D 7R A > H

CDOAYy RPRERaTHANOHFCEOHEINDD, £ 7 U7 TCP #kiaimL
TERZZITIRNDER = 7T F A N CTHEORH E 5 & BAD_OPERATION 2S4S AL E T,

class vbsec::Context

Context i, 7747 "R FEITTHEXF 2T 42 THFAMNERLEST, 20T 75
AL, WO =K Z2flio TRETE £T,

CORBA::Object_var obj = orb->resolve_initial_references("VBSecurityContext");
Context* ¢ = dynamic_cast(obj.in());

AN —FKT74)
DT AEFHTHIZIE, vbsec.h 7 7 A VB A TN —RTDHHLERH D 7,

AUy K
void login()

VAT A7 AL FET, vbroker.security.loginRealms 72 37  IZEZRIN
e r 7 A LET, FESNZEED Y 2 N 22 WL CHEROFTILEL =T £7,

void login (vbsec::CallbackHandler& handler)

fgiE &7z CcallbackHandler #ff->Tu /' A UIEREREGEL TV ATFAICua sl AL
ij—o

NS A—4 EizL]
handler BRE ST LD AT 57 74V DI — L Ry IR,

void login (const std::string& realm)
FEDOTHBEDO Y AT Mza 7 A LET,

NS A—4 B
realm 0y A AT,

void login (const std::string& realm, vbsec::CallbackHandler& handler)
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BESNa— Ny IR I EFEs TEREZBG L, FHESNLEEO Y AT AlZm
VE A

NG A—4H H L
realm Ty AT AR T,
handler BRE TS T D7 OIE T DT 74 b= Ry TN KT T,

void login (const vbsec::Wallet& wallet)

wallet #ffi> T AT AMlcu 7 A LET, V4L v ME, WalletFactory APl %
i o TR L £97

NI A—45  EHH
wallet A N RV E AN

void login (const std::vector<const vbsec::Wallet*>& wallet)
R FZELTHESINE—HOU Ly F 2o T AT AR A LET,
N rA—4  HEA
wallet g AANAMERT D04y TT,

const vbsec::Subject* getSubject (const std::string& realm)
FEE SN2 fEIT 2 Subject Z G L £7,
N rA—4  HEA

realm TV 7LD T,

IOV T2/ hEFT Subject ATV b ADRA X,
void loadVault (std::istreamé& stream, const CSI::UTF8String& vaultPass)

BEsonlAR— Vv bEe—RLET, F—VFADID RV AT AIZE—RENET,
ZORAYy REMHT LA, e/ A3 EH Y FHA,

INFA—42 B
stream

A=V MERE ATV CTHRAET AN —LTT,
vaultPass

RV MER OB S ERIRT D10 DAY —R T,

void logout()

TRCOBEHN S 2= =521 7Ty N LET,
void logout (const std::string& realm)

BEINIEE» b —F—%2n T b LET,

NS A—4 E L
realm 0y 7N AT,

void setCallbackHandler (vbsec::CallbackHandler* handler)
TT7HNVE TRy IR T HTRTT KXo THRELET, 2 UL,
vbroker.
security.authentication.callbackHandler 7’ /87 ¢ 24555 LI LA LR
L TY,

NS A—4H E L

handler &+ % Cal lbackHandler T,
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RYE

void generateVault( std::ostream& stream, const CSI::UTF8String& password)

A= bFEAEKRLET, =LV FREINZAN) —AIZESHEIN, BESNTZ/ SR

J—R & T LENET, TR T—RiE, fﬂwbwﬁ%%m@Tét (A
ERALET, SAT—=KRIZnll ZHEETHZ b TEET, F—L ML, VAT LDT
RTCDID BA> THET,

NS A—4 B
stream R L MBS A F R TR E AT AN — AT,
password A=V MERERE BAL T 272D T2/ AT —R 9,

vbsec::Subject* authenticateUser (const vbsec::Wallet& wallet)

BESNT T AV y NORFHERERIEL T, /ATy rLby b 2o TIITEN
32’9’“7% VATALIDD1DE L‘/Cumnﬂiéhf;‘v-7 /I7 }‘ i{fﬁﬁéﬂiﬁ/\/

RT3 A—4 Eﬁﬂﬂ
wallet muu u{iﬁﬁjﬁéﬁﬂﬂ//]\’(jﬂ

vbsec::Subject” importldentity (const vbsec::Wallet& wallet)

?Eém‘ﬂwv/ N ORBIEFHRE > T T2/ b2 A A—bLEF, TOXY YR
IRV ABREHY EHA, YTV M VAT AIDO LIS L THASEY
A/o

INT A—4  HEA
wallet AL R—bT5 ID I ST HUAL YT,

void setPRNGSeed (const CORBA::OctetSequence& seed)
SSL B TR 2T v & LY = XL —F D72 D seed T L £7,

NG A—4H HL
seed PRNG DY —R T,

ssl::CipherSuitelnfoList* listAvailableCipherSuites()

SSLETHMTELMEILAA— D) AN ZEAL £9, Ziud, FATERT<TO
BERALA A — R A2 > TWD DT TRV E NI J1T
getEnabledCipherSuites FEOHH L &3 B7e v 97,

FIMAIEETH > TH SSL B TOMEHAR AN /R > THRWIEELA A —F DU 2 |,
void enableCipherSuites (const ssl::CipherSuitelnfoList& suites)
FTRTDSSL By v a /L TAICT D2 BENH DM FIEAAL— P 2REL £,

N rA—4  HEA
suites IDL A34:5% 9% CipherSuitelnfoList !

ssl::CipherSuitelnfoList* getEnabledCipherSuites()
FTRTOSSL By v a ikt L TERICR > TOW DI BLA A — F OFEGZRSEL £7,
FTARTHOSSL By v a T L THRNTR > T DI ZIEA A — |,

void setSSLContext (vbsec::VBSSLContext* ctx)

SSLarTH AL EFELET, ZHIZLY . VBSSLContext TEHRI LTV HIEHREY
> TSSL Yy a2 T& £, VBSSLContext I%. SecureSocketProvider
APl Zfifi > TYERR L £9,

NS A—4 B
ctx FNTOD SSL By ar OESLICH ASh 5 VBSSLContext T,
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VBSSLContext& getSSLContext()

setSSLContext() %~ Ti% i &5 VBSSLContext ZHif54 25, £/213T57 7 41
k@ VBSSLContext A7V =7 F #iEL £,

9XT D SSLSession DfELIZfHEH X415 VBSSLContext T,

class vibsec:Principal

TV ouE, 2= —DIDEFELET, ZIUIRET T ATT,

A2ON—FK274)
DI T AEEHT DI, vbsec.h 7 7 A VEA L IV —RTHHERDH D 7,

AVYYE

std::string getName() const
T2 VDA,

std::string toString() const
TNV DLFHNRBEETEL £,
TN LD IFHIRBTT,

class vbsec::Credential

AT, 2B RAT =R R LD ILERIAT L0 DFRERL £, 2l
RS 5 2T,

AON—FK274)
DI T AEEHT DI, vbsec.h 7 7 A VEA L IV —RTHMERDH D 7,

class vbsec:Subject

YTl NI, N EOE O T 4T 4 IETAERO I N—TbERL T,
’03@0)%%& . VP72 v oH T, BXORRAT RS- DXl
BT BN H Y 9,

A2 —F274)
DI T AEEHTHIZIX, vbsec.h 7 7 A NVE AL IV —RTHHERDH D 7,

AVYYE
Principal::set& getPrincipals()
YT b OT YAV EREL £,

BT DTV NV OES, TORGONEEETL THLY 7V 7 MIFE
LEHA,

void clearPrincipals()

Y72 TV NVE VT LET, Y7V bOTRTOT Y v 7LR
HIfRS I ET,

Credential::set& getPublicCredentials()
RS/ N PN l\ﬁiﬁé—)ﬁyﬁ%b E3cn (/.L}Eﬁa?—tfk)o

Y7V 27 b ORFRFEROES, ZOREONEFLZLEL THLIT V=7 MITRHE
LEEA,

void clearPublicCredentials()
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V7= FORERAEFRE 7 VT LET, Y7V =7 b OFT N TORMBIEG R
FESINTHIBRS L ET,

Credential::set& getPrivateCredentials()
BTV N ORMERGEEREZIEL £ (BEX—7228),

RYIE HY7V=7 ORERIEEROESR, ZOEAFORNFEZETL THLY T Vo7 MIITEsE
LE¥A,

void clearPrivateCredentials()

YTVl N ORMEREERE VT LET, 77 b OTXTOMERIEF SR
FEINTHIBRELET,

Principal::set getPrincipals (const type_info& info) const
RSN TV L ETREOR L A LR A FF > T O YT Y= hO7 Y v LD E
2L £7,
INFA—42 Bl
info WENT=T V27OV EES TN FATREDRUE R T,

RYE FBESNEETREOMEFECMEREFF>TVWLHT V=2 bOF Y v LOESE,
DEEDOAREZLELL TH YTV =7 MIUTREL FHA,

Credential::set getPublicCredentials (const type_info& info) const
REES N TV D ETREOM L A UREREZFF> TV DAY 7Y =7 F ORBRIHEFROES

ZEEL £7,
NS A—4H E L
info WENIZA B TR > TOBIATRE OIS T,

RYUE HBESNEFETRHORLFEUIEREFE>TWDH YTV =7 N ORKRIEFROES, =
DEEGONFEEREL THL YTV =7 MUIEEL A,

Credential::set getPrivateCredentials (const type_info& info) const
RALS TV D ETRFOM &L A U RZ £ o TV A Y7V = 7 F OERIHEFROES
ZIAFL £7,
nR3A—4  HEH
info IRE I R RREE MO > CO D FATRFO BB R T,

RYME fi éﬂt?ﬂéﬁﬁff@ﬁ”kHbﬁ"fﬁiﬁ%ﬁofb\éﬂ‘7/Iﬁ N ORETRIEEROES, =
@%A@Wﬁ%ﬁﬁbf%ﬁ'7 V=7 MIIREBL A,

class vbsec::Wallet

Wallet X, —f%ica 2 1> APIFEONH L CHEA SN ARAEEHROFIAHE T, Wallet
ix. mumumamyAm%ﬁofwmén BHOREEOBIEHFRB A > TWET,

A2 —F274)
DI T AEEHTHIZIX, vbsec.h 7 7 A NVE AL IV —RTHHERDHD 7,

AVYYF
std::string getTarget () const
ULy FBRIEEZT DTy FERGL E7,
RYE #—7 v MEROILTHIREL,
void populateSubject (Subject& subject)
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FRRED 728D DFBFENE W 12T Z OMOERZIRE SNV 7V =7 MTHKHL £,

NS FA—H B
subject TAL Y IR T =R BT DY T V=TT,

%II:I

class vbsec:WalletFactory

WalletFactory (X, OO Y 4+ v N &AFKT 27 77 MY 7T ATT,

A29IL—FKI774)
DI T AEEHT DI, vbsec.h 7 7 A VEA L IV —RTHHERDH D 7,

AYYE
Wallet* createCertificateWallet (const std::string& name,
const std::string& password,
const std::string& alias,

const std::string& keypassword,
short usage)

CH+ ¥ —A LT &> CGEHEY Ly b &{ERK L £3, C++ F—A 7t Java ¥ — R
TEIFLEALRLTTN, T 7 N UHERE-> THERESRET, ZOAPHIZK > TE
BEnfzcv+by haEffioTul 325 L, SSLBTHEHETF = A U BEHINET,

NS A—4 B

name F—ANT DT AL IRITT,
password F—ART O/NAT—RTT (ZDOV YV —RTIFEHRL EHA),
alias F—ANT AT AZITATT,

keypassword  $5iES 2T T ADRE T — D/ SAT —R T,
short usage AFPAEE R ARE T (CLIENT, SERVER, 7213 ALL),

FRESNIZHERBA-> TOWDIEHEY + L v K,
Wallet* createCertificateWallet (const CORBAsec::X509CertList& chain,

const CORBAsec::ASN10bject& privkey,
const CSI::UTF8String& password)

FAEAET = A2 BEX— BEIORRAT =R &Moo TREAEY + L v b E2ERL £,

NS A—4H H L

chain AL MR DT DR EF = AT,
privkey A ET = A OB — T,
password REF— D/ AT —R T,

FBEENTHBRNBAS> TWAHFAET L v b,

Wallet* createldentityWallet (const std::string& username,
const std::string& password,
const std::string& realm)

a—P—4, NRAU—FK, BLOWU L v s ONREEEZ T L EEEH>TIDY 4L > b
2R L £7,

NS A—4 B

username ID D —H—4 T,
password ID D/RAT—K,
realm T Ly MSRAEE T DRI T,
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RYE

RYE

SSL AP

RESNIHERPASTHDID V4L v b,
Wallet* createldentityWallet (const std::string& username,
const std::string& password,
const std::string& realm,
const std::vector<std::string>& groups)

A—F—H NAT—=F, Ul vy b B@EEEZ T D8k, BIO—ED S LV —T EEE
flEoTID Y4y F&fFRRL £7

n"NSA—4  HH

username ID Do —%—4 T,

password ID D/SAT—R,

realm VAL MR AT DT,
groups ID AFTRT 5 #EDI N —TTRIETT,

BEINTEBEENASTHASID 7 4L v b,

RYE

RYE

RYE

Z ZTlE. VisiSecure D SSL A > 7Y AT — a v LXEET S & X £/ SSLAPI T
WTEBH L £,

class vbsec:SS| Session

SSLSession %, HIED SSL #kio vy a %KL £9, SSLSession (%,
vbsec: :Context using getPeerSession() SIS TE £,

AIONL—FT7A41L
ZDI T REMHAT HITIE, vbssp.h 7 7 ANVE AL IV—RTHRERH D £,

AVYE
time_t getEstablishmentTime() const
SSL B A HESL ST REZI 2 UG L £7
SSL e ST S AU REH,
const ssl::CipherSuitelnfo& getNegotiatedCipher() const
FEE ST SSLEICH T D T b A =— F SNTHFEZRL £7,
FEE I NIz SSL BFRICK T DT b X T — b STzl 5
const CORBAsec::X509CertList& getPeerCertificates() const
V7 OFHEF = A BREL £,
ETREAEF = A,
const CORBAsec::X509Cert* getTrustpoint() const

ETYREEEINTWAEER A N EREL 4, ETICEFHERR W), FMEES
DTV WEAIE null 23R L F9,

ETMEEINTWAEER A > b EziEnull,
char* getPeerAddress() const

ETOIPTRLAZEAL 7.

XXX XX XX XX TERD L FINZ L HE T IPT R LA,
CORBA::UShort getPeerPort() const

ZOBFEBPERT AT OR— N EFESEIRL 7,
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BRICB I 5T OR— B,
void prettyPrint (std::ostream& os) const
FRES NI A b U — A2 SSLSession 1E# A H L £7,

NS A—45  HiA
0s SSLSession 164 /17 D JAN — AT,

class vbsec:VBSSL Context

VBSSLContext (21X, SSLSession # {9 5 7= DIZLEERITERNA-> TWET, Z0D
*7 V=7 bk, SecureSocketProvider::createSSLContext() % fifi» CTIEKL %
—a_‘o

AI9NL—FT7ALIL
DI T RAEMHT HIZIL, vbssp.-h 7 7 ANVEA L TV —RTHLERH Y £7°,

AVYE
const CORBAsec::X509CertList& getCertificates() const
SSLETHMT 5 ID #RITFEHET = 14 2 HUS L 97,
SSLE TIN5 ID 2R TIEHEFET = 1,
void setCipherSuiteList (const ssl::CipherSuitelnfoList& list)
TDAY R, SSLE CTHATE A SAEET 7edIEAL 3,

NS A—4 EizL]
list SSL #&ft T CEDORE S DYARNTT,

const ssl::CipherSuitelnfoList& getCipherSuiteList() const
BITESSL BAMEA L TV DIFEAEL £7,
BILE SSL EAME L TV DR 5,

void addTrustedCertificate (const CORBAsec::X509Cert_var& trusted)
Tay T MK TEEINZAENEL SSL 27 F X MIBML £7,

NS A—4H H L
trusted (EESNBIENI BT,

CORBAsec::X509CertList* getTrustedCertificates() const
FEINTWAHIEHEZED Y A MRS L £7°,
FEHINTVLIEHED Y X I,

class ssl:CipherSuitelnfo

CipherSuitelnfo 1%, 2 2D~ ¢ —/V R &Gk T4,
" CORBA::ULong SuitelD
® CORBA::String_var Name

Z O IDL #ERITIE, SSL HARICEE S KB b 2Rk L7122 2D 7 4 =L B H
SuitelDfED Y A ks EENLDAFNL, A7V —R 77 A/ ssl_c.hiZ& Y
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A9 N—F2741
DV TAEFERTHICIE, ssl_ c.hh 77 A VE A INV—R$THXLERHY £
‘d—o

class CipherSuiteName

ZDUTRE ExX 2 U T 4 ANMEMT LS ICET o FR e Rt L £,

AVP9IL—FT74A4IL
DI T AEFEATDHIZIE, esstring.h 7 7 AV E AL I A—RTH0ENRH D
£75

AVYE
static const char* toString (int tag)
PAR—h SN TND SSL B SALOFEERHR 2L £,

NS FA—H B
tag K24 ICBEEM T O 47 T,

ﬁll

RYIE WS EoXTINLRRALZEL £,
static const int fromString (char* description)

FBE SN 5 OMBICEEMf =¥ 7 2k £7,
NS A—4H H L
B! W5 DO LFFMERBL T,

RUME 5S#e L TRt LS4 ICBE T b7,

class vbsec:SecureSocketProvider

SecureSocketProvider %, t¥ =27 Y7y MEHRO T 0L FZ T, SSL a2 TF A
b OERK, SSLAEIHEDME, X% 27 Y7y MIBE#ET 5 ZOMOEHROFEEZITH 7=
O OMEEETREEL £,

AIONL—FT7A41L
ZDI T REMHAT HITIE, vbssp.h 7 7 ANVE AL I V—RTHRERH D £7,

AVYE
vbsec::VBSSLContext* createSSLContext (const CORBAsec::X509CertList& chain,

const CORBAsec::ASN10bject& privkey,
const CSI::UTF8String& password)

DAYy Rt BESHEEREZME > TSSL 27 F 2 b 2ER L £3, FD%I2 SSL
a7 % A M vbsec: :Context (2 X, SSL #EHi & Mt T D 7=l ET,

N A—4  §H

chain REIETF = AT
privkey WEX—OA T/ TT,
password FLERX— D /RAT — R T,

RYE BEISNZEHRNS A>TV VBSSLcontext,
void setPRNGSeed (const ssl::Current::PRNGSeed& seed)
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SSL /B CHMT 24T v X L2HEFT = XL — X D7D D seed ZREL £7

NS FA—H B
seed PRNG O —RT9,

%II:I

const ssl::CipherSuitelnfoList& listAvailableCipherSuites() const

SSLIBCHATE DG AAL— b DU AN ZEAEL £3, Zhud, FIARERT~TO
B A A — R DA > TNDDT TERNE NI KT
getEnabledCipherSuites FEOYHH L &3 B7e v 97,

MMAFRET o > TH SSLE TOMMBANIT/2 > TRV ZAELA A —F DY A bk,
const CertificateFactory& getCertificateFactory() const

FERET 7 7 MY ETUG L E7,

CertificateFactory A7 =7 I,

class ssl.Current

ssl::Current %L T, Z79AT7 L TV r—2 a0 —R"—F7V7 %
B —ICREL., fEAEEREZE T IR L 9, 6, 2O/ X —T=2—R%
fifi o C SSL Bifie & 5% E L. b & A% % — % SSL B TR £7,

M — LAEHFII Iy X — L P L= TREEN TR Y | F—REHEORAES &
MTEHDZERLTOET, ZOA ¥ —7 2 —APMEX— LFEHET « 4 ok L T
I DF_RTOAY v NI, ZhED~Ny X —L L —FTRREICRY £, ThbD
TR 2 AT AR D LB 0 TT,

" GEEICH L TR S e~y X —DITIERITRD LB 0 T,

B IRNTONy XTI, HLVT 2R T LFTRODLERD Y £,

B GRTO R —F L, ATOBEY KD VITHLWVTE R T UERLIETY, PEM
RO X —1Z1X, Proc-Type & DEK-Info £\ 5 2 DDBEMA~y X —{TRH 0 | 1E)
DREF—121TH Y £ A, WHFDITREIEL, TTOKDVITH LVITE R T XFR
%‘g"c\‘j—o

ZOFTV s ME, RO —R 2o THRETX T,

CORBA::Object_var obj = orb->resolve_initial_references("SSLCurrent");
ssl::Current_var current = ssl::Current::_narrow(obj);

A9 N—F2741
DV TAEFERTHICIE, ssl_ c.hh 77 A VE A INV—R$THXLERHY £
‘j—o

AVYE

CORBA::ULong getNegotiatedCipher(CORBA::Object_ptr peer)
BE SN SSLEICHT D 7 b RrA v o— N SNTHEFEZRL £7,
NI A—45  §il
peer IS SO IGTAE T T,

ER SN 5 a2 Rl (#27), CUFFIRBA BUGT 21203,
CipherSuiteName::toString Zf L £9°),
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55+ CORBA::BAD_OPERATION: # 7Y =7k 7 null D&% 71386k H SSL 2 AL T
1R,

CORBAsec::X509CertList_ptr getPeerCertificateChain(CORBA::Object_ptr peer)
ET7ORFET = A H B L ET, == OFEREBET D5 OI@HEILY 7 A7
NPTV = a il ko TRBISNETAE, b—"—1I7 747 b biFlEeERT
HZEHTEET,

INT A—4 B4
peer AT TSN ORI 28T T,

%II:I

RYE #HINERSZRTM, CCFPIEAEZ IS T 5121E, CipherSuiteName::toString % i
LET),

515+ CORBA::BAD OPERATION: A 7Y =7 b 78 null DIBEFE 7213855878 SSL & /AL TW»
AL R

char* getPeerAddress(CORBA::Object_ptr peer)
OB THAL TND Y Iy hoRT A—FOFRRERL £7,
NI A—45  §il
peer THHRPDIGT DT T,

RBUME xxxxxxxxx BROZXTFINZLBET IP TR L A,

55+  CORBA::BAD_OPERATION: # 7Y =7k 7 null D&% 71386k H SSL 2 AL T
AL SR

CORBA::Boolean isPeerTrusted(CORBA::Object_ptr peer)
ETOEAEF =AU PEFHTEDINEIDNET AN LET, F=A U OREFFONTI
M3 trustpoint 126 DA IXMEETE £,
NI A—45  §
peer fEWL G287 T,

RUE FoAUMEEINTOLIEEIT true, SN TWaWEAIT false,

515+ CORBA::BAD_OPERATION: 47 ¥ =7 b 78 null DIFEE 7213855878 SSL & AL TW»
mOE,

trust:: Trustpoints_ptr Trustpoints getTrustpointsObject()

trustpoint Y AR R U~D VY 7 7 L A& L £9, 2O APl Zff-5 T trustpoint 47 =
Z h~T 7 AL, trustpoint ZREL £7,

RYE _var T8V Y TARLENRDH S trustpoint YR U ~D U 7 7L R,
void setPRNGSeed (const ssl::Current::PRNGseed& seed)
SSL ETHEMT2HUT v X LFFT = Rr L —F2DH D seed % EL £,

NS A—4 Bq
seed PRNG @ OctetSequence ¥ —K T,

%II:I

void setPKprincipal (const CORBAsec::ASN10bjectList chain,&
const CORBAsec::ASN10bject& privkey,&
const char* password);

DAYy REFATHZLET, 7747 b0V — —"T SSL #f5 CHEAT 2 LN H
LRFEF = AV ERBER—FRETEET, T, Y= —TENHE, 7747 T
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A7y ar Ty, 5X—V0 (X2 T 47 m/ 7 1 (C+)] @
peerAuthenticationMode 7 /87 4 L B L T X0,

NS A—4 B

chain RALF = A2,
privkey SSL H&foe CHEM I E ¥ —,
password R — D/ RRAT— R T,

fil5}  CORBA::BAD_PARAM (=——4 £7213/3 AU — K A null DA,
void setCipherSuiteList (const ssl::CipherSuitelnfoList& list)
ZORAYy REMATLHZ LT, 7747 > bW —s3—"T SSL £ THIH T REZR 5 5 %

fEETEEY,
NS A—4 EizL]
list Hr=TRESNTZRE B AL — DY ARNTT,

ssl::CipherSuitelnfoList* listAvailableCipherSuites()

VisiSecure THEATE LM EAALA—FD UV AN ZIEL ET, REIZR -7 AT VTS
HBENHY 7,

RYE MHEAL—FDY AR,
ssl::CipherSuitelnfoList* getCipherSuiteList()
HIE SSL BAMEAL TV DRFE&iEL £77,
RYE BESAAL—FDY R,
void setP12ldentity (const CORBASEC::ASNIOBJECT& pks12cert, const char*

password)
AR bk B
pksl12cert PKCSH#12 JERA DT — 4,
password xR — D AT R,
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RYE

RYE

RYE

ZDOAPHZIE, FEHETHERTE 77 REA Y v RB A TWHET,

class vbsec:. CertificateFactory

FEE L F—2 WS DD a—T 4 VT 4 7T ATY,

A29IL—KT7741L
DT AEFEHTHIZIE, vbssp.h 77 A L&A IV —RTAHLERLD £,

AVYE
CORBAsec::X509CertList* importCertificateChain (const
CORBAsec::ASN10bjectList& certs) const

CORBAsec: :ASN10bjectList JEDFEHF = 1 % CORBAsec: :X509CertList |21
viR— kL %7 (VBSSLContext CTHFAHL £9),

INT A—43 SR BA
certs FEBEF A0 ASN1ObjectList TEXDFKH TY,

CORBA #5i% D 723 DFEHEF = 1 D CORBAsec: :X509CertList XD FEH,
CORBAsec::X509CertList* importCertificates (const CORBAsec::ASN10bjectList&
certs) const

FEAAZEE U A b % CORBAsec: :ASN10bjectList ®fZC CORBAsec: : X509CertList
WA AR =ML ET, FSEAFTRAICEEMTONTWDIRETD Y FEA, A HR—h
BIZH ILONEFII R SN E T,

N A—4 A
certs FAEFAEY AR ASN1ObjectList B DRHE T,

ZEBE Y 2 |k @ CORBAsec: :X509CertList JERXOFRH T,

CORBAsec::ASN10bject* importPrivateKey (const CORBAsec::ASN10bject& key)
const

T % — 7% BASE64 F£721% PEM JERX72> 6 DER JERUCEHA L £,

NS A—4 B
key W F—4 7Y =/hd ASN1ObjectList JERDFEEL T,

F# % — o DER A,

CORBAsec::X509CertList* importCertificateChain (const
CORBAsec::ASN10bject& pkcs12bytes,
const CSI::UTF8String& password) const

FEAET = A v % pkes12 NAF U S AR — ML ET,

N A—4

pkcsl2bytes  pkesl2 /N7 YD ASN1ObjectList JERDFELTT,
password pkes12 /S FYDISAT —R T,

FEAESF = 1 > D CORBAsec: :X509CertList X XD FILTI,

CORBAsec::ASN10bject* importPrivateKey (const CORBAsec::ASN10bject&
pkcs12bytes,
const CSI::UTF8String& password) const
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"3 x—45  FHH
pkesl2bytes  pkesl2 /37U ASN1ObjectList JERDOEBITY,
password pkes12 XA F VD RAT—R T,

X —F 7Y = 7 I ® CORBAsec: :ASN1Object L DEH T,

const CertificateFactory& printCertificate (const CORBAsec::X509Cert& certificate,
std::ostream& stream) const

AEE R A ) — 2L £,

NS A—4 B
certificate W17 2REBHETT,
stream H 4 BAN — LT,

CertificateFactory #iXL £7°,
bool passwordForPrivatekey (const CSI::UTF8String& password, const
CORBAsec::ASN10bject& privkey) const
BESNTARAT =R PBESNTMEX—F 7T =7 NORSE2MRTELNE I 1%
TANLET,

NS A—4H E5i8A
password T AN %/ SAT —R T,
privkey W SR oME R — 47 V=TT,

W= ORI % & true, XRHT % & False,

class CORBAsec:X509Cert

ZDYTAIX09FFAEERLET, 7 TIA T T 7Y — a5 CORBA AT

P MINRNAURENDE, ITAT U NIZDA L E—T 2 — A& o TH—"—D
SEAERESRABS L ET, 79472 MIEFHAERSH 2 5E. — =T F—

T2—A&ffioTIrI7A4T7 0 bOGEHEFEREIET DI ENTEET,

A9 —F274I)1L
DU T AEFERATHICIE, X509Cert_c.hh 7 7 A V&AL 7 V— R T 50 RH
Dij—o

AVYYE
char* getSubjectDN()
FEAEIZ A>TV Y 7Y F DN ZIRL £7°,
BT NEAPRD LD A TIRINET,
CN=<value>, OU=<value>, O=<value>, L=<value>, S=<value>, C=<value>

char* getlssuerDN()
AEAEIC A S TWHFEITIE DN &k L £77,
BT NAPRD LS A TIRINLET,
CN=<value>, OU=<value>, O=<value>, L=<value>, S=<value>, C=<value>
CORBA::OctetSequence * getSignatureAlgorithm()
AEHFICEEN TV BEAT LAY X L&KL £,
AFAEICE ENTWAREBEL T LA Y X L,
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RYE

RYE

RY{E

RYE

RYE

RYE

CORBA::OctetSequence * getHash(CORBASEC::HashAlgorithm algorithm)
FEFAEDO Ny V2 IR L £,

N A—4 A
algorithm Ny aT NITYXANTT, f§E TX5EIL CORBASec: :MD5,
CORBASec: :MD2, }JXTUNCORBASec: :SHAL T3,

HESNZTNATY ZLEMH LA EO NNy v 2,
CORBAsec::ASN10bject_ptr getDER()

Z DFEHED DER B SALIER AR L 7,

Z OFEBEO ASN.1DER W 5LTE (Lvar ([Z#10 4 To i Ed),
CORBAsec::SerialNumberValue_ptr getSerialNumber()

FEAEO Y TAESEIEL £,

RERED T U T A FE,
CORBAsec::X509CertExtensionList_ptr getExtensions()

X509CertExtension ® U A b L LT, ZOFEAECHIAFEE/RT X COHLEZIEL 7,

X509CertExtension ® U 2 f & LT, ZOIFHETHHARERT R COIEL KL F
T, FE. ZOFEHEBIZHEEN 2 WEETE. Null EORCH AR L 3, IR ¢ &
FHA,

CORBA::Boolean isValid (CORBA::ULong_out date)
ZOFEAEO B, ARRBBA ST HOEMNE S hEF =y 7 LET,

NS A—45  HiA
date UNIX DRI A2 > CREW E O A 20 IR 25 E % out 51354,

AR ENA R SAT true, EARSAIE false
CORBA::ULong startDate()

AEEO R ZIHIROBIE R # TG L £7

197041 A 1 H OO OB EERT int ZIRL £,
CORBA::ULong endDate()

AEFAEOA IR A 2 B L £9,

197041 A 1 H O b O ERT int ZIKL £7,
CORBA::Boolean equals (CORBAsec::X509Cert_ptr other)

2 -2 CORBAsec::X509Cert ZFAE # Hlg L £,

AR bt B L
other LI R S RATIL G A

2 DOFEAFENFE CHA T true (LUL), £ 5 TRiFhIX false (OUL) 2K L 7
CORBA::Boolean isTrustpoint()

Z DFEEM trustpoint 2> & 9 2>, £ OHEITENNERTE DEHAFTNLE 9 2B L £
ﬁ—O

FEBAEAS trustpoint DAL, true ZiKL £,
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class CORBAsec:X509CertExtension

ZD7 T AZ, RO XD 7e X509 FEHEYIR A R T IDL G R T,
struct X509CertExtension {

long seq;

sequence<long> oid;

boolean critical;

sequence<octet> value;

b

NG A—4
seq
oid
value

B

AEAEYLREDO —E DB B TT,

FEIED oid T,

oid I ESN TV BRI » Ty a— RSN EREDOE T,

AION—FT7MI
ZDU T AEFRATHEAIE, X509Cert_ chh 7 7 A V& AV 7 V— KT H0ERH Y £

ER

Z 2T, VisiSecure 23& 3 2 A (QOP) APLIZOWTHIBAL £97,

class vbsec:ServerConfiglmpl

ServerConfiglmpl /&, csiv2::ServerQoPConfig DA 7V AT — a3 T, K
D & 5 72 IDL &R T,

ServerConfigimpl (
CORBA::Boolean disable,
CORBA::Short transport,
CORBA::Boolean trustinClient,
csiv2::AccessPolicyManager* access_manager,
const CORBA::StringSequence& realms = _available,
CORBA::Short requiredldentity Type = csiv2::ServerQoPConfig::UP_OR_PK,
CORBA::Boolean supportldentityAssertion = static_cast<CORBA::Boolean>(1)

);

NT A—4
disable
transport

trustinClient

access_manager

realms

E

TR VT AE DT DNEINETRELET,

R DHEAN = A LT, ARREITKROLBYTT,

m CSiV2::CLEAR_ONLY : X 27 h 7V AR — MIARETY,

m CSiV2::SECURE_ONLY : % =27 F T AR— b LFA S ERA,

m CSIV2::ALL : {FREDI%EAY v REHFHTE£T,

BN TAT VORI LE R TONEINERELET, ZOEIL,
CSIV2 JE CRIESILET,

QOP AL TVALT—3ar DD DT I AT F—VF T, —P—NE
7% csiv2: :AccessPolicyManager @ 33ET4, null DA
T7FNVMEERERLET,

AV — % S O H FTREZR fEHIE T,
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INT A—4 2iER
requiredidentityT  QoP RV —D AL FVAL T — 9 THER ID T, 774/ M,
ype csiv2::ServerQoPConfig: :UP_OR_PK T,
8 T ¥ % fH (X, csiv2:ServerQoPConfig::NO_I
csiv2::ServerQoPConfig::
csiv2::ServerQoPConfig::
csiv2::ServerQoPConfig::UP_OR_PK, FJIW
csiv2::ServerQoPConfig: :UP_AND _PK T7,
supportldentityAs 77U /r— a3 ID 7 —YarE R — A0 L0 E R ELE T,
sertion

T C|

D.
P .
K

~

ServerQoPPolicy #E#&H 7T HI2iF, NI v —DI FXERHHEEERTI DT V=
7 b EERRL £,

A29IL—F274)
DU T AEFERTHI2IL. CSIV2Policies.h 7 7 AV & A 7 )L—R T 50N
@iTo

class ServerQoPPolicylmpl

ServerQoPPolicylmpl (%, csiv2::ServerQoPPolicy AU A F— 3T
9, ServerQoPPolicylmpl &7 Y =7 hix., ¥—/3—D QoP OEMEIZEEL £,

A9IL—KT7AIL
DU T AEFEHTHIZIL, CSIV2Policies.h 7 7 A V& A 7L —R T 50BN
D E9,

AVYE
ServerQoPPolicylmpl (const csiv2::ServerQoPConfig_var& conf);
ServerQoPPolicylmpl A7V =7 hDar AT 7 X2 TY,

NS A—4 A
conf REFESHLZ QoP BREMN A-TUS ServerQoPConfig 47 P =/ T,

virtual csiv2::ServerQoPConfig_ptr config();
ServerQoPPolicylmpl 7> % ServerQoPConfigimpl 7' = 7 s B L £,
RUY{E ServerQoPPolicylmpl 7% ServerQoPConFfiglmpl 47 Y =7 F NS N E T,

class vbsec:ClientConfiglmpl

ClientConfiglmpl /%, csiv2::ClientQoPConfig DA 7V AT — 3 T,
ClientQoPPolicy 2 EHE 7T AHI2F,. RV —DXFXEFRHHEL2EETIZ DA T V=
7 b EAERL £,

A9 N—F2741
ZDI T AEHEHTHI2E. CSIV2Policies.h 7 7 A /V&E A I )V—R T 50 NRH
D ij‘o

AV R

ClientConfigimpl (const CORBA::Short transport, const CORBA::Boolean
trustinTarget)
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ClientConfigimpl 7Y =7 h®Da v 2 s 7 X T,

NG A—45
transport

trustinTarget

%II

B
ERTDIREAN = A LTT, HREIFIROEBYTT,

m CSiV2::CLEAR_ONLY : ¥¥ =7 h 7V AR— M EIAETT,
m CSiV2::SECURE_ONLY : EX a7 F TV AR —F LMFFAI SN EHA,
m CSIV2::ALL : {EEOIREAY v FEHEHATE £,

IIAT ORI ML T DNEODERELET,
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class vbsec: ClientQoPPolicylmpl

ClientQoPPolicylmpl i%. csiv2::ClientQoPPolicy DA 7Y A F—3 3T
kD
ClientQoPPolicylmpl 7Y =7 b, $—3—0 QoP OEMEIZHEL £,

A2 —F274)
ZDU T AR 51X, CSIV2Policiesh 7 7 A V& A2 7 —RTHMLERH D F
To

AYYF
ClientQoPPolicylmpl( const csiv2::ClientQoPConfig_var& conf);
ClientQoPPolicylmpl 7Y =27 b Da v AT 7 X2 TT,

INFA—42 B
conf R —Tf AT 5 ClientConFiglmpl 47 Y=/~ C1,

virtual csiv2::ClientQoPConfig_ptr config();
Z o ClientQopPolicylmpl @ ClientConfigimpl &7V =7 h &KL £7,
RY{E ZoClientQopPolicylmpl @ ClientConfiglmpl 7Y =7 b,

=Gw AP

Z ZTIE, VisiSecure TOEGRIFERATH 7 T A LAY v RIZHOWTHBAL £9°,

class csiv2..AccessPolicyManager

AccessPolicyManager (X, 77 A7 bD AV v RIFOH L OEAZBDOTZHOT 7 & A
R —%ERTHOIMEHL £7,

A9IL—KT7AIL
ZDU T AEMEHTHI2E. CSIV2Policies.h 7 7 A /V&E A 7 )V—R T 50 NRH
@ i‘jﬂo

AVYK
char* domain()
AccessPolicyManager OEKGE R A A 4 %R L £9°,

RUY{E Z o AccessPolicyManager #3547 =7 N DEBR A A4,

csiv2::ObjectAccessPolicy* getAccessPolicy (PortableServer_ServantBase*
servant,

const PortableServer::Objectld& id,

const CORBA::OctetSequence& adapter_id)

objectld (ID) & poalD ZHf~-7-H%—,3> @ objectAccessPolicy #iK L £,

NS A—% HLE

servant CORBA Y — U AT V27T,
id P— ATV 2D ID T,
adapter_id Y= rF T =D poa ID T,

RYE HY—A_r+47P =7k 0bjectAccessPolicy,
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class csiv2:ObjectAccessPolicy

Z DY 7 AX, AccessPolicyManager 7>65D7 7 ¥ AR Y v—%F£L £7°,

A29IL—FI774)L

ZDI T AEMEHTHI2IE. CSIV2Policies.h 7 7 A /VE A I V—R T 50 NRH
D ij‘o

AVYE
CORBA::StringSequence* getRequiredRoles (const char* method)
AV RIZT 7B ATLHdicnEaa—1D U X &L £,
NI A—45 §#A
method T DAY N4 TY,

Ay RIZT 7 AT HDICSEea—LD) Ak,
char* getRunAsRole (const char® method)
AYyROmnas B—AZRLET, TOAYVyREX, 2OV Y —ATHfEHAINEYE
oo
KIA—5 B
method T LA YN TY,

AV NIZT 7BATH LD IZEEI I run-as 2 —/b,
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Z Z TliX. VisiSecure for C++ HIZEFE & #17= SPI (Service Provider Interface) @27 Z A2
WTHEHBILET, SPlD VS 2TEEREX 2 U F s B a it L, 132roex2UF 4
TaNAZPMEOEX 2 VT 4 —EADA T Y AT —3 3 % VisiSecure (ZHHLA
iA A C Borland Deployment Platform TEHATZ 2 L 21l £7,

TS50A4 I ANZILE SP

VisiSecure for C++ 13, MEDEF 2T 4 A>TV AL T—=aD—8ET I AT
H A H =T 2= AZRMELET, ORBBMEADA TV AT =2 a VERATED L
AT, TRTOTZF A 1% VisiSecure 23275 REGISTER_CLASS v 7 %~ T~
T ARG DMENHY FT, 7T AOLENT, BERFHICA MR 2 5 e R4 %
BETOMERD Y T, ATEMIISMIOLAFIZERMAOMHEES [ £721E 1] TRY)
SN CFHN A5 VisiSecure 28R — b+ 2 EMER X TIRET I LERH D £9°,
/e k7N D=

MyNameSpace {
class MyLoginModule {

Z DA MyLoginModule IX MyNameSpace .MyLoginModule %7213

MyNameSpace: :MyLoginModule L 45E L £9°,

TIT AR R =R MIRO 6 OTT,

= LoginModule : vbsec: :LoginModule #fLiEL THMBE DR Y A LV ET NV EFHETEE
T, oAV a—VEMAT DI, EFroul Y a—VEREIC, Bk
REZ 7 ANVTRET DLERH YD 7,

= o—b Ry IR T : vbsec::CallbackHandler Z#i3E L CTHIE D=2 — v Ry 7 2 FEET
EET, ANy T EMAT DI, FDOIT— ANy IR T ERERIC, FRAE
RET 7 ANVTRET DMHENRH Y 7,

" DTS, AN=ALTETE, BEIUOBIEAI=A Lt ZOA 2 F =T = — A,
a2 — =M E OFRFEA I =X AL D fiFRAE FETHEDICABRIN T ET,
IdentityAdaptor /% ID Zfi#f L. MechanismAdaptor (347572 ID 74 7 % C,
H—7y MEWRB AR L £, AuthenticationMechanism |t —% —%38FE 5
TTT A ARE—E AT,

INLOTTT A EHEATSITIE, vbroker.security.identity.xxx 7 /%
FARRELT, 7574V BEOEDT AT (5 EHRT HUERD O T, &
ZIEIDTHETHELFIAD=RLT X T HE, WOLHITHRETEET,
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vbroker.security.identity.adapters=MyAdapter
vbroker.security.adapter. MyAdapter.propertyl=valuel
vbroker.security.adapter. MyAdapter.property2=valuel

F7, BEAAD=RAFEKD EB Y T,
vbroker.security.identity.mechanisms=MyMechanism

vbroker.security.adapter.MyMechanism.propertyl=valuel
vbroker.security.adapter. MyMechanism.property2=value2

BESN=7 a7 113, WIHHERICX TS~y 7 L Ca—F—T T 7 A S
NET, ~v Fl2id propertyl, valuel ® X 97280035 57— L EOELE
bEREENRET,

BEa—FTv 7 Zhicky, Ba—F v 22777 4 LTC, MEDOEXTREME
Hrra—RBLOFa—RT&ET, VisiSecure for C++ (1T AL DA —F » 7
MW1o (ATSa—Tv7) HY ET,

A—F I DTITITA L ERERTHICIE, TuXTF o 2RELTa—F v 7BLIO0F
DT aNRT 4 B ERTILENDH Y T3, RIIHZRL ET,

vbroker.security.identity.attributeCodecs=MyCodec
vbroker.security.adapter.attributeCodec.property 1=xxx
vbroker.security.adapter.attributeCodec.property2=xxx

BESNEZT a7 01, VIHHERICXF Y|~y 7L L Ta—Y—7F 7 L 2 EE

NET,

ARIP—EARATuNRALE  FHEBE AL VL ODOERBI—ERAET T/ A TEE

7, VisiSecure 121X, m— W~y T EERT LT 74NV NDA LT AT —va R

B ET, INOT T T AR —E R LRI, BTXFSHI~vy 7L L TESN

L70aNT 4 Z o TUKRP—E AZERTOLENDH Y £, RICHZRL ET,
vbroker.security.auth.domains=MyDomain
vbroker.security.domain.MyDomain.provider=MyProvider
vbroker.security.domain.MyDomain.property1=xxx
vbroker.security.domain.MyDomain.propertyZ:xxx

" EEHETENAE K, TV a BEHAN SR LR TGS A L TEET,

T%wya/iﬁﬁwf/7/+Jﬁf%$¢5# FRITH—2 3 AP Z4L
THRMIZEFO S E T, ==, E7B™EHESNTCT—ra v 24K T
EOMEIMERET HVL—NERE TS ES, 77 AN POALT) AT — 3
NI, TanT B EEE S TH— A TCEEINCE T EREL 7, tTi%

'fT-H; \—IJALAEJ‘.E&%WLA %{EL T'H‘_VE /%E%#éf;&)@{mﬁ%ﬁﬁij‘éz\gﬁl

ES

ENDT T T A HREY—E X ERRRIC, B TXFSI~vy 7L THEIND T rR

T4 B THERY —ERAEZERETILENH Y £, KITHERL ET,
vbroker.security.trust.trustProvider=MyProvider
vbroker.security.trust.trustProvider.MyProvider.property 1=xxx
vbroker.security.trust.trustProvider.MyProvider.property2=xxx

X2 U T 4P RABRTHETELEHRS A X131 ST TT,
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Ja/)N\1 45

JonA445

BFaNAH A A% AT, VisiSecure 28 Java U 7L 7> =3 > APl 2> TIERR L F

T, AAZUAPERIND &, FETHIRMET D initialize AV v FBRFOH S
N, leofr 7V AT —var THEATEA 7Y aro~y 752 ELET, 47

varoxr Ui, BeoT A EORETNERLET, 22—V —Z7 a7 4

T ANTHE T a2 EL., VisiSecure 137 037 ¢ 2T L CA T > 3 v XSS
HTONRAFIZIELET, ROEIZ, BRBZTaXAZDA LTI A T—varwTT
TA T HZODOT T 4 ERx L E£9,

RET D S+ ) A7 avm

EVa—ILA pA=VAL P 18— 1—R TLI49R

IdentityAdapter vbroker.security.ide  vbsec::IdentityAdapter vbroker.security.identity.adapter.
ntity.adapters <name>

AuthenticationMechanism vbroker.security.ide vbsec:: vbroker.security.identity.mechanism.
ntity.mechanisms AuthenticationMechanisms <name>

AttributeCodec vbroker.security.ide  vbsec::AttributeCodec vbroker.security.identity.attributeCod
ntity.attributeCodec ec.
S <name>

TrustProvider vbroker.security.trus  vbsec::TrustProvider vbroker.security.trust.trustProvider.<
tProvider name>

FoOXROFHMIT, RO EFEY TT,
" BHIOFIY. FuAALFEY 2 — LOLFITT,

" 2FEIE, BEY 2 — LB ERTIEDICRET LI AT 4T, BHOEY 2—/L
DHDHIEEIE, Hor~TREYY £, 72L& 201E, ROFTa3F7 41X, ORB D=2
SO IdentityAdapter > 7Y AT —2alNA L AR — L ENTHET,

vbroker.security.identity.adapters=ID_ADAL,ID_ADA?2

" 3HIE, BTV a—ANFEETILERHDAA L H—T 2= AT, /X —T =—
Al FEEEIL & 27 VisiSecure OB E ER L £,

" EGBOVNE, HrxOFED 2a—ADF T a DT LT 4 7 AT, ORBIZT a5 ¢
Ty ANERITL, ETL NV EYHIAY v RO (vy T AT ar) KT
A—H L L THFEY 2—MHEL T, 2L xIE, BiOFICEFRS N TS ID_ADAL
IdentityAdapter Ci. vbroker.security.identity.adapters.ID_ADAl 7
V7 4 P ABRFNTWNETRTOHO= b~ Uik, ID_ADAL IdentityAdapter O X > » K
ICEESIVET,

70/ 5 EHIs

L hICEEEN AT B L. initialize A Y » KT InitializationException

DAVAZ L AEERLET, TaNAZOREDO T Y TE, BEOA LT Y A

FT—=ya UNIFEL TWDEEOIERE DA AZ  ABRFELET, ThENDOA 7Y
AT —3i g 0% VisiSecure ¥ A7 AN T initialize A Y v FOKRYIDNRT A—4 L L
TESNDILBTHINENET, TaXAZO—FHD AT Tk, ORBEEIZLIH>DA
VAR AT PFEEL £, 72 & 2 1E TrustProvider 354, initialize XV v FiZik
FFarvey T NIRRT A—EEINEEL ET,
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vbsec::LoginModule

vbsec:LoginModule

5%

RYE

RYE

LoginModule (39 RTHORZ AL EY 2 —LDHE L THREL £, 22— —FF 7«

ORI AEY a—VE, TOVTAEIETDHMLENRDY T, B A EY a—)b

W, RREREY 7 AV TRES, a7 A AR ENET, v/ A %F

Va— it BESNEY TV 27 FEEIEL, ST A7 Y oL EEREEERE YT

%Iigmﬁﬁﬁﬁiﬁoit\Dﬁ?&Fﬁméﬁ@t#19%4%$%m%ﬁiww
L o

1IDIV—FD 71

DU T AEFEHT I, vbauthn.h 7 7 AV A 7V —RT50LERNH Y £77,

AV

void initialize (Subject* subj=0,

CallbackHandler *handler=0,
LoginModule::states* sharedStates=0,
LoginModule::options* options=0)

IDAVYRE, u AV 2a— L EYHEL £,

ZOAY Y RIE, RO AOOB1EEHAL E7,

" osubj: BEESND T TV =T b,

® handler : T2 — LNy Z R F

" sharedStates : 1D A L EY o —/LAMEMT ZBINORFRREE, BERER I T
YA N

1l

LXET 7 AVTHET AR EL T a3,

Tl

= options : §&
void,
bool login()

0y A EFATLET, ZhER T A7 B ARBIFOHERE T, v A Y 2 U
EV 2 IHDHY TV b BHEFEL . 07 A U NIER I TONENE S 3 L 7,
0 g AN L 25T true, £ 9 TRWIEA L False,

bool logout()

/7o NEETLEST, ZIRIZ T Y N e AR ENET, v A FE
Va—VEIEY a—WIHH YTV eEu ST RL, vl Ty R REEITHONE
MEIMEAW L FET, ol ALY a— T, Bl A RS S - REAE SR F 70T
ID I L THEEL £,
a7 NS LA true, & 5 TRWEEIT False,

bool commit()
nsArFalIy hLET, T, rZ AT R RAO—ET, u AN LTS
BT, BT IR A Y 2 VIHEESNTWAREA TV 3 VIESW TR X
NET, B EFD 2— /UL, MEORIERKDTEHE, EV2— VO TV =7 M
SET 27V L EFRREERA BT DN ET, £ TRWEA, vl AU E
Va—EIENETIREIN TV DL TR TOREZHIRBS L OBIEEL £,

a2y FBREIL AT true, 9 TRWEAE False,
bool abort()

ol A EFIELET, ZHUE. Bl AT R AO—ET, 0l AR ERR L 7215
BT, BT AV EY 2 VR ESN TWVWDAIREAS T Y a VTS TR EnE1,
07 AEY 2= UIFNE TIRFEEN TV DT R TOWRELHIFRE L ORI L 7,

FIERRRTD L 72385A80E true. & 9 TRWEEIE False,
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vbsec: CallbackHandler

5%
RYE

CallbackHandler I%, FRFEEHE L O OMOEROBFEIC LT oo —F —a— /LRy
JEAERTDAN=ALTT, TFHREOa—ANy JHBAEINTHET, EEHT $ X
FE—=ROTRTOI— NNy JEWEFT 5T TNV EDONCRINHD £7,

1IDOW—ED 71U

DI AEFEMTHITIX, vbauthn.h 7 7 A VB AL 7 V—RTHULERNH Y £,

AV

void handle (Callback::array& callbacks)
=)Ly T EEL 7,
WLER~ % cal lbacks D4,

void,

vbsec:ldentityAdapter

5%

Lk

RYE
kS

IdentityAdapter (%, $FED A B =X LI A 2 F L %9, IdentityAdapter D72 HEYIX, A
=X LEAD D 2T 5 Z & T3, IdentityAdapter i3, T2 T 4T 4 D AT =K Al
BAORILE AN =X LML ORBOB DT a3 —R EFa—R 2T 270IfEHL £
7T

VisiSecure [CA 2Tl \3 IdentityAdapter

VisiSecure (X, &k ® ldentityAdapter Z 42 L £,

= [anonymous] &9 4RI AnonymousAdapter

= [DNJ &V54hii> DNAdapter

= X509CertificateAdapter (AuthenticationMechanism 7 A2 % —7 = —AD A
TV AT gL 0)

= GSSUPAuthenticationMechanism (AuthenticationMechanism > A > % —7 = — X
DAVTY AT —var:L0)

AV |
Virtual void initialize (const std::string& name, ::vbsec::InitOptions&) =0;

ZDORAY v R, BBESNEARTE O T Y 3 > &> T IdentityAdapter % #)3#1{L L
38

ZDRAY Y RIE, RO2ODBIEAEZTEY £9°,

" |dentityAdapter @ name,

= 5 &7z IdentityAdapter @ InitOptions DL,

MHMLIC BT 5 &, InitializationException 728384 L £,
virtual std::string getName() const=0;

Z i, IdentityAdapter D& RTAIK L £9,

IdentityAdapter ™4 i,

2L,

virtual ::CSl::IdentityToken* exportldentity(::vbsec::Subject&,
::CSl::ldentityToken&) =0;
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vbsec::ldentityAdapter

5%
RY{E
kS

5%
Lk

5138
RYE
kS

5%
RYE
Lk

5%
kS

5%

kS

IdentityAdapter @ ID % IdentityToken & L T AHR—h L £7,
IDETHFAR—FTHHTTx7 b,
IdentityToken 7 — 4,

Z @ IdentityAdapter 2378i#% 3 2 LG R Y 7 ¥ = 7 MITEROD D WAL,
NoCredentialsException 3 FAE L 7,

virtual void importldentity (::vbsec::Subject&, ::CSl::IdentityToken&) =0

IdentityToken % A > AR — bk L, Z @ ID IZBEfTIT HAL2i ) 727" Y o o UL 2 REONH L
TV TV 7 NIHML £,

DZAYR—FTLHF7T=7 b,

Z O IdentityAdapter 2358i% 3 2 LG R T 7 2 = 7 MR O D AR WIGEIE,
NoCredentialsException 2354 L £7°,

virtual ::vbsec::Privileges* getPrincipal (::vbsec::Subject&anp;) =0;

ZOIDERT VNNV ERLET, TOAYyRIZ, BEIBEYV—TLy DAY
H—T 2 — AL £9,

TV YT b,
TV NNF TV 2T b,
7L,

virtual ::vbsec::Privileges* getPrivileges (::vbsec::Subect&) =
2=y YT b,
Z @ IdentityAdapter BT D X —F v M YTV = 7 N OMHERIBME
2L,

virtual ::vbsec::setPrivileges (::vbsec::Privileges*) =0;
ZOAY y RIE, ID OHERBMEEZHREL £,
ID X L CRRIET 2 HERRIBME,
2L,

virtual void deleteldentity (::vbsec::Subject&) =0;

ZOAYy R, ESNY—F v b7V 7 MCBEMT N7 Y v e
AETE S A IR L £,

Z O IdentityAdapter 23785 T D HIBR RO T Y > LV EFRREE RO X —F y F T V=
2N

L,

126 VisiBroker XU T4 HAF



vbsec::ldentityAdapter

vbsec:MechanismAdapter

IdentityAdapter 7> 559 S 7= MechanismAdapter (213, #—7 v MERAZ L HE
DHEREDNBIMENTOET, 2t VE—F YA P THEASALTWA AD =X L8 0—
TV THERTERODESIERN T, LaBn->T, VEB—F¥ A MTEDRNCE—/L 1D
EEAITTEBMERH D £,

VisiSecure DA > A b —/LIZiE, MechanismAdapter % BE#32E45 7 7 A 3bHY A
B, TOAH—T 2— A& R— 95 128 X— D [vbsec::AuthenticationMechanisms] -
TAVE =T 2 —RA&FET L7 T ARV OB £7,

AV
virtual const ::CSI::StringOID_var getOid() const =0;

AH= AL OID XFHNEBREZRL 9, 728 21X, GSSUP A 7 =X LD FH|FRBIT
0id:2.23.130.1.1.1 T7,

RYE RAH=XAD 0ID LFFI,
Flst 7L,

virtual ::vbsec::Target* getTarget (const std::string& realm, const
std::vector<AppConfigurationEntry*>&) =0;

fHIE4, & AppConfigurationEntry 472 = 7 DU A M 2 ZIFEY | kST 54— > M &
RLET,

Bl oAV Y RIE RO2OD58EzITRY £7,
= A
= AppConfigurationEntry 27 =27 F DU X I,
RUE xET254—Fy b 472 =27 &KL ET,
{L1E) S P
virtual ::vbsec::Target* getTarget (const ::CSI::GSS_NT_ExportedName&) =0;
Tra—RNINF =0y MRBART YT v A7V =7 FERLET,

3% TIETFRFC2743] TJEF STV 25 GSS Mechanism-Independent Exported Name D2 C =
va—RNInzF—7 vk,

RBYE Y-yt 7V=7h,
L1 A O
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vbsec::AuthenticationMechanisms

5%

RYE
kS

5%

RYE

fis

5%
kS

DY T AX, CSV2 71 b aVICEET DFEA N =X LY AR — T 570 E
TR TCOEREERMET DIAENR A=A L TR L ET,

VisiSecure (21X, FIEI GSSUP ~N— A2 35 KL Y X509 FEHENR—ZDFRIEA T =X L D7=
DDOWRDA LTV AT —a B A>TWET,

®  GSSUPAuthenticationMechanism
= X509CertificateAdapter

DA =T 2= ALK T D A Y v RIZA T, AuthenticationMechanism
RO AY Yy RO T HEZESNTWET,

sl |%$&‘—E§@35X\J‘J I~

INHDRAY y REfMMAL T, B #E G £ 723l £,

virtual ::vbsec::Subject* acquireCredentials (::vbsec::Target&,
::.vbsec::CallbackHandler*) =0;

;@)(//}\ EN ‘T’ fl:__‘éﬂj;y /7/ ~ DOFF fﬁ?&%ﬁi%biﬁ_o Ey/%‘éﬂ%)uuu rﬁ?&
Lj:\ ntuu Z‘Eiﬁfﬁi&&}ﬁ X-ZA ﬁ‘ifbi‘i‘o

DAY RIE, WD 2 o031 EEZ TR 7,
L A A A ET AN

LN & ’7/ k OFEF hﬁf&’%gﬂ j—%)f; :L““"j' k@L{nT{iﬁHj—éj%/I//\/
IR T,

B S NEBAHERB A > TWDHH 7V 7 b (BEICRIRT 2 & null i272 0 £9),
mL,

virtual ::vbsec::Subject* acquireCredentials (const std::string& target,
::vbsec::CallbackHandler*) =0;

_0)%//%1 5 éimtﬁ Ty N OSCFHNERBINS T HBAEE R A TG L £9, I
én%)muu rﬁé& N muu %iﬁfﬁ?&k)‘ﬁ%ZA {Kﬁbi—éﬁ

ZDAY v R, RO 2ODFIHAEZITHRY £,
= Z—5y N OXFHIREL,
 REE AT 5 eIl — = L OWBE THAT O3S T 03—y IR T,

PGS NIERAERA A TWE Y TV =7 b AT V=7 b (BEICRRT 2 & null 1272
DET),

2L,

virtual void destroyPrivateCredentials (::vbsec::Subiect&) =0
ZDOAYy R, ESNTY TV =7 F ORERS fa?&%ﬁ&%bi?
RERREN MA I T 27V =7 b,
L,
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5%

RYE

kS

5%
kS

5%
RYE
Bl

5%
kS

5%

RY{E

Bl

5%

Bl

vbsec::AuthenticationMechanisms

DVTFRACEET DXV Y F

virtual ::CORBA::OctetSeq* createlnitContext (::vbsec::Subject&) =0;

AN=ZARXEED I FAT  MNGEN—27 2 BLET, b—2 %, fEESNX —
’7/ }‘UDu‘uu rﬁi&%i‘%biﬁ—

Y=ty N T V= b,
j: éﬂﬁ_& b‘/ ]\'H_7/I7 ]\@muuﬂzl\ 7/

ZOV TV MZID AN =R LT DRIAERDFLEL R WIBE T,
NoCredentialsException 2354 L £9°,

virtual ::vbsec::Target* processlnitContext (::vbsec::Subjectg,
::CORBA::OctetSeq&) =0;

ZDOAY Yy RIE, AN=ALERD I FAT 2 Mk b — 27 2R AL £, 113
DWFEr =7 37 a—Fah, AV y FIMEESNIEY TP =7 MTHIST 2 385EE #
%%%"Pﬂbi?‘

RAEREENT 27 =7 K,
2L,

virtual ::CSI::GSSToken* createFinalContext (::vbsec::Subject&) =
DAYy R, 27472 MORTEKNRary7XF AN =27 V2R L £7,
WAVAVES/8 N
Bfkiiear Tx AN =2,
el

virtual void processFinalContext (::vbsec::Subject&, ::CORBA::OctetSeq&) =
Y= N—NRTREN2a TR AN =7 R EHL ET,
2=y M7 b,
2L,

virtual ::CSI::GSSToken* createErrorContext (::vbsec::Subject&) =
AREICRR L G/ IER T2 27 —a 7% AN h—27 U 2 ERR L £7°,
/A RV N
TT7—arTXFAN =T,
el

virtual ::vbsec::Subject* processErrorContext (::vbsec::Subjects&,
::CSI::GSSToken&, ::vbsec::CallbackHandIer*) =0;

P N—NIKT T —h— 7/%{iﬁﬁbi¢ FRREE S FEET D 2 — Y — L OXEEIC
T — Ny IR ZRFERLET, SBIEERPLERGES, 7747 MiIlotX =
V74— AXHFR TR AMZMIIL LY & LET,

ZDORAY Y RIE, RO 2OD5$%EZFE]Y £,
" =Sy T V=R,

B a— )Ly IR T,

2L,
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vbsec: Target

RYE
kS

RY{E
kS

RYE
Bl

ZDUTRAZ, By NORET Y L L DEITHEER AL ET, a TR XL
121X, #r4, OID ® DER E#H AL O S EX RN CTHEILR D X —7 v b OL4RITN
Ao TWET,

AV R

virtual std::string getName () const =0;
DAYy RiE, =7y bORFLEZRLET,
Z =7y kN DAHEIOLFF,
2L,
virtual ::CSlI::0OID getOid () const =0;
ZOAYyRiX, #—7 v FOID 2L £7,
% —%" > k@ OID OILFF,
2L,
virtual ::CORBA::OctetSeq getEncodedName () const =0;
DAYy RIE, AAD=ALEHEO=a— NI d—Fy MaEIRLET,
Tra—RKInky—7 v M,
2L,

vbsec:-AuthorizationServicesProvider

OB —E ADEETIE, FEDY Y —A~DT VB AEZHNEINAT =27 D
ELERHELFT, T/ BRERET S L &L, %9 AuthorizationServicesProvider 23 FFTR
HEhEd, KRV — XL, ARBK A A OEICERZICEEMN T O TWET, AR
P—E RIEEKBR AL DAL TV AT =2 a IZH L TA VA = E N, TDK
R AL TR L CTEEL 97,

AuthorizationServicesProvider T, Xf&T DEFEN A A > 2EET 2 BRI
ENMET, kROT 3T 0 2L T, AuthorizationServicesProvider 7= 8> 12 3442
TABHELET,

vbroker.security.domain.<domain-name>.provider
ZOFuaRT 1%, Java ) 7L v a v EE o CTEITHICu—F &hET,

KB —E 208 9 1250 A AR — MERIX, FESNTRED T —/LD run-as = J 7 A
ERTZETT, ¥X2 U7 4P —b AT, VTR ZE->THEBIESND —#HO ID IZ
Lo TRESNTVWET, VY —ARREDOR—/LTO lrun-as] ZZERT S L
AuthorizationServices X EMFONHEN T, ZOKRBRK AL THRESNLTWAL—LDa
VTR ART Tnas) ZFTT2720IHT2) 7 AZRTLHIITkROLNET,
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5%

Lk

RY{E
kS

5%

RY{E
kS

vbsec::Resource

AV
virtual void initialize (const std::string& name, ::vbsec::InitOptions& options) =0;
DAYy R, KBS —ERT AL X 2L £7,
ZDAY y Rid, ROGIEEZITRY £7,
L= DA
" FuNRAEDF T g,

TaNAFTDF T a NN T, ZOERBY—E A7 m/NA4 L VisiBroker ORB i D xf
AR FEBRTH-OICROBERNESINET,

EAC| i
ORB BIED T AT L CHEAZILD ORB A AL AT,
Logger  HEDIV AT LDy M A5 SimpleLogger A A% ATT,

LogLev w5 /L~ LEFTEEMTT,
el

KR v A X OHUGIZHRIT 2 & InitializationException 23984 L £97,
virtual std::string getName() const =0;

COREBY—EADA LT Y AT —v a vy OLARITEEL £7,

TR — B 2 D4,

L,

virtual ::vbsec::PermissionCollection* getPermissions (const ::vbsec::Resource*
resource, const ::vbsec::Privileges™ callerPrivileges) =0;

T RAERRDY VY — A BIOEE INIFHEICHT DRIFEO T 7 & AFFA[ @O
BEIELET,

IDAY Y RIE, RD2ODBIEAEZITERY £,

= ROV LT O R,

" T IRRERRDY Y —RAFT V2T b,

PermissionCollection 472 = 7 hid, TV TV =27 b OT 7R AFANERL £7,

2L,

vbsec::Resource

RYE
kS

Resource > % —7 = — A%, VYV —RAZ@AFEHICHELLET, VY—RF, VY/—X
WIZARA[R7 CORBAA T V=7 hDUE—K AV vy RV —T Ly NREDT 72 ADIT:
BOXRETY,

AV

virtual std::string getName () const =0;
TIRATDHY Y —ADLFHNERRAZEL £,
U Y —AD4H,
2L,
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vbsec: Privileges

5%

kS

RYE
Bl

RYE
kS

RYE
Lk

5%
*E

kS

RYE
Bl

Privileges 7 7 A%, V7V =7 b ORHEAHSILL EF, ZDOZFRF, 7=V [&
X2 T o O B 8 ORRMERB D = 7 FT9, AuthorizationService (%,

T2 NOREF TV 27 MIZESWTREDY VY —RIZT VAT HHFANH D0 E
IMEREL F7,

HebEA—2 = 7 MZ. PublicCredentials ® 1 & L TH TV =7 N OREITIEESNET,
FIHEIC, BFHEIZY 7 7 LV ATDY TV =27 b~D ) 7 7 L0 A% 1 OREFL £, K5k
121, DN @t~y 7B X OZEOMO AR EEDO~ Y L EENET,

Privileges 7 7 A%, javax.security.auth.Destroyable { > ¥ —7 = — A& 34 1L
7

VA2 05

Privileges (const std::string& name, ::vbsec::Subject& subject);

oAy AT 72, RESNIAMTRES 7Y =7 2Bl L., fREShiz) 7
V=7 MCEEMT ET,

AV v RIE, WD 2508 EEZITRY £1,

= RV = 7 F 4R (EERIE, BEMT N T Y =7 R OARITT),
" =y YT b,

2L,

AV

:vbsec::Subject& getSubject() const ;
ZORAY R, FEA 7V = ERRTV T V= P EIRLET,
2=y M7 b,
2L,

std::string getSubjectName() const;
ZOAY v R, BEMTONE TV ATV 27 NOLARIERLET,
2=y M7 b,
L,

const ::vbsec::ATTRIBUTE_MAP& getAttributes() const ;
TOAYyRiF, 2—F -0t~y TEIEL F9,
L= D~ v 7,
L,

void setDBAttributes (const ::vbsec::ATTRIBUTE_MAP& map);
DAY YR, 22— —DODNBEEZEFHL £,
FLVDN B~ > 7,

DN B~ » 7 BRIES NS & $5HEAT V= 7 b [FILEED DN B~ » 7 2 BE AN
BEL T,

2L,
const ::vbsec::ATTRIBUTE_MAP* getDNAttributes() const;
ZORAY R, FideA 7Y =27 O DN BEHEZRLET (ull D5FELH Y £9),
Z—H—O DN @t~ > 7 (LEAH),
2L,
bool isDestroyed() const;

132 VisiBroker XU T4 HAF



RYE
kS

RYE
b

vbsec::AttributeCodec

DAYy RIE, $HEA 7V =2 7 PRI NTZNE I ET v 7L ET,
true|false
2L,

std::string toString() const;

ZDOAY v RiZ, java.lang.Object ®7 7 #+/L k@ toString A > 7 U AT — =3
L EF——F AR L. [l<subject name> D¥ite] DOIFMAIRL £3,

VTV NLDORED ) A K,
2L,

vbsec: AttributeCodec

5%

Lk

RYE
Lk

RY{E
kS

AttributeCodec 47 = 7 M, FBESN=V TV =7 FORHEOBEOZ  a— B &
NFa—R&EITWET, ZNZEY, 77472 b =R IRHHEDFERELDEY T
EFET, FHEOHRIX, KRBROBERET e AORKMEL L CTHEHAL £928,
AttributeCodec DER TV — =379 2 IOR TR ENHFEMRICHESEXET, IORD
NETIZ, b—_"—FPR—F SN TWAT a— R 2% — AT AE®RE AL, 7
TATV MIRESN - a— K 2R — 925 AttributeCodec % 3#R L £,

9T AttributeCodec - > 7 U A2 T —3 3 > 1% ldentityService |28k S, VKRR
BRI EADA R —F /=X AR — M HFICFOCHEET,

AV
virtual void initialize (const std::string& name, vbsec::InitOptions& options) =0;

ZDAY v X, AttributeCodec 1> 7V AT —2 3 DIDA Y A XL
F9, 1 OO ORBIZHEBD AL T AT —2 arDFETAZERHY ., ETNENNN
RN SN D4 HT 2 E-> T R L ZAIEBESNET,

ZORAY v R, ROBIEEZTRY £7,

= AttributeCodec £ > 7' U AL T —3 7 U4 DLTH,

N TaNAEF T g,

TRNAT DT a AL TUL, FIHEFICR OB #®RS EI N ET,

EA:1| HL:

ORB BHEDV AT A THASILD ORB A AX U ATT,

Logger w/'Hi0dIlBEDT AT MIfERASILS SimpleLogger DAV AX AT
7,

LogLeVv ‘a5 nl L~ LaFEdEEMETT,

el

AttributeCodec 7' ¥ = 7 ~ OFIHMLIZRMT % & InitializationException 23FAEL £97,
virtual std::string getName() const =0;
TORAYYRIE, TanAL AT Y AT —vary OARITEIEL £,
TS A XL DILFF,
L,
virtual CSIIOP::ServiceConfigurationList* getPrivilegeAuthorities() const =0;
ZOAY Yy RiE, BYAR—F STV LRHEDOIEFHED U A F 2k L £7,
FeHEDFERIEEED U 2 |k,
2L,
4. virtual CSl::AuthorizationElementType getSupportedEncoding() const = 0;
DAYy Rk, $AR—FENTW5 AuthorizationElement B 3K L £,
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RYE
Lk

RY{E
kS

5%

RY{E
kS

5%

AuthorizationElement 7,
L,
virtual bool supportsClientDelegation() const =0;
DALY AT — 3 8 ClientDelegation AR — F 250 E 5 &KL £7°,
truelfalse
2L,

virtual CSl::AuthorizationToken* encode (const CSIIOP::ServiceConfigurationList&
privilege_authorities, vbsec::Privileges& caller_privileges, vbsec::Privileges&
asserter_privileges) =0;

DAY v NiL, ¥4 AuthorizationElements ¢ L Ty a—RLFEJd, ZDA
Vo R, BESNEEOHLILE 7 — b tOHERBEERD 2581, Thaz Ty a—
RLET, 7207 FBLUHRHELITE 7V — F JTOMHER~ v 70 b REERF & fh
LE7,

& 52, AttributeCodec ® A > 7Y A 75— =3 (ClientDelegation % 7R —
FTAGE) X, ZOMNBHLIEETRT 7 74T NOT VT —2 a UERIZESW
TT Y —FIERFOHLILE T —F TEDINE I NEMRTHI L L TEET,

ZOAY v RIZ, ROBIEEZTRY £,

" RO L TR R DS,

" FH— N TSR DEL,

T a— R IR LI E 79— b EORHE,

T h—a VRS e WAL, NoDelegationPermissionException 23 %451 £ 97,

virtual void decode (const ::CSlI::AuthorizationToken& encoded_attributes,
vbsec::Privileges& caller_privileges, vbsec::Privileges& asserter_privileges) =0;

CDOAYy RIE, ARERET KL, ST REST7T V=7 ML 3, 2
encode XV v ROHOT vt ATT, y——F, =ra—KFaIhi:
AuthorizationElements Ot > b &% ITH S &, ZNEMIRT 5 7= 1Z AttributeCodec
WIZELET, AT A a—R AV v FIZESWT, BED AttributeCodec 73 BfiE
ToHEMEEFEHLET, 2k, MOHLIEERE T — F tORENEHT IND
7. E£7-1X RolePermission NEEY 7Y = 7 F OAMEREHERIBEMEN £ T,
DAYy RiE, ROBIEEZITERY £,

" T o— R X7z Authorization Elements D4,

" RN L T ORFEDEA,

" THh— hmORHEOES,

ZORAY Yy RORVETSH D WA, LHEPEIIT D E, 2O AttributeCode 7 = 7 k
KRBT T RIS T L R0 bR o 7
FHL 9,

T — 3 VAR I WA X, NoDelegationPermissionException 235842 L £9,
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vbsec::Permission

vbsec:..Permission

Permission i, VY —RIZT7 7B RATEHODORKRBIEREZEL £, T XTDOT 7R
FFANCIE, BEOA LTI AT —2 a VIETBBERTX S4BTV ET,

1IDOW—ED 71

ZDU T AEFEHATDHIZIE. vbsecspishared.h 7 7 V% A2 70— R $TH0%ERH Y
£7.

AV
bool implies (const Permission& p) const

TR AFRBRESNIROT 7 B AT AL TWEE S haiH il £, Zh
X, MO LIED T 7 B RAHFNRY ) —RA~DT 72 RAMERT 7B RAHFThHNE
D HET DT _7? 17 ARFICE L E9, @Uu”jbm@??txutFTz’i BT
TV RAFATHLGEIET 7 AR S, 5 ThWEEIESTShE T,

5l¥  FHMEiINLDT 7 ERFFA p.
RYE 77 2AFARBGFEOT 72 AFFA2BT5481% true, £ 9 ThWEAIT false,
bool operator==(const Permission& p) const
T RATRNBESNTNOT 7 EAFAIEFELWNE I DNETF oy 7 LET,
3 FHmENDT 7B RAFFA p,
RYIE 7 78AFRNELWEEIE true, LS O5E1T false,
std::string getName () const
T 7 AR OAHIETEL 9,
RYE 77 kv2Fa 04,
std::string getActions () const

TIRATROT /v a2 XFAELTEEL£T, EEOA TV A T—va i
TR E N ET,

RYME T 27RAFFAIOT 73 ar OXTHIRE,
std::string toString () const
T 7R AR O FHNERBEEZTEL £,
RYE 77 8AFAIOXLTFHIRETT,

vbsec::PermissionCollection

PermissionCollection |37 7 ¥ AFFRIOalL v a v v2F L F7,

10 —F271)b
IO T AEFEHATDHIZIE. vbsecspishared.h 7 7 )V % A2 70— R $TH0%ENRH Y
ijﬂc
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AV

bool implies (const Permission& p) const
PermissionCollection NEEESNZT 7 B RAHT TH BN E 2 AL £,
5l¥ FHMEiSNLDT 7 EARFFE p.

RYME PermissionCollection NEEINZT 7 v AR TH D581 true, & 95 TRV
A% False,

vbsec:.:RolePermission

RolePermission 77 < &%, VisiSecure 2 AT LTI 5 KR LSHEOFEAEZ TR L £,

JYVARSDH

RolePermission (const std::string& role)
Zoarv AT 7 HX, wmEla—/L %% $ RolePermission 47 Y = 7 b Z{ERR L 7,
5|# = ® RolePermission 47 = 7 F NFETFHIE 2 — /L DOLFH,
REY{E RolePermission 47 =7 |k,
B 2L,

AV

virtual bool implies (const Permission& permission) const;

ZOAY Y RIE, EENET 7B RAFAAT Y =7 b2 O RolePermission 472 = 7
ERIDEIDETF oy 7 LET, ZOF =y ZITEER—FIZESHNTEY, 20X
Vo RIZIR DT R TOEMENmIZ ENTZHBAICE T true (E4) 2L £7,

1 BEESNET 7B AFa 47 Y =7 M, RolePermission @ A > A& 2 ATT,
2 FRESNLET 7 BAFAAT V=7 F OARFNEL. Z D RolePermission D447 & [RIT T,
5|8 T =v T DT RAFALT V=T b,
RY{E TruelFalse
Bin 7L,
virtual std::string getActions() const;
ZOAY v i, Z® RolePermission [ZB#AFIT HNTNWDT 72 g »&2IRL £,

RUYU{E RolePermission 47 = 7 MIBEAT T SN TWDLT 7 a 30T, HIZ null 2K
LET,

L1 A O
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vbsec:: TrustProvider

5%

Lk

5%

RYE
kS

VE—FET (F—N—F=Z7avR) BIECHLIGOND D ICEETSERIZID 7
P — a BT IBEA. BB —R—NZOT7H— 3 U&7 T 2EET LS
ERHY ET, L, BESENATWARWI FAT U MIEBT7H—2 a v 0ET2B51E
T BT,

FULEY7R A Y R it isAssertionTrusted T, €S NZMOHLIGOY 7V 27 b B
FOT7 V= TORHEICESWTT =2 a UMEEETE ANE I D EHET B 2D
CHERET, TORAY v RIE, 727472 bnbH—"—|ZHEE SN 5 &R
ENFHENTZBICEEDO ATV AT — g il ko TR ERET,

& —N—=BREINTZT V=TV 7 =7 b5 ID TV — g U EZIT AR
HNE D INEIRET D - DIEHE/L—/LIX, TrustProvider 7 7 A2 Z{#i» TEHEL £,
TrustProvider 7 7 A%, AttributeCodec 7Y = 7 b LHMED AL TV AT —3 a L\
BICEEMAT O TWET, e 2iE, ROXIRBEEREDA TV A T—a vk
Rt cEx £,

1 7T AREBNEERT I TIAOA T Y AT —va a7,

2 AttributeCodec 1%, MERFRIAFIEL, BHELEL, V—"—RIOMOH LT~
VI MZAYR—FLET, 133 4= D [vbsec:AttributeCodec] TEFHSND
virtual bool supportsClientDelegation() const =0; £ v FIZ%fL T true K32 &
%‘g’(ﬁjﬁo

3 FFUHLIEO T v AGREMNEE TV — R TTORHEICE SN TAY vy RO AT Y A
U=y a a9,

Z OFEEDOEHEOFAM L, FEOH L el Xk » TRt A L — kS < o CTRiIGEE &
TN E4, BGEETIE. BEOFMmIIY —7 v FOL— kS & 9, #HEEIT
VisiSecure D7 7 /)L hRE T, sEACOWVWTIE, 73— D T&X =2 U T ¢ O
ZHERL TLLIEE N,

AV
virtual void initialize (::vbsec::InitOptions&, std::map<std::string, std::string>&) =0;

ZORAY v KX, TrustProvider Z ¥k L £9, &7 2R3t L TFEET S
TrustProvider £ > 7 U AT —2 a9 DAL AKX AT 12T T,

TunNAZOAT L a AL T, IEHETPIckROBMEHRS ES L ET,

&nl BTEL

ORB BUED T AT LTHEASND ORB A AFZ L ATY,

Logger uZ DO bIZBIEDY AT AMMEHASND SimpleLogger DA AL AT
T

LogLev +t&Xal7 malL-LaRTHEEMETT,

el

TrustProvider OFIHLIZRBT % & InitializationException 234 L £97,

virtual bool isAssertionTrusted (const ::vbsec::Subject&, const
::vbsec::Privileges&) =0;

ZDORAY L, tEN A ERA LT X3P OH L DT — g v
DEHENTWAENE I NEZHRLET, 2O TV AT —a i, 20Tk
DOWNEEHENL — N Zflio CT— a v OFMEZRIEL £97,

DAYy RIE, RO2OO5EZTIY 7,
= PO Lot

" TH— b RORHEDES,

true|false

L,
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vbsec:|nitOptions

InitOptions (&, #HLY B & A2 MBICAT 5 72D (ZHHEOFFOM LEFIC 2 — 3 —7
TITANPESINDT —HHEETT,

1IDOW—ED 71

ZDU T AERT A2, vbsecspishared.h 7 7 A V& A2 7 — R EHLERH Y

<]

F=HAY) =

std::map<std::string, std::string>* options
R SN D 7 v RT A RELRTLAREMHEOMAEDOEEEL XTI~y 7,
::Portablelnterceptor::ORBInitInfo* initinfo
ORB ¥IkiEHA RS A7V =7 b,
::IOP::Codec* codec
IOP Codec &7 = 7 |,
::vbsec::SimpleLogger* logger
Q=47 b,
int logLevel
X2 U T 4P RTBERES N TN DRI LA UL,

vbsec: Simplel_ogger

RYE

RYE

SimpleLogger i%, S EIERLVNNDIEFHRE v 7 IZFEKT D A =X L TY, BRI,
LEVEL_WARNING, LEVEL_NOTICE, LEVEL_INFO, LEVEL_DEBUG &\Y9 4 DD L~
GERENMEN NS EWEOIE) 23K —hLET, el —iFexa 74—t 24
wT 17T TT,

1IDIV—FD 71

ZDU T AEMERTHIZIE, vbsecspisharedh 7 7 A V& A I N — R T HHERH Y F17,

AV |

::std::ostream& WARNING()
BEAyE—VOR T HNHAN ) —LEIRL ET,
LEVEL_WARNING ®r 27 {71 A kU — A,
::std::ostream& NOTICE()
WAy E—YOu AN —LEIBL E7,
LEVEL_NOTICEDmrZ Hi/JA R U —A, Fiidr 7 L ~ULa LEVEL_NOTICE L DK< %
ESNTHAHEEIIAEA MY — L4,
::std::ostream& INFO()
WA=V HIARN ) —2EE LT,
LEVEL_INFO O a7 HHJA R U —2Ah, F72Fr 7 L~UL)s LEVEL_INFO L DK< ERES
NTWDEGEITHA S U—2A,
::std::ostream& DEBUG()
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REUY{E LEVEL_DEBUG ®uZ /A KNY —2A, F/idr /L~ LEVEL_DEBUG & VK< R E
ENTVBHEEFIBARN Y —2L,
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