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Support

Phone A list of phone numbers is available on the Technical Support
Page: https://softwaresupport.softwaregrp.com/support-contact-information

Support Web Site https://softwaresupport.softwaregrp.com/

ArcSight Product Documentation https://community.softwaregrp.com/t5/ArcSight-Product-Documentation/ct-
p/productdocs
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About ArcSight Management Center
ArcSight Management Center (ArcMC), one of the Security Open Data Platform (SODP) family of products,
is a centralized management tool that simplifies security policy configuration, deployment maintenance,
and monitoring in an efficient and cost-effective way.

ArcMC offers these key capabilities:

l Management and Monitoring: A single management interface to administer and monitor ArcSight
managed nodes, such as: Transformation Hub, Loggers, Collectors, Connectors, Connector Appliances,
and other ArcMC instances.

l Connector Deployment: Remotely deploy and manage connectors across your network.

l SmartConnector Hosting: For the hardware appliance, ArcMC hosts SmartConnectors.

ArcMC includes these benefits:

l Rapid implementation of new and updated security policies

l Increased level of accuracy and reduction of errors in configuration of managed nodes

l Improves operational capabilities and lower total cost of ownership

What’s New in this Release
This version of ArcMC includes the following new features and enhancements:

l Upgraded JRE to Azul Zulu 8U232 b18 8.42.0.23.

l Platform now supports RHEL 7.7 and CentOS 7.7.

l Compliance with up-to-date vulnerabilities and component libraries, including current releases of the
Azul Zulu Java runtime libraries.

l Support for Brazilian time zone changes.

l Support for EPS-based licensing metrics for Logger.

For more information about this release, review the following sections:

l "Fixed Issues" on page 11.

l "Open Issues" on page 12.

For detailed information about ArcMC features and functionality, refer to the ArcMC Administrator's Guide,
and other documentation, available from the ArcSight Product Documentation Community.
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Technical Requirements

For ArcSight Management Center

Server For software form factor:

l RedHat Enterprise Linux (RHEL) 6.10, 7.3, 7.4, 7.5, 7.6, 7.7. Additionally, for RHEL7.x installationof
software ArcMC: See "Prerequisite for ArcMC Installation or Upgrade for RHEL 7.x" on page 8.

l CentOS 6.9, 6.10, 7.4, 7.5, 7.6, 7.7.

For appliance upgrade: RedHat Enterprise Linux 6.10, 7.6, 7.7.

Client
System

l Windows 7, 8, 10

l RHEL 6.10, 7.3, 7.4, 7.5, 7.6, 7.7.

CPU 1 or 2 Intel XeonQuadCore (or equivalent)

Memory l 16 GB RAM

l 80 GB DiskSpace (for software form factor)

Supported
Client
Browsers

l Internet Explorer 11

l Microsoft Edge (version current as of release date)

l Firefox ESR (version current as of release date)

l Google Chrome (version current as of release date)

Screen
Resolution

Optimal screen resolution is 1920x1200

Hardware
Models

For upgradeddeployments, allmodels C550x andC650x runningRHEL 6.10; allmodels C660x and
C670X runningRHEL 7.7.
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For Managed ArcSight Products

Managed Product Software Form Factor
Hardware 
(Appliance)

ArcMC Agent
Version
Required

SmartConnector v6.0.3 or later. Applies to software connectors
runningonArcMC Appliance, Connector Appliance,
Logger (L3XXX), or separate server.

N/A ArcMC Agent is
not required.

Logger v6.2 or later. v6.1 or later on
models LX50X and
LX60X

v2.71, v2.9.3

ArcMC v2.2 or later. v2.1 or later on
models C650X,
C660X and
C670X.

v2.71, v2.9.3

TransformationHub v3.0 or later. N/A ArcMC Agent is
not required

Collector v7.70 or later. N/A ArcMC Agent is
not required

Installer Files
The installation package is available for download from the ArcMC 2.9.3 Patch 1 Software Depot at
https://entitlement.mfgs.microfocus.com. The installer files for ArcSight Management Center 2.9.3
Patch 1 are named as follows:

l For Software ArcMC: ArcSight-ArcMC-2.9.3.2208.1.bin

l Software installer for use remotely with the ArcMC Node Management as well as local
upgrade: arcmc-sw-2208-remote.enc

l For ArcMC Appliance (Upgrade Only): arcmc-2208.enc

l ArcMC Agent Installer: The ArcMC Agent installer for all appliance nodes, and all types of
software nodes, is bundled with the ArcMC installer file. You may remotely install or upgrade the
ArcMC Agent on a managed node directly from ArcMC, as follows:

l The installation of the ArcMC agent is performed when adding the nodes through Node
Management (Add Host section). For more information refer to Chapter 2: Software
Installation / Installing the Arcsight Management Center Agent in the ArcMC
Adminstrator's Guide. For upgrading the agent on managed nodes check Chapter 5: Managing
Nodes / Updating (or Installing) the ArcMC Agent.

https://entitlement.mfgs.microfocus.com/
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l You can install or upgrade the ArcMC Agent remotely from a managing ArcMC on all managed
appliance nodes (Logger Appliance, and ArcMC Appliance).

l You can install or upgrade the ArcMC agent for remotely managed software nodes which are
ArcMC v2.2 and Logger v7.0 or later.

Note: The ArcMC Agent cannot be upgraded or installed remotely on earlier versions of
ArcMC and Logger, nor for any software Connector Appliance managed node. For these node
types, the manual installer is required and named ArcSight-ArcMCAgent-
2.9.3.2208.1.bin.

ArcMC Appliance OS Upgrade Files
The OS Upgrade files are available for download from the ArcMC 2.9.3 Patch 1 Software Depot at
https://entitlement.mfgs.microfocus.com. The OS upgrade files for ArcSight Management Center 2.9.3
Patch 1 Appliance (only) are named as follows:

l For Upgrade to RHEL 6.10: (C650x appliances) osupgrade-arcmc-rhel610-
<timestamp>.enc

l For Upgrade to RHEL 7.6: (C660x appliances) osupgrade-arcmc-rhel76-
<timestamp>.enc.

Note: For OS upgrade files for a software ArcMC host, contact your host vendor.

Prerequisite for ArcMC Installation or Upgrade for RHEL 7.x
Before installing or upgrading software ArcMC on Red Hat Enterprise Linux (RHEL) 7.X, you must
modify the inter-process communication (IPC) setting of the logind.conf file.

To modify the logind.conf file for RHEL 7.X:

1. Navigate to the /etc/systemd directory, and open the logind.conf file for editing.

2. Find the RemoveIPC line. RemoveIPC should be active and set to no. (Remove the # sign if it is
there, and change the yes to no if appropriate. The correct entry is: RemoveIPC=no).

3. Save the file.

4. From the /etc/systemd directory, enter the following command to restart the systemd-logind
service and put the change into effect: systemctl restart systemd-logind.service

After you have modified this setting and met any other prerequisites, you are ready to install software
ArcMC.

https://entitlement.mfgs.microfocus.com/
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Upgrading ArcMC
Upgrade is supported from software ArcSight Management Center version 2.90 to software ArcSight
Management Center 2.9.3 Patch 1. You should also upgrade any managed ArcMCs to version 2.9.3
Patch 1 as well.

Upgrade Prerequisites
Be sure that you meet these prerequisites before upgrading to ArcMC 2.9.3 Patch 1.

l OS Upgrade: Upgrade the operating system on your appliance or host to a supported OS version
before upgrading the ArcMC version. OS support and required OS upgrade file names are listed
under Technical Requirements.

Note: Because the latest OS includes important security updates, be sure to apply the OS
upgrade even if you already upgraded the OS version to 6.10 or 7.7.

For instructions on how to apply an appliance OS upgrade (either remotely or locally), see the
section on Upgrading ArcMC in the ArcMC Administrator's Guide.

Note: For OS upgrade files for a software ArcMC host, contact your host's vendor.

These instructions are for upgrading software ArcMC using a wizard in GUI mode. You can also
upgrade your ArcMC from the command line in console mode, and in silent mode. For those
instructions, refer to the Installation chapter of the ArcMC Administrator's Guide.

Remote upgrade is another method if the target ArcMC is managed by another ArcMC using the
Node Management upgrade feature.

To upgrade to ArcSight Management Center 2.9.3 Patch 1:

1. If you have previously configured SMTP for ArcMC, you must delete all SMTP configuration files
before starting the upgrade. This step only applies if upgrading from ArcMC 2.8.1 or earlier.

a. Open the Configuration Management > All Subscriber Configurations page.

b. For all configurations of the type SMTP, click the Name link to open the configuration
details. Make a note of the configuration. You will use this information to restore the
SMTP configuration after the upgrade.

c. Then select the configuration and click Delete.

2. Copy the required upgrade files to a secure network location.

3. Run these commands from the directory where you copied the ArcSight Management Center
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files:

chmod u+x ArcSight-ArcMC-2.9.3.2208.1.bin

./ArcSight-ArcMC-2.9.3.2208.1.bin

The installation wizard starts. Review the dialog box, and then click Continue.

4. Follow the prompts to upgrade. For your installation directory, choose your original ArcSight
Management Center installation directory.

5. If you run the ArcSight Management Center software installer as a root user, then you need to
specify an existing non-root user and a port through which ArcSight Management Center users
will connect. If any port other than 443 (the default HTTPS port) is specified, then users will
need to enter the port number in the URL they use to access ArcSight Management Center.
When prompted, enter the user name of the non-root user and the HTTPS port number, and
then click Next.

6. Follow the prompts to complete product initialization.

7. If you run the installer as a root user, specify whether to run ArcSight Management Center as a
system service or as a process.

Note: Additionally, a few libraries are added using ldconfig. For a complete list of those
libraries, see /etc/ld.so.conf.d/arcsight_arcmc.conf and <install_
dir>/current/arcsight/install/ldconfig.out.

The upgrade is completed.

8. Click Start ArcSight Management Now, or click Start ArcSight Management Center later,
and then click Finish.

9. If you deleted SMPT configurations files in "If you have previously configured SMTP for ArcMC,
you must delete all SMTP configuration files before starting the upgrade. This step only applies
if upgrading from ArcMC 2.8.1 or earlier. " on the previous page, you can now open the
Configuration Management >All Subscriber Configurations page and restore your
SMTP configurations from your notes.

Upgrading the ArcMC Agent
You should also upgrade the ArcMC Agent on all managed nodes that require the Agent for
communication with ArcMC. For instructions on upgrading the ArcMC Agent on managed nodes, see
the ArcMC Administrator's Guide.
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Fixed Issues
The following issues are fixed in this release.

Issue Description

ARCMC-15965 ArcMC2.9.3 JRE Zulu8.42.0.21 version reportedcrypto verificationout of
Memory issue. This error has been fixed.

ARCMC-15917 Logger peers now loadcorrectlyafter stoppingarcmcagent.

ARCMC-15697 ArcMCmonitoringdisplayedgreen status whendata purge took longer than
15 minutes to be completed in customer environment. This is no longer
happening.

ARCMC-15669 Repository timed-out whenuploadingdue to updatedApache module. This is
no longer happening.

ARCMC-15627 WEF file was not beingacceptedandprocessedcorrectlyby the WISC
connector due to lackof permissions inboth folder and file.

ARCMC-15276 When installing a Windows 2012/2016 Collector toArcMC2.9.2.10506.0
using instant deployment feature, it installed correctly in the VM, however the
collector was not visible indeployment or topologyview. This is no longer
happening.

ARCMC-15209 For customers concernedabout receivingnotification (email/snmp/alert) alert
on "device inactive" event, add the followingproperty on logger.properties to
disable the alert.

Add the entry in$ARCMC_USERDATA_FOLDER/arcmc/logger.properties if
youwant to disable "EMAIL and/or SNMP and/or and/or AUDIT" notification
device.inactive.email.notification.enabled=false

device.inactive.snmp.notification.enabled=false

device.inactive.audit.notification.enabled=false

ARCMC-13720 WhenTransformationHubdisplayedOutOfMemorystate, it causedArcMC to
lose connectionwith the TransformationHub. This is no longer happening.

ARCMC-13719 Redeployment of anundeployedCTH is now successful.

ARCMC-13626 If a connector or collector deployment jobwas submittedwithout DNS
configuration, the job failed, the job status was not markedas Failed, and the
Retrybuttonwasn't displayed.

ARCMC-12861 Restart count was always 0 whenCollector metrics were shown. This is no
longer happening.
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Open Issues
This release contains the following open issues.
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Issue Description

ARCMC-15970 Issue:
The Networkpage under SystemAdmin is not functional onG10 appliances, which triggers the
following issues:
•DNS andgateway changes are not savedafter clickingRestart NetworkServices
•NICs are not listedon the NICs page

Workaround:
Whenconnecting to a freshly deployedG10 appliance using10G Network Interface Cards, IP setup
needs to be done manually via Linux commands. The followingsteps need tobe performed fromthe
iLo screen:

1. Press ALT+ F2 to switch to the Linux bash.

2. Go to network interfaces configuration: cd /etc/sysconfig/network-scripts/

3. Type: ip a, to checkwhich interface is currentlybeingused (look for the one that is "UP")

4. Open the 10GB interface that youwant to use (Shouldbe connected). i.e: vi ifcfg-
ens1f1

5. Modify the configuration file as shownbelow (Note that x is usedas a wild card in the names):
NAME="ensxfx"DEVICE="ensxfx"ONBOOT="yes"NETBOOT="yes" IPV6INIT="no"
BOOTPROTO="none"TYPE="Ethernet"PROXY_METHOD="none"BROWSER_ONLY="no"
IPADDR=<SETYOUR IP> DNS1=<SETTHE DNS1 IP> DNS2=<SETTHE DNS2 IP>
GATEWAY=<SETYOURGATEWAY> DEFROUTE="yes" IPV4_FAILURE_FATAL="no"
NETMASK=<SETYOURNETMASK>

6. Save the file :wq! or :x!

7. Down the interface: ifdown ens2fx

8. Upthe interface: ifup ens2fx

9. Restart network services: systemctl restart network

10. Go to the GUI

11. Login toArcMC

12. Navigate toAdministration> SystemAdmin> Network> SystemDNS

13. Type the IPs of the PrimaryandSecondaryDNS andClickSave

14. DONOTclick “Restart NetworkService”

15. Navigate toAdministration> SystemAdmin> Network> NICs

16. Type the hostname andClickSave

17. DONOTclick “Restart NetworkService”
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Issue Description

ARCMC-15909 Issue:
ENC files larger than1100MB can’t be uploaded toArcMC.

Workaround:
1. Modify the logger.defaults.properties file locatedat <ARCMC
HOME>/current/arcsight/arcmc/config/logger/logger.defaults.properties (software)or
/opt/arcsight/arcmc/config/logger/logger.defaults.properties (appliances) to increase the
connectorappliance.upgrade.upload.max

2. Reboot ArcMC

3. Try to upload the ENC file again

ARCMC-14051 Issue:
ArcMC is showing run-time parameters page insteadof connector parameters.

Workaround:
Logoff and logback in to reset behavior or clickanother tabat the top, i.e. configurationetc., thengo
back to node management.

ARCMC-13790 Issue:
On the Topology andDeployment view, the incorrect Alternate location icon is shown for Collectors.
On the Deployment view the Alternate location icon is not shownon the legend.

Workaround:
None available at this time.

ARCMC-12847 Issue:
After SecureData FPE encryption is enabled, it shouldnot be disabled. However, ArcMCpermits the
user to disable it. Doing sowill leave the event output in an inconsistent state.

Workaround:
Donot disable SecureData FPE encryptiononce it has beenenabled.

ARCMC-12599 Issue:
Addbutton for Connectors andCollectors is disabled (Internet Explorer 11).

Workaround:
To adda Connector or Collector, use the Topology view, or view the page ina different browser.

ARCMC-12282 Issue:
In Internet Explorer 11 or Edge, the Topology drill downview can freeze the application.

Workaround:
Use the latest supportedversions of Chrome or Firefox.

ARCMC-11220 Issue:
Ona freshly imagedARI for ArcMC2.60 or 2.70, whenyou restart the webprocess for the first time,
youwill have access to only System&Adminpage andnoaccess to navigationalmenus.

Workaround:
If youhave access only to SystemAdminpage, restart the apps process onProcess Status page.
Once the apps process restarts and is running, restart the webprocess. Youshouldnow have access
to allmenus.
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Issue Description

ARCMC-11140 Issue:
Whenchoosing "Export" fromthe Node Management menuwhile viewinga feature other thanNode
Management, the page may remainblankor show a spinner indefinitely, although the export will
succeed.

Workaround:
Select Node Management fromthe menu first, andafter the page has loaded, clickExport.

ARCMC-10478 Issue:
After a product type ages out (Device Age-Out) there is noway for the user to get that product type
back. If Device Tracking is disabled for a device product and the device ages out, then there is noway
to revert to enable tracking for that device product.

Workaround:
None available at this time.

ARCMC-2129 Issue:
Whena Connector is managedby twoArcMCs and the twoArcMCs have different Content AUP's
uploaded, multiple copies of the same Content AUP file are created in the user/agent/aupdirectory.
This may cause large appliance backup files to accumulate, occupyingdisk space.

Workaround:
1. Manage the Connector fromone ArcMConly ORhave the Content AUP versionuploadedonboth
ArcMCs.
2. Manually delete the backup files that are not required.



Send Documentation Feedback
If you have comments about this document, you can contact the documentation team by email. If an email
client is configured on this computer, click the link above and an email window opens with the following
information in the subject line:

Feedback on Release Notes (ArcSight Management Center 2.9.3 Patch 1)

Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web mail client, and send
your feedback to arcsight_doc@microfocus.com.

We appreciate your feedback!
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