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Logger CIP for SOX v4.0

ArcSight Logger™ is a storage solution optimized for extremely high event throughput. An 
event is a time-stamped log entry, either sent by protocols such as syslog, or appended to 
a log file. Logger receives and stores events, and can optionally forward selected events.

ArcSight Logger™ Compliance Insight Package for Sarbanes-Oxley (Logger CIP for SOX) is 
a package of coordinated reports that support Sarbanes-Oxley security monitoring 
requirements. Logger CIP for SOX is a stand-alone package that is installed on ArcSight 
Logger™.

 “Release Contents” on page 1

 “Installing Logger CIP for SOX” on page 2

 “Open Issues in this Release” on page 2

Release Contents
The files included in this release are:

File name Description

Logger_SOX_CIP_ReleaseNotes_v40.pdf Product description and open issues.

Logger_SOX_CIPGuide_v40.pdf Product architecture, installation, 
configuration, and operation instructions, 
and product contents description.

ArcSight-ComplianceInsightPackage-
Logger-SOX.4.0.2132.cab

Content package to install on ArcSight 
Logger appliances.

ArcSight-ComplianceInsightPackage-
Logger-SOX.4.0.1112.bin

Content package to install on the 
software version of Logger. 
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Logger CIP for SOX v4.0
Installing Logger CIP for SOX
Logger CIP for SOX v4.0 is supported on the following versions:

 Software Logger—For the software version of Logger running on your hardware, 
ArcSight Logger v5.0 Patch 2 (5.0.0.nnnn.2) or greater is supported, where nnnn 
is the four digit build number.

 Logger Appliance—For the version of Logger running on preconfigured hardware, 
ArcSight Logger v2.0 Patch 1 (2.0.0.2127) or greater is supported. 

For detailed instructions on determining the installed version of Logger, see the ArcSight™ 
Compliance Insight Package Guide-Sarbanes-Oxley v4.0 
(Logger_SOX_CIPGuide_v40.pdf). In addition, the ArcSight™ Compliance Insight Package 
Guide-Sarbanes-Oxley v4.0 contains complete installation and upgrade instructions. 

The Logger CIP for SOX is self-contained and does not rely on any other ArcSight CIP 
packages or solutions. 

Open Issues in this Release
This release contains the following open issues. 

Logger CIP for SOX v4.0 is a new package that utilizes the new features 
of the ArcSight Logger v2.0 release. The Logger CIP for SOX v4.0 
package and the ArcSight Logger CIP For Sarbanes-Oxley v1.0 package 
are completely independent and can coexist on the same ArcSight 
Logger. Logger CIP for SOX v4.0 is not an upgrade of ArcSight Logger 
CIP For Sarbanes-Oxley v1.0.

Number Description and work-around instructions

SOL-1191

TTP#47357

Issue: When running a report that generates a large result set, the 
report can take a long time to display the resulting data. For 
example, with a large result set, the following reports may take a 
long time to display:

• ISO 6 - Attacks from Third-Party Systems

• ISO 6 - Attacks on Third-Party Systems

• ISO 4 - High Risk Events 

Work-around: To shorten the amount of time to display the report, 
try running the report with the Multipage option selected:

1 From the Logger navigation bar, select Reports. 

2 From the left panel menu, select Solution Reports/Sarbanes 
Oxley.

3 For the desired report, select Edit.

The Report Designer displays. 

4 Select the Multipage option and click Run. 
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Logger CIP for SOX v4.0
SOL-1453 
TTP#54425

Issue: Logger CIP for SOX and Logger CIP for IT Governance share 
the following set of parameters: 

• internalNetwork

• productionNetwork

• thirdPartyNetwork

• testingNetwork

• wirelessNetwork

• developmentNetwork

If both the Logger CIP for IT Governance and Logger CIP for SOX are 
installed on the same Logger, the original values for shared 
parameters of the first CIP installation are overwritten when the 
second CIP is installed. Any customizations to the original values are 
lost.

Work-around: Record the customized values before installing the 
second CIP. 

Number Description and work-around instructions
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